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Abstract: The increased use of electronic devices in the Internet of Things (IoT) leads not
only to an improved comfort of living but also to an increased risk of attacks. IoT security
has thus become an important research field. However, due to limits on performance and
bandwidth, IoT devices are often not powerful enough to execute, e.g., costly cryptographic
algorithms or protocols. This limitation can be solved through a delegation concept.
By delegating certain operations to devices with sufficient resources, it is possible to
achieve a high level of security without overloading a device that needs protection. In this
paper, we give an overview of current approaches for security delegation in the context of
IoT, formalise security notions, discuss the security of existing approaches, and identify
further research questions. Furthermore, a mathematical formalisation of the CIA triad
(confidentiality, integrity, and availability) is proposed for the predefined application areas,
in order to evaluate the different approaches.

Keywords: Internet of Things; delegation; security; access control; authorisation; computation;
authentication

1. Introduction

The number of electronic devices in use is steadily increasing [1]. While IoT devices
enhance comfort and are attractive for widespread utilisation, they also pose a significant
cybersecurity risk [2]. During operation, IoT devices communicate with each other and
with the outside world, receiving, transmitting and generating a large amount of data,
which can be critical under certain conditions. Critical data in possession of adversaries
can cause irreparable damage to individuals or institutions [3]. Beyond unauthorised data
access, adversaries can also compromise IoT devices, leading to service disruptions and
potential safety risks. For example, in healthcare applications, a compromised medical IoT
device, e.g., a connected inhaler, blood sensor, or asthma monitor, could generate false alerts
or misleading medical recommendations to patients and doctors, resulting in inappropriate
treatment and endangering patient safety [4].

Despite IoT devices providing a wide range of services, their computational and
communication resources are constrained, as they are designed to be lightweight, and in
many cases battery-powered. As a result, they are often unable to execute complex security
mechanisms and protect themselves from cyberattacks [5]. One effective strategy to address
this issue and ensure the security of resource-constrained IoT devices is delegation [6,7].

The general idea behind security delegation is that a resource-constrained device,
which lacks the computational capacity to perform advanced security measures, outsources
them to a more powerful device, called a delegate. The delegate acts as a trusted entity that
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performs security-related functions on behalf of the constrained device, ensuring security
and avoiding overloading the limited resources, thereby “encapsulating” the device in a
secure environment (see Figure 1).
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Figure 1. IoT System (a) without and (b) with security delegation.

For example, Saied et al. propose a collaborative approach to key establishment based
on delegation [8]. In the proposed scenario, a highly resource-constrained sensor intends to
exchange data with an external server securely. Since the sensor is unable to perform costly
computations, it delegates the establishment of a session key with the external server to
a group of proxy nodes. The proxies complete key agreement with the server on behalf
of the sensor using Diffie-Hellman key exchange and submit the resulting session key to
the sensor. Thus, all heavy computations are performed by proxies, while the sensor only
needs to handle the lightweight secret key. This approach results in lower costs compared
to a TLS handshake. Additionally, one could argue that it shifts the adversary’s target from
the “weak” device to the “strong” one, which can be better protected. Hence, we can hope
that delegation in IoT systems also enhances security. However, delegation may introduce
other attack vectors and complicate security models as well as security properties due to
the introduction of the delegate.

Several studies have been carried out on security delegation, exploring different
techniques and implementations. However, most works use different adversary models and
assumptions [9,10]. In some cases, solutions are even proposed without security arguments
or proofs [11-13]. Some works focus more on performance improvements [14,15], while
others prioritise enhancing security [16,17]. Furthermore, the role of the delegate varies,
with some approaches relying on centralised authorities [18,19], while others distribute
security tasks among multiple entities [8,20]. The listed reasons make a direct comparison
of delegating approaches challenging, a difficulty further exacerbated by the lack of a
standardised evaluation framework.

1.1. Contributions of This Paper
In this SoK paper, the following key contributions are presented:

* Areview of existing works on security delegation in IoT, including the identification
of common characteristics and the derivation of generalised architectures for four
application domains.

e A flexible adversary model and a formalisation of security properties relevant to the
identified application domains.

* An evaluation of the security of approaches described in the literature using the
presented security models.

*  An identification of the limitations of security delegation in IoT environments and
suggestions for future research directions.

1.2. Organisation of This Paper

The rest of this paper is organised as follows. Section 2 presents a classification
of existing works that introduce delegation-based security solutions in IoT, according
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to their application domains. A formal definition of the adversary model is provided
in Section 3. Section 4 introduces sound formalisations of security properties for the
identified application domains. In Section 5, the existing delegation solutions are evaluated
with respect to the proposed security model. The results of the evaluation are discussed
in Section 6. Potential future research directions are outlined in Section 7, and the paper is
concluded in Section 8.

2. Application Domains of Security Delegation

In this paper, we conduct a review of 254 existing research works related to security
delegation in the context of the IoT. The methodology used to identify and select these
works is described in Appendix A.

During the analysis of the selected works, it was observed that they focus on four
application domains: access control and/or authorisation delegation, authentication dele-
gation, rights delegation, and computation delegation. Within these domains, the proposed
solutions exhibit similar architectural patterns, allowing us to identify generalised system
architectures presented in Figure 2. These architectures and their illustrative examples are
described in detail in this section.
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Figure 2. The generalised schemes of the system architectures based on the application domains:
(a) Access Control and/or Authorisation Delegation; (b) Authentication Delegation; (c) Rights
Delegation; and (d) Computation Delegation.

~

A

The identified system architectures include the following parties:

*  Resource-constrained (RC) System: This party wants to benefit from security delegation.
It can be a single device (e.g., a light bulb, a smart vacuum cleaner, a sensor, etc.)
or several networked IoT devices. It is assumed that the RC system does not have
enough resources to perform some security functions on its own.

*  Delegate: A device that has sufficient resources to perform resource-intensive crypto-
graphic operations, maintain necessary security and communication protocols, etc.
The delegate performs these operations on behalf of the RC system.

*  Third Party: Any party that interacts with the RC system via the delegate is called a
third party. For example, the RC system may want to access resources or services of
the third party, or the third party requires access to the RC system.

2.1. Access Control and/or Authorisation Delegation

Access control or authorisation allows or denies access to certain elements of the RC
system requested by the third party, based on a security policy. Such policies can be complex
decisions that need to be delegated. Through our selection procedure, 47 publications were
identified that deal with this domain (see Table A1).

In these applications, the RC system delegates the evaluation of the security policy
regarding access control and authorisation to the delegate. The third party first requests
access via the delegate, who then verifies the request, makes a decision, and forwards the
response to the third party. In case of a positive verdict, the third party obtains access to
the RC system (see Figure 2a).

Example

Park and Park present a delegated group-oriented access control security mechanism
based on DTLS, which reduces the total computational burden [21]. The proposed system
includes the RC system consisting of sensors, a client acting as a third party, and a Security
Proxy (SP), which acts as a delegate and manages access control on behalf of the RC system
(see Figure 3). During the first step of the proposed protocol, SP forms a list of approved
sensor devices and issues a capability ID to each authorised client. Subsequently, the client
can directly perform a DTLS handshake and communicate with the desired sensor device
from the list. The authors conclude that their mechanism is superior to performing standard
approaches without access control delegation in terms of execution time and security.
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Figure 3. Architecture of the group-oriented end-to-end security mechanism based on DTLS [21]. SP
is the Security Proxy that serves as a delegate. S, is a sensor device.

2.2. Authentication Delegation

Authentication protocols authenticate subjects and distribute secret keys for future
communication. A total of 21 papers addressing the delegation of authentication were
identified during our literature search (see Table A1).

In this application, the RC system wants to authenticate to a third party. It delegates
this process to the delegate who performs authentication on behalf of the RC system and
returns the result. Consequently, the RC system obtains credentials to access the third party
directly (see Figure 2b).

Example

A delegation-based DTLS framework for Cloud-based IoT Services, called D2TLS, has
been proposed by Cho et al. D2TLS allows for establishing secure communication while
ensuring secure storage of private keys [22]. Unlike DTLS, D2TLS contains a Security Agent
(SA), which does not have access to IoT devices’ private keys in order to avoid key escrow
problems. The presented solution contains three entities (see Figure 4): a client (RC system),
the SA (delegate), and a cloud server (third party). First, the client sends a delegation
request to the SA. Then, the SA performs a DTLS handshake with the server on behalf of
the client in two steps. Finally, the SA sends the client credentials to access the resources of
the server. To evaluate the proposed framework, the authors compare D2TLS with DTLS
with respect to delays, energy consumption, code size, memory requirements, and session
overhead. In terms of delay and energy consumption, the D2TLS shows significantly
better results.

RC System Delegate Third Party
1. Delegation Request
\
’ 2. DTLS Handshake (I)
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~

15. DTLS Handshake (II)\
A) 4
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Figure 4. The D2TLS protocol of [22]. SA is a Security Agent.

2.3. Rights Delegation

This category includes papers that address the delegation of various rights (e.g., access,
usage, actions, etc.). In total, 123 papers from our literature study targeted this domain
(see Table Al).

At first glance, the general architecture of this application domain is similar to authenti-
cation delegation. However, there is one significant difference. In authentication delegation,
the RC system delegates only the authentication procedure. After its completion, upon re-
ceiving the credentials, the RC system independently continues communication with the
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third party. In rights delegation, the RC system transfers all its rights related to some third
party (e.g., access, use, action, etc.) to the delegate. The delegate is thus able to operate on
its own during interaction with the target third party and completely substitute the RC
system (see Figure 2c).

Example

Identity-less, asynchronous, and decentralised delegation for IoT based on blockchain
technology is presented in [23]. The solution consists of brokers (RC system), buyers
(delegate), and a resource manager acting as a third party that offers specific services
and resources. All components interact via the blockchain network with smart contracts
(see Figure 5). During the preparatory phase, the resource manager registers the offered
resources on the blockchain network. The broker has the right to access these resources
and can also delegate these rights to the buyer on demand. The buyer requests access
rights to the desired resource by triggering a transaction to a delegation smart contract.
If the transaction is valid, a new event in the blockchain is generated, and the buyer can
request the resource directly. After the first request, the buyer is verified, and only if the
verification is successful, the buyer obtains full access to the resource. In comparison
with other existing approaches that are not based on blockchain, the described system is
asynchronous, decentralised, monotonic, and auditable.

RC System Third Party
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Figure 5. Blockchain-based delegation process of [23]. DSC is a delegation smart contract.

2.4. Computation Delegation

In this application domain, the delegation of computationally intensive cryptographic
or computational operations is addressed. Sixty-three papers from our literature review are
classified under this domain (see Table A1).

Here, the RC system queries the delegate to perform necessary mathematical com-
putations or cryptographic operations such as key generation, encryption or filtering.
After finishing the requested operations, the delegate returns the results to the RC system
(see Figure 2d).

Example

In [15], a lightweight revocable hierarchical attribute-based encryption (LW-RHABE)
scheme is presented that combines efficient encryption/decryption, flexible key delegation,
and revocation.

The solution consists of five main components (see Figure 6). Central and Domain
Authorities (CA and DA, respectively) do not participate in delegation directly but generate
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system parameters and user secret keys and maintain revocation lists. A Cloud Service
Provider (CSP) serves as a delegate that provides storage and computational resources.
Data owners and users form the RC system: while data owners are smart IoT devices that
collect and encrypt data, users consume data. The workflow of the proposed LW-RHABE
system has several steps. First, the CA generates the system’s public parameters (a master
secret key) and initialises several DAs. Then, the DAs generate secret keys for the users
based on their attributes and secret/public keys for data owners. In the next step, data
owners create an access control policy, encrypt collected data, and outsource it to the CSP.
When the data users want to obtain some data collected by the data owners, they request it
and the decryption from the CSP. According to the authors, LW-RHABE allows flexible key
delegation and user revocation as well as lightweight encryption and decryption. Based on
the results of the performance analysis, the described scheme is significantly more efficient
than approaches without delegation.

RC Systems
@G ,
—
S

m: i/
g g
-:7«3 & ’ Data, access policy ‘—)
—
= “ TB. Data
— /N Outsourcing

“

,/ 6. User Revocation \‘

>

Y X

Data Owners

Figure 6. Architecture of the LW-RHABE scheme [15]. CA is Central Authority, DA is Domain
Authority, CSP is a Cloud Service Provider.

3. Adversary Model

In order to formulate sound attack models for security delegation in the different
application domains mentioned in Section 2, a generalised adversary model is developed,
which we believe can provide a possibility to define the different types of adversaries
with various capabilities, and thus can be applied even beyond the scope of our study.
First, the characteristics and goals of potential adversaries are identified. This leads to a
mathematical adversary mode, which is described in detail in this section.

3.1. Adversary Characteristics

Consider three characteristics of an adversary. The first one is the degree of their
involvement in the system, where the three following cases can be distinguished: when
the adversary is fully external, external with extended capabilities, or internal with direct
access to the system. As a second characteristic, the ability of the adversary to corrupt
certain parties of the system is taken into account. Here, two cases can be considered:
an adversary that either has physical access to the system or does not and thus can or
cannot corrupt system parties, respectively. Finally, a third characteristic is related to the
adversary’s computational resources, represented in terms of the time it takes to complete
an attack. All mentioned characteristics are described in Table 1. Combining the cases
listed, 18 (3 x 3 x 2) adversary types with different capabilities can be defined.
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Table 1. Adversary characteristics.

Characteristic Explanation
Relation to the system (R.S)
External (Ex) Adversary is located outside the system and has no accomplices

External+ (Ex™)

Insider (In)

who are immediate elements or participants in the system. They
are therefore unable to observe processes inside the system.

Adversary is located outside the system but has resources or accom-
plices that allow them, within a limited area, to observe processes
inside the system.

Adversary is a member of the system, so they may have access and
knowledge of the protocols used and the processes taking place,
as well as awareness of the communication between the objects.

Corruption capabilities (CC)

No (N)

Yes (Y)

Adversary has no physical access to the system and no opportunity
to corrupt system parties.

Adversary has physical access to parts of the system and is able to
corrupt desired parties.

Time (7))

Concrete (C)

Asymptotic (As)

Information-
theoretic (It)

Adversary runs in time ¢ and is capable of launching a successful
attack with probability at least € against the system.

Adversary runs in polynomial-time (1) and is capable of launching
a successful attack against the system with probability at least ¢ +
€(n), where € is negligible in the security parameter n € N and c is
some constant (typically, ¢ € {0, 1}).

Adversary has unlimited computation time and is capable of suc-

ceeding in an attack against the system with non-negligible proba-
bility e(n) for security parameter n € N.

3.2. Adversary Goals

There are many possible goals of adversaries; however, in the context of security
delegation, we focus on the three basic pillars of security known as the CIA-Triad (con-
fidentiality, integrity, and availability). Assume that an adversary wants to violate these
security properties defined as follows [24]:

e Confidentiality: Unauthorised disclosure and misuse of the resources or information
should be prevented.

»  Integrity: Unauthorised changes, destruction, or loss of resources or information
should be prevented.

*  Awvailability: Authorised users should have timely and uninterrupted access to re-
quested resources or information.

3.3. Mathematical Model of an Adversary

Based on the characteristics of a potential adversary introduced in Section 3.1, the gen-
eralised mathematical adversary model is formulated.
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Definition 1. The adversary characteristics described in Table 1 are denoted as:

RS € {Ex,Ex*,In},
CC € {N,Y}, and
T € {C, As, It},

Then, the general prototype of an individual adversary A is defined by a triple of features as
A= (RS,CC,T).

While attacking a system, the adversary can obtain some information depending
on their characteristics and the target of the attack. To formally describe this process,
the following oracles are introduced, each representing a specific source of information that
may be available to the adversary:

Oracle Del: The delegation oracle allows the adversary to interact with the delegate D:
{t, L} + Del(AD).

As input, Del receives the set of data AD that varies depending on the target of
the adversary and application domain. It may include a party or resource id, etc.
The oracle either returns an access token t or rejects the request by returning L.

Oracle Cor: The corruption oracle allows the adversary to corrupt parties and learn their
secrets s:

{s, L} < Cozx(id).

As input, Cor receives an identifier of a party id that the adversary wants to corrupt.
The oracle will then return the secrets s belonging to the party associated with this id
or 1, e.g., if no such party exists.

Oracle Obs: The observe oracle allows the adversary to observe the communication between
system parties and the delegate D:

{ts, L} < 0Obs(id).

As input, Obs receives id, indicating which party is communicating with D. The
oracle will then return the transcript ts of the communication or L, e.g., if no party
associated with id exists.

Oracle ThP: This oracle allows the adversary to interact with the third party 7 P:
{t, L} « ThP(id,idp,i, RP(id,idp,i)).

As input, ThP receives id, indicating which party delegates its rights, idp of the party
which requested the rights, an identifier of desired resource i and the proof of rights
RP based on id, idp and i. The oracle will either return an access token t or reject the
request by returning L.

The adversary can query one or more oracles to obtain information depending on
its characteristics and needs. However, according to Table 1, the adversary with CC = N
has no corruption capability; hence, they are not able to query Cor. Also, Obs cannot be
invoked by the adversary with RS = Ex due to limited observation capabilities. As it was
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mentioned in Section 3.1, the cartesian product of all characteristics allows us to generate
18 types of adversaries (3 x 3 x 2 = 18). Table 2 presents the available oracles that A can
query, depending on their set of characteristics.

It can be observed that some adversary types can have access to the same oracles,
raising the question of what differentiates them. For example, .47 and Ag can both query
Del, Obs, and ThP, but neither can access Cor. Additionally, they have a similar set of
characteristics, the only difference being the time parameter 7. This can affect which attacks
can be executed by A. For example, Ay is restricted to attacks that can be executed within a
concrete time frame (C), whereas .Ag can observe communications over an extended period,
enabling the collection of information for more sophisticated future attacks. Thus, even
when adversaries have access to the same oracles, differences in their characteristics can
significantly influence their attack capabilities, which may also vary across targeted systems.

Table 2. Ability of different adversaries to query oracles.

Characteristics
Del Cor Obs ThP
RS CC T
1 Ex N C v X X v
2 Ex N As v X X v
3 Ex N It v X X v
4 Ex Y C v v X v
5 Ex Y As v v X v
6 Ex Y It v v X v
7 Ext* N C v X v v
8 Ext* N As v X v v
9 Ext N It v X v v
10 Ext* Y C v v v v
11 Ext Y As v v v v
12 Ext Y It v v v v
13 In N C v X v v
14 In N As v X v v
15 In N It v X v v
16 In Y C v v v v
17 In Y As v v v v
18 In Y It v v v v

v—an adversary can query the oracle; X—an adversary cannot query the oracle.

Also, during an attack, the adversary .A has a certain probability of success. If there are
no specific data and conditions that can enhance this probability, then .4 can succeed with
probability equal to some constant c. If some additional useful information is provided,
this probability can increase by € and become ¢ + €. In other words, this € is an advantage
that is achieved by A. For our study, the advantage is defined as follows:
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Definition 2. Let I1 be an Access Control, Authentication, Rights or Computation delegation
protocol, then the advantage of A is defined as

Adv&(A) == Pr[G(A) — 1]
for G € {AC,AD,RD,CD},

where Pr is a probability to succeed, AC is an Access Control Delegation, AD is an Authentication
Delegation, RD is a Rights Delegation, and CD is a Computation Delegation game (see Section 4).

4. Formalisation of the Security Properties

In this section, mathematical formalisations of CIA security properties are introduced
(see Section 3.2) for each application domain of delegation defined in Section 2 with respect
to the adversary model from Section 3. All formalisations are represented as security games:

* ACis an Access Control/ Authorisation delegation game.
¢ ADis an Authentication delegation game.

* RDis aRights delegation game.

¢ CDis aComputation delegation game.

An adversary A is considered to win the security game if they successfully violate the
targeted security property (confidentiality, integrity, or availability).

In order to be able to provide mathematical formalisations and clearly define the
required elements, the following collections are introduced:

e PL:={id=0,1,...| Piq} is alist of all system participants.

e RL:={i=0,1,...| R;} is alist of all system resources.

e M C PL x RL denotes the access matrix. More precisely, if (id,i) € M then party Pjy
has access to resource R;. It contains all system participants.

e F C PLincludes all Py which are accessible from outside of a system.

e H:={i=0,1,...| hj} includes all elements of a system that are expected in case the
system operates without deviations. It can be parties, passwords, messages, etc.

e L:={id,idp,i € M| RP(id,idp,i)} specifies all valid proofs of rights RP related to
an owner party Pjq, a delegate D with idp and a resource R; for each party involved
in a system.

e S:={id € M| sjq} contains all secrets of each party in a system.

In all of the models described below, one of the initial steps for an adversary is to re-
ceive an access matrix M as input. However, just as in the case of oracles, some adversaries,
depending on their characteristics, may not receive M, for example, an adversary with
RS = Ex receives only F.

4.1. Access Control and/or Authorisation Delegation

Assume that Jid, i : (id,i) € M, then, in the considered application domain, a third
party element 7 Pjq requests from a delegate D access to a resource R; provided by an RC
system. D replies with a token t. Using t, 7 P;q can access desired R;.

The task of an adversary A is to disrupt the normal operation of the system and
achieve their goal of violating one or more CIA properties. To model this process, a security
game described in Definition 3 is introduced.

Definition 3. Let I1 be an access control or authorisation protocol, and AC be the following
experiment:

1. Initializing M, F, H, S.

2. Aveceives as input the access matrix M or F.

3. Aisassigned identifier id 4.
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A can query the following oracles:

{t, L} « Del(id,i),
{s, L} « Cor(id), and
{ts, L} < 0bs(id),

where id is an identifier of a protocol party T Piyq which wants to obtain access to an RC
system resource R;.
A wins if any of the following cases hold:

*  Confidentiality: A outputs a token t and a resource identifier i, such that

(1) Ais not allowed to access R; according to M, but
(2) D grants A access to R; when provided with t.

o Integrity: A outputs a party identifier id, a resource identifier i, and a modified item h 4
such that

(1) there is a third party T Piq that is allowed to access R; according to M, and
(2)  Ais not allowed to access to R; according to M, but
(3) 3h 4 that does not match its corresponding item h € H.
o Auvailability: A outputs an identifier id indicating party T Piq and a resource identifier i,
such that

(1) T'Piq has access to R according to M, but
(2) access using a valid token t is not granted.

4.2. Authentication Delegation

Assume that 3id,i: (id,i) € M, then, in this application domain, a party Py included

in an RC system requests from a delegate D to authenticate against a third party 7P on

behalf of Piy, in order to Piy grants access to R;. In case of successful authentication, 7P

sends to D a token t such that P,q is allowed to access desired R;.

An adversary A targets the system elements in order to violate CIA properties.

To model this process, a security game described in Definition 4 is introduced.

Definition 4. Let I1 be an authentication delegation protocol, and AD be the following experiment:

1.

2.
3.
4

Initialising M, F, H, S.

A receives as input the access matrix M or F.
A is assigned identifier id 4.

A can query the following oracles:

{t, L} + Del(id,i),
{s, L} < Cor(id), and
{ts, L} + 0bs(id),

where id identifies an RC system party Piq which wants to be authenticated to interact with
resource R; of the third party TP.
A wins if any of the following cases hold:

e Confidentiality: A outputs a resource identifier i and token t, such that

(1) Ais not allowed to access R; according to M, but
(2) TP grants A access to R; when provided with t.

e Integrity: A outputs a party identifier id, a resource identifier i, a token t, and a modified
item h 4 such that
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(1) "Piq is allowed to access R; according to M with provided token t, and
(2)  Ais not allowed to access R; according to M, but
(3)  3h 4 which does not match corresponding item h € H.

*  Availability: A outputs a party identifier id and a resource identifier i, such that

(1) Piq is allowed to access R; according to M, but
(2) TP does not grants Piq access to R; when provided with t.

4.3. Rights Delegation

Assume that Jid,i : (id,i) € M and 3RP(id,idp,i) € L, then, according to right
delegation scenario, a party Piy (RC system) possesses some kind of rights related to a
resource R; owned by a third party 7P. A delegate D wants to access R; and in order to
be able to do it, it requests the rights from P;q. In turn, Piy sends a RP = RP(id,idp, i) to
D, so it can request access to R; from 7P and interact with it on its own.

The goal of an adversary A is to win the security game described in Definition 5,
such that winning ensures that the confidentiality, integrity, and/or availability properties
are violated.

Definition 5. Let I1 be a rights delegation protocol, and RD be the following experiment:

1. Initialising M, F, H, L, S.

2. Aveceives as input the access matrix M or F.
3. Aisassigned identifier id 4.

4. A can query the following oracles:

{t, L} « ThP(id, idp, i, RP(id, idp, 1)),
{s, L} « Coz(id), and
{ts, L} < 0bs(id),

where id identifies an RC system party ‘Piy which transfers its rights related to resource R
owned by TP, idp identifies a delegate D which obtains rights by possessing proof of rights
RP ﬁ’Oﬂ’l Pid~

5. Awins if any of the following cases hold:
*  Confidentiality: A outputs a resource identifier i and a token t, such that

(1) Ais not allowed to access R; according to M, and
(2) A with RP(id,id 4,1) is not allowed to access R; according to L, but
(3) TP grants A access to R; when provided with t and R'P(id,id 4, ).
»  Integrity: A outputs a resource identifier i, token t, and a modified item h 4 such that

(1) Piq has access to R;, and
(2) Ais not allowed to access R; according to M, and
(3) A with RP(id,id 4,1) is not allowed to access R; according to L, but
(4) 3h 4 does not match corresponding item h € H.
*  Availability: A outputs a resource identifier i and token t, such that

(1) Piq is allowed to access R; according to M, and

(2) D with RP(id, idp, i) is allowed to access R; according to L, but

(3) TP does not grants D access to R; when provided with t and
RP(id,idp,i).
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4.4. Computation Delegation

Assume that id € M, then in the discussed application domain of delegation, an RC
system Pjq delegates costly computations m to a delegate D. D processes the request and
replies with m*.

An adversary A tries to obtain secrets of P4 or D in order to win the security game.

Definition 6. Let I1 be a Computation delegation protocol, and CD be the following experiment:

1. Initialising M, F, H, S.

2. Aveceives as input the access matrix M or F.
3. Ais assigned identifier id 4.

4. A can query the following oracles:

{m*, L} <= Del(id, m),
{s, L} < Cox(id), and
{ts, L} < 0bs(id),

where id identifies an RC system party Piq, m is an unprocessed message and m* is a processed
message by a delegate D, e.g., encrypted or decrypted.
5. Awins if any of the following cases hold:

e Confidentiality: A outputs a party identifier id and a secret s, such that

(1) Adis not Piy requested D (id 4 # id), but
(2) s belongs to Pyq.

e Integrity: A outputs a party identifier id, a secret s and a modified item h 4 such that

(1) Piq legitimately belongs to the interaction process, and
(2) s belongs to Py, but
(3)  3h 4 does not match corresponding item h € H.

e Availability: A outputs a party identifier id and a secret s, such that

(1) Piq legitimately belongs to the interaction process, and
(2) s belongs to Py, but
(3) "Piq obtains either no result for its request or an incorrect one.

5. Security Evaluation of Existing Protocols

In particular, we consider investigating whether the delegation approaches identified
in the literature (Appendix A) can be shown to be secure under the formed definitions
of Section 4. In this section, the robustness of these delegation solutions is qualitatively
assessed against three types of adversaries aiming to violate confidentiality, integrity,
and availability.

5.1. Adversary Types

As noted earlier, 18 types of adversaries (see Section 3.3) can be defined by combining
the possible characteristics listed in Table 1. In order to provide a detailed illustrative
example, we focus only on the three most representative and distinct types of adversaries:

Ayear: An adversary belonging to this type is a “weak” one. They are external, have
no corruption capability, and are able to perform attacks feasible within a concrete
(typically short) time interval. Ay, can query the following oracles: Del, ThP
(see Table 2 (1)).

Apiaaie: Adversaries in this group can be described as “medium” ones. They have Ex-
ternal+ access to the system; hence, they can observe the communication between
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parties but have no corruption capability. However, A4, may have accomplices
within the system who may have a corruption capability. Their position allows more
sophisticated attacks than A k. Amigae can query the following oracles: Del, Obs,
ThP (see Table 2 (8)).

Astrong: When an adversary is categorised as “strong”, it is assumed that they have direct
access to the system, acting as insiders with full corruption capability. Combined with
unlimited time, this enables them to carry out the most resource-intensive attacks.
Astmng can query the following oracles: Del, Cor, Obs, ThP (see Table 2 (18)).

5.2. Process and Results of Security Evaluation

In this section, the approaches presented in the papers listed in Table Al are evaluated
to determine whether they are likely to be secure against the adversaries introduced above.
Due to the large number of publications, we are not able to provide full formal proofs or
attacks for each individual paper. Rather, we give our perspective on whether a construction
could be proven secure with some effort or whether attacks exist. Thus, later in this section,
a detailed analysis of one approach from each application domain is shown. A summary of
the analysis for each paper included in this SoK is provided in Table A2.

5.2.1. Access Control and/or Authorisation Delegation

In this domain, the group-oriented access control security mechanism based on
DTLS presented by Park and Park (see Section 2.1, Figure 3) is examined. According
to the Definition 3, A,.. initially receives as an input list F identified parties which are
remotely reachable by Ayeqr. Apmigare and Astrong receive as input the access matrix M;
hence, they are aware of all participants of the system, and their legitimate access.

In this application domain, ThP is not available; therefore, it is assumed that Ay,
can query only Del and interact directly with D. In order to violate the confidentiality
and integrity of any system participant 7P, A has to obtain its secret s and perform
authorisation pretending to be 7P. However, as A, does not have the corruption
capability, they cannot defraud the target client acting as 7P to obtain its s and alter the
associated resources. Hence, the given system can be proven secure against Ay, in terms
of confidentiality and integrity. Considering the availability of the system, A4 is able to
disrupt system functionality by exploiting the single point of failure (SPoF) vulnerability via
performing a successful denial of service (DoS) attack against the SP acting as D, sending
multiple access requests.

In addition to Del, A4, can query Obs. This allows A,,;44. to eavesdrop on the
communication; however, due to using DTLS, confidentiality remains secure. However,
having Ex™ position relating to the system, A4, is potentially able to modify data
from sensor devices using allies illegally. Also, by performing DoS attacks against SP,
Aiddle can violate system availability. Therefore, it can be concluded that this system is
not secure against A, 4, regarding confidentiality and availability properties, but secure
concerning integrity.

Astmng is an insider with access to all available oracles and unlimited time. Thus, they
potentially can retrieve secrets s of any system participant (e.g., security proxy, clients),
alter any data from sensor devices, and disrupt the availability of these parties. There-
fore, the given system is not considered secure against this type of adversary in terms of
confidentiality, integrity, and availability.

5.2.2. Authentication Delegation

In this application domain, the D2TLS protocol introduced in [22] (see Section 2.2,
Figure 4) is examined. According to Definition 4, A, initially receives as an input list
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F identified parties which are remotely reachable by A eax. Amidale and Astrong receive as
input the access matrix M; hence, they are aware of all participants of the system, and their
legitimate access.

In this application domain, Ay, is able to query only Del. As Ay, does not have
corruption capability, they cannot compromise any protocol participants in order to obtain
their s. Hence, A« cannot be authenticated instead of legitimate clients and tamper
with their resources R. Based on this, the protocol can be proven secure against A, in
terms of confidentiality and integrity. Considering the capability of A, to violate the
availability property, A4 is able to perform DoS attacks against the SA acting as D by
sending numerous delegation requests. Additionally, DoS attacks against a client during
protocol operation can cause its interruption. Therefore, this protocol is not secure against
Aeax regarding availability.

A idale can query not only Del but also Obs. In the given protocol, in order to be
successfully authenticated, the adversary should not only have credentials but also be able
to forge the client’s signature during run time. We assume that this is likely not feasible
even within the asymptotic time available for A,,;;4., and the given protocol is secure
against A,;;44;, in terms of confidentiality. In this scenario, if confidentiality is not violated,
integrity is not violated either. Attacks on communication channels, such as man-in-the-
middle (MitM), also cannot be successful because the presented protocol employs the DTLS
protocol, which is based on the TLS protocol that ensures the confidentiality and integrity
of information during transmission. Therefore, this protocol is likely secure against .A,;;;441,
in terms of integrity. Availability of the system can be disrupted by performing DoS attacks
against SA and clients.

As the most powerful adversary, insider Assrong has access to all available oracles
(Del, Cor, Obs) and also has unlimited time It. These resources allow Asrong to perform
spoofing, information disclosure, tampering, repudiation, elevation of privilege, and DoS
attacks against clients and the SA. Having enough time, Astong can spoof a legitimate client
and forge its signature in order to perform the authentication process. Also, Astrong can
compromise the SA and manipulate its decisions, violating the confidentiality and integrity
of the data and the availability of the system.

5.2.3. Rights Delegation

In this domain, the delegation of rights in IoT based on Blockchain technology [23]
(see Section 2.3, Figure 5) is discussed. Following Definition 5, A, initially receives
as an input list F identified parties which are remotely reachable by A ox. Apmigare and
.Asmmg receive as input the access matrix M; hence, they are aware of all participants of
the system, and their legitimate access. Also, they all can query ThP. In this application
domain, A, has access to two oracles (Del, ThP). The absence of corruption capability
leads to the impossibility of A, to obtain any secrets. For example, an attempt to request
RP for R cannot be successful for unauthenticated A,,.., because of recurring validations
within the blockchain. Therefore, if A .. queries the resource manager acting as 7 P
via ThP without a valid RP, ThP will return L. Also, Ay, cannot compromise parties
and manipulate available data; hence, the integrity of the data is ensured. In order to
violate the availability of the system, A;,.,x can perform DoS attacks against the resource
manager by requesting access to R; however, first, recurring validation of a user prevents
illegitimate items from making several requests; second, suspicious amount of requests
leads to restrictions of suspicious items. DoS attacks against the buyer acting as D do not
influence system functionality, since Ay, is only able to run attacks during C time, so the
buyer can continue its operations after a DoS attack is finished. Summarising the above, it
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can be concluded that this system is completely secure from .A,,.,x with respect to all three
security goals.

Since A,;ig4e can query Obs and hence can observe communication. However,
a blockchain-based network and smart contracts prevent the violation of data confiden-
tiality and integrity. Considering the Ex™ relation to the system of A, 4., they can have
accomplices within the system, e.g., the resource manager. Hence, A,;44,. can compromise
resource R and retrieve some information about the buyer or broker or tamper with their
data. Also, corruption of the resource manager and its R leads to possible incorrect system
behaviour, when the legitimate buyer with valid R’P does not have access to the desired R,
for instance, if the list of approved users is modified. Therefore, this system is not secure
against A,,;;4, regarding all CIA-Triad.

Despite Astrong has more resources and capabilities than Ay,..x and A,;441, it does
not give Astmng a significant advantage in the results they can achieve by attacking this
system in comparison with others. In order to obtain or manipulate information during
the transfer of the right, Astrong should compromise the majority of nodes, which we
assume is not possible even considering available It time. Therefore, Astrong can perform
similar attacks to Ay,4a1., and the system is secure against Astrong With respect to all three
security properties.

5.2.4. Computation Delegation

In this domain, the application of our mathematical model on the example of
Lightweight Revocable Hierarchical Attribute-Based Encryption for the IoT [15]
(see Section 2.4, Figure 6) is presented. Based on Definition 6, Ay, initially receives
as an input list F identified parties which are remotely reachable by A esk. Amigare and
Astmng receive as input the access matrix M; hence, they are aware of all participants of
the system, and their legitimate access. As ThP is not available for this application domain,
Ayeax can query only Del. The absence of the capability of corruption does not allow this
kind of adversary to acquire any secrets s of the system parties and to tamper with infor-
mation within the system. However, A,,.,x can perform DoS attacks against the devices
of data owners. Hence, the given system can be proven secure against A, in terms of
confidentiality and integrity, but insecure in terms of availability.

The authors assume that all system elements are trusted and cannot be compromised
except for data users, but even they are not able to disclose information and tamper with
data. Additionally, all communication channels between system parties are considered
secure against confidentiality and integrity violations, except three channels (between
domain authorities and data owners, the cloud service provider and data owners, and the
cloud service provider and data users) that can be susceptible to eavesdropping. Hence,
the adversaries A4, and Astrong can violate the confidentiality of the system by listening
to these three channels, but they are not able to perform attacks against the integrity of
the system data. Considering the possibilities of disrupting system availability, we see the
potential for A,,;441, and Astrong to perform DoS attacks against the cloud service provider,
causing SPoF. Concluding the above, the given system is not secure against attacks from
Aigdle and Astrong aimed at the availability property.

6. Discussion

During the analysis of the papers selected for our SoK, the approaches proposed by
the authors were evaluated in terms of their resilience to attacks carried out by adversaries
with varying capabilities, targeting the fundamental security properties of the system.

Given the extensive number of existing approaches, we provided a detailed security
analysis for only four representative ones, one from each application domain (see Section 5).
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The remaining evaluations were conducted using the same methodology. A summary of
the results is presented in Table A2 and discussed below.

6.1. Access Control and/or Authorisation Delegation

In this domain, all approaches focus on delegating decision-making functions. Specifi-
cally, the RC system delegates access control and authorisation to a delegate, which then
determines whether a third party is granted access. Most approaches either delegate these
functions to a single device or utilise blockchain as a delegate. Additionally, some delegates
incorporate monitoring mechanisms to track the activity of third parties and respond
accordingly. For secure data transmission, the TLS protocol is predominantly employed.

The overall architecture of protocols related to this domain is illustrated in Figure 2a,
and the summarised results of their security evaluation are presented in Figure 7a.
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Figure 7. Number of secure (green) and insecure (red) delegation protocols against three types of ad-
versaries in terms of violating confidentiality, integrity, and availability for (a) Access Control and/or
Authorisation, (b) Authentication, (c) Rights, and (d) Computation delegation application domains.

6.1.1. Confidentiality

It can be observed that all systems in this domain are likely protected against Ay«
in terms of confidentiality. A« can only observe communications, but cannot corrupt
system parties and subsequently is unable to extract secrets. Moreover, many protocols
include strong security measures such as encryption, key management, secure transport
layers (e.g., DTLS [21,25]), and decentralised architectures (e.g., blockchain [17,26,27]) to
protect sensitive data.
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When A,,;441¢ is considered, a significantly smaller number of protocols are classified
as secure. Although A,,;441., similar to Ay, lacks direct corruption capabilities, they
may have accomplices within the system who assist them in obtaining sensitive data.
These internal allies may potentially exploit vulnerabilities in access control mechanisms
or gain direct access to cryptographic keys or secret information. For example, some
protocols [25,28-30] are vulnerable to such internal threats, because A,;;;44.'s accomplices
with legitimate access privileges may bypass protection layers or misuse their access to
retrieve encrypted data. In contrast, blockchain-based protocols [26,31-33], which rely
on immutable ledgers, provide stronger confidentiality guarantees in the presence of
internal threats. They use cryptographic validation and distributed consensus, making it
significantly more difficult for an insider to manipulate or access sensitive data undetected.

As Astrong is assumed to be a powerful adversary with extended access to the system
and the ability to corrupt or manipulate critical system components, it is expected that
more than half of the protocols under consideration are vulnerable. Similar to .4,,;4,4;., most
of the affected protocols rely on traditional access control mechanisms, which are more
susceptible to insider threats and compromise. In contrast, blockchain-based protocols
demonstrate greater resistance due to their decentralised architecture, which makes it
significantly more difficult to bypass or manipulate system components, even by insiders.

6.1.2. Integrity

Since Ajyeqr does not have the ability to corrupt system components, the integrity of
the data in all protocols remains unaffected.

For A,iq41., integrity is compromised in many protocols due to internal accomplices
who can bypass access controls and potentially tamper with data. Although these pro-
tocols rely on encryption, digital signatures, and access control mechanisms, A,j4,’s
accomplices may manipulate these mechanisms because they have privileged access to
the system, making such protocols vulnerable to internal tampering. For example, while
OAuth 2.0 and DTLS can guarantee integrity against external attacks from A.qx, Amiddre’s
accomplices within the system may alter or corrupt data without detection. However,
the use of blockchain in protocols prevents even internal accomplices from undetected data
alteration, since each modification must be validated by the network, preventing tampering
without consensus.

Similar conclusions can be drawn regarding the influence of Agtrong on protocol
integrity as with A,,,;44;.. However, since Astrong is more powerful and has broader access
to the system, even fewer protocols remain protected. Nevertheless, blockchain-based
protocols continue to offer strong resistance. To compromise the integrity of such systems,
Astmng would need to control more than 50% of the network, which is highly unlikely.
Therefore, blockchain protocols maintain a high level of integrity assurance, even against
strong adversaries.

It is logical to assume that, for any adversary, the number of systems protected
against confidentiality and integrity violations should be equal, as in the case of Ay
However, for A, and Asmng, there are more systems that appear to maintain integrity
than confidentiality. The reason for this is that some delegation solutions [32,34] include
monitoring mechanisms capable of detecting suspicious activity or data manipulation and
responding accordingly. For example, suppose an adversary may gain unauthorised access
to data, thus violating confidentiality, without triggering any alarms, as long as the data
remains unmodified. However, if the adversary attempts to alter the data, thereby violating
integrity, the system’s monitoring mechanisms are likely to detect and react to the intrusion.
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6.1.3. Availability

When it comes to availability, it is reasonable to assert that the stronger the adversary,
the fewer systems are capable of withstanding their attacks. A« can succeed primarily
by targeting peripheral components of the system, such as users or delegates, through
attacks (e.g., DoS) which can be executed from an external position. In many protocols,
such attacks do not result in critical system failures and are therefore still considered
secure in terms of availability. However, for example, in the healthcare domain [35,36],
even minor disruptions of the operation of patient wearable devices, e.g., pulsimeters,
can lead to significant damage. In such cases, the system’s primary objective is to protect
the individual user rather than just the system itself, and therefore, these protocols are
considered vulnerable.

In contrast, A,,;44. and Astrong are capable of disrupting the operation of critical sys-
tem components, potentially leading to significant availability issues. However, despite
their extensive resources and capabilities, the impact of such adversaries can be mitigated
in protocols that incorporate decentralisation and redundancy into the system architec-
ture [33,37]. These design choices enhance fault tolerance and ensure that the system can
continue functioning even when individual components are compromised.

6.2. Authentication Delegation

In this domain, all approaches delegate the authentication function to a delegate,
which performs the authentication process on behalf of the RC system with respect to the
third party. These solutions primarily rely on existing technologies, such as OAuth, digital
certificates, and DTLS handshakes, all of which are executed by the delegate.

The overall architecture of protocols related to this domain is illustrated in Figure 2b,
and the summarised results of their security evaluation are presented in Figure 7b.

6.2.1. Confidentiality

Most of the protocols in this domain ensure confidentiality against A.., as they
use strong security techniques (e.g., DTLS [22,38], OAuth [39,40], certificates [41], zero-
knowledge proofs [19]). Since A, can observe the communication but not corrupt it, us-
ing proper encryption and secure authentication mechanisms protects the transmitted data.

Considering security against A,,;44., confidentiality is compromised in several pro-
tocols due to A,44.'s ability to exploit internal vulnerabilities or weak access con-
trols [39,40,42—44]. Internal accomplices may potentially bypass encryption mechanisms
or gain unauthorised access to sensitive data. However, most protocols that include,
e.g., DTLS [22,38] or certificates [41] are generally secure against .A,,;44, in terms of con-
fidentiality. These protocols rely on strong authentication mechanisms, secure session
management, and encryption to ensure that even if the adversary can observe the commu-
nication, they cannot easily access the sensitive data even in the presence of internal threats.

For Astrong, confidentiality is compromised across almost all the protocols discussed,
as this type of internal adversary has extended control over the system. They can ma-
nipulate access control, corrupt encryption keys, or modify communication channels.
Because Astmng has access to internal resources, they can bypass most security mecha-
nisms that are effective against external threats. Nevertheless, protocols that employ a
decentralised system architecture [45,46] can maintain confidentiality even against such
powerful adversaries.
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6.2.2. Integrity

In this domain, the number of systems secure in terms of confidentiality is equal
to those secure in terms of integrity across all types of adversaries. It can be associated
with the absence of any monitoring mechanisms in the evaluated systems. As a result,
a violation of confidentiality typically leads to a violation of integrity. For example, if A
manages to capture the user’s credentials and authenticate on their behalf to gain access to
resources, A can often also manipulate those resources by impersonating the user. The same
logic applies in reverse. If A cannot illegally authenticate and gain access to resources
intended for the user (i.e., cannot violate confidentiality), then they cannot manipulate
these resources to compromise integrity either.

Considering the influence of A,,.x on system integrity, it can be concluded that Ay,
is not able to violate it, as they can only observe the communication without the capability
to alter or corrupt it.

Against A4, integrity remains secure for most of the protocols because they use dig-
ital signatures, message authentication codes and hashes to ensure that any unauthorised
modifications to data can be detected [41,47,48]. However, some protocols [39,40,42,43]
may be vulnerable, because internal A,,;;4;.'s accomplices could have access to sensitive
tokens, session data, or authentication credentials, allowing them to tamper with the data
or compromise their integrity.

For Astmng, integrity is compromised in most protocols, as this adversary can exploit
internal access to directly tamper with or modify data. The ability to manipulate keys,
authentication data, or communication channels from within makes it difficult for these pro-
tocols to ensure data integrity. However, protocols employing a decentralised system archi-
tecture [45,46] demonstrate resistance even against Astmng due to their distributed nature.

6.2.3. Availability

Many protocols in this domain are vulnerable to Ay, in terms of availability. These
protocols primarily focus on ensuring confidentiality and integrity, but often lack mech-
anisms to address availability threats such as DoS attacks. Hence, A, can exploit this
by launching DoS attacks, overloading system resources, and preventing legitimate users
from accessing services [16,41,47,49].

There are even fewer protocols that ensure availability against A,,;44/., as this adver-
sary not only possesses the capabilities of Ay, but can also exploit internal accomplices,
who may potentially bypass built-in protection mechanisms against availability threats,
such as rate limiting or traffic filtering. The same applies to Astong, Which as the most
powerful adversary, can exploit both external and internal access. However, the use of
decentralised system architectures [46] can effectively mitigate availability attacks, even
from the strongest adversaries.

6.3. Rights Delegation

In this domain, RC systems transfer to a delegate rights to use, own, or access specific
resources (third party). This is typically achieved either through blockchain technology,
which ensures that only authorised participants can acquire these rights, or through public
key cryptography, where access is granted via cryptographic keys, possession of which is
considered de facto proof of right. The existing approaches often incorporate mechanisms
applied to third parties, such as limiting the number of granted access rights or introducing
resource redundancy. However, articles in this category rarely address the methods and
protocols employed for secure information transmission.

The overall architecture of protocols related to this domain is illustrated in Figure 2c,
and the summarised results of their security evaluation are presented in Figure 7c.
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6.3.1. Confidentiality

All protocols presented in this domain are secure against A4, as they incorporate
encryption mechanisms that prevent A, from extracting any sensitive information
through passive observation of the communication.

Most protocols are also secure against A,,;44.. Despite the presence of internal accom-
plices, several solutions provide strong confidentiality guarantees. For instance, some rely
on blockchain-based designs [50-53], while others incorporate encryption-based mecha-
nisms [54,55] that ensure sensitive data can only be decrypted by authorised parties, even
if A, iq410 has internal access. However, a few protocols [56-58] are unable to fully resist
internal threats, as in certain scenarios, even relatively weak accomplices may gain access
to sensitive information.

Considering Asgrong, the majority of protocols can resist attacks, as they incorporate
data obfuscation or decentralised control mechanisms, making it difficult even for Astrong
to access sensitive information [50,53,59-61]. However, some protocols remain vulnera-
ble [62-64], particularly when internal adversaries are able to access delegation tokens or
manipulate session data.

6.3.2. Integrity

Evaluating integrity protection, it was found that all protocols are secure against A ..,
as this adversary lacks corruption capabilities and is, therefore, unable to tamper with
the data.

A idare faces significant challenges in tampering with data integrity in most of the
considered protocols, as these protocols are designed with strong encryption and authenti-
cation mechanisms. Many of them are based on blockchain technology, smart contracts,
and secure encryption schemes to protect data from unauthorised modification [60,65-67].
However, some protocols may still be vulnerable to A,,;4."s attacks if internal accomplices
are able to tamper with access tokens and thereby influence the delegation process [63,64,68].
The same holds true for Astong. Although this adversary has more advanced capabili-
ties than A,,;441., they cannot compromise the integrity of systems based on blockchain,
as any modification must pass a network-wide validation process. To manipulate the
entire network, Astmng would need to control more than 50% of it, which is considered an
unlikely scenario.

6.3.3. Availability

Examining the availability property, it is observed that the percentage of systems
protected against A,,.. in this domain is lower than in the previous two. Most protocols
are vulnerable to A,.,;’s attacks, e.g., DoS, except for a few that employ techniques such as
rate limiting, traffic filtering, load balancing, or redundancy mechanisms [23,56,61].

Furthermore, most protocols are also not protected against A,;44; and Astrong, as both
adversaries have the capability to manipulate internal resources, bypass external pro-
tections, and disrupt services. Even if the entire system is not compromised, in certain
application areas, e.g., healthcare, the availability disruption of even a single device can be
critical [56,67,69,70].

6.4. Computation Delegation

In this domain, existing approaches focus on delegating computational tasks that are
infeasible or resource-intensive for RC systems to perform independently. These solutions
pay considerable attention to data protection during storage and transmission, often em-
ploying a combination of techniques such as digital signatures, encryption, and access
control mechanisms to restrict data exposure, even among legitimate system participants.
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However, some approaches prioritise the organisational aspects of delegation and provide
limited details on the specific security technologies employed.

The overall architecture of protocols related to this domain is illustrated in Figure 2d,
and the summarised results of their security evaluation are presented in Figure 7d.

6.4.1. Confidentiality

The majority of the protocols in this domain provide confidentiality through security
techniques such as encryption, key management, and secure communication protocols,
e.g., DTLS. These techniques ensure that even if A4 tries to intercept the communication,
the data remain inaccessible without the appropriate keys or permissions [15,71,72]. How-
ever, we have labelled some protocols as not protected against Ak, particularly those
that do not mention the use of cryptographic mechanisms, as they are primarily focused
on data processing and analytics [73-75]. These protocols might not focus on ensuring
confidentiality in terms of encryption or secure data transmission and may be vulnerable to
data exposure to Ay,.x because they do not incorporate sufficient protection mechanisms.
The same holds true for A, 4.- Having accomplices within the system may provide an
advantage for A,,;z4. over Ay,.qx only in the case of a few protocols [15,76].

Considering attacks against confidentiality from Astmng, it is observed that more than
half of the protocols remain resistant [20,71,77,78]. These protocols generally employ archi-
tectures that prevent internal adversaries from directly accessing or modifying data, even
with full system access. However, several protocols are still vulnerable to .Astmng, particu-
larly those that focus primarily on data-processing or -management frameworks [73,79] and
do not incorporate sufficient security mechanisms to protect data against internal threats

6.4.2. Integrity

Most protocols are secure against A,,.q in terms of integrity, as A e« lacks the ability
to tamper with data. However, some protocols do not mention any mechanisms for
ensuring data integrity and are therefore classified as insecure [13,80-82].

Considering A,,i44., it is visible that the majority of discussed protocols are able to
resist it in terms of integrity. Most of these protocols incorporate integrity verification
measures, e.g., message authentication codes, digital signatures, end-to-end encryption,
and hashing to detect and prevent unauthorised data tampering [71,78,83]. However,
some protocols do not employ such measures and, hence, may be vulnerable to A, 4.'s
attacks, which can be performed with the assistance of A,,,;;4."s accomplices [78,84]. Similar
conclusions can be applied to Astmng ; however, as they have more resources than A4,
a higher number of protocols are vulnerable to their attacks [8,20,85,86].

6.4.3. Availability

When evaluating the availability of the systems, it is observed that the percentage of
vulnerable systems is relatively low, less than half of the protocols are vulnerable regarding
all three types of adversaries.

As an external adversary, A« can perform attacks only on parties that accept re-
quests from outside the system and cause a single point of failure or overload the network
and disrupt the system’s availability [76,87,88].

Apidde and Asirong have also capabilities to disrupt the system functionality from
inside; hence, more protocols are vulnerable to their attacks [89-91], as they can bypass
traffic filtering mechanisms.
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6.5. Common Vulnerabilities

Analysing the attacks to which systems are vulnerable, several key reasons for con-
fidentiality breaches were identified. First, many systems rely on sensors and resource-
constrained IoT nodes that store sensitive information but lack sufficient built-in secu-
rity. As a result, adversaries with the capability to corrupt internal system components
(such as A,ig41. or Astrong) can access sensor data, disclose it, or leverage it for future
attacks [28,34,39,47]. Second, user or client confidentiality is often compromised through
fraudulent schemes in which users are tricked into voluntarily providing their credentials.
This allows adversaries to impersonate legitimate users, effectively performing spoofing
attacks. Third, insecure communication channels and transport protocols are another major
vulnerability, as they are susceptible to eavesdropping, allowing adversaries to intercept
sensitive data during transmission [15,40,62,92].

Integrity violation attacks often occur as a consequence of successful spoofing. Once
an adversary has deceptively gained access to a user’s resources, they can modify or
manipulate those resources by leveraging the user’s privileges [21,28,37]. Furthermore,
many integrity breaches result from the use of insecure communication channels, enabling
the adversary to launch MitM attacks. In addition, sensors are frequent targets of tampering
due to their limited protection mechanisms. This allows the adversary to falsify sensor
readings, which can have critical implications, particularly in healthcare systems, where
accurate data are crucial for patients [42,43,56].

The majority of system availability violations are related to DoS attacks, which are
often feasible even for the weakest adversary (Ay,.qx) [93,94]. For example, attacking sensors
can disrupt the availability of their data. In some cases, this may not lead to critical issues,
but in domains such as healthcare, data from devices like heart rate or oxygen monitors are
crucial and must be available on demand [86]. More resourceful adversaries, with either
indirect (through accomplices) or direct access to the system, are capable of targeting more
critical components, e.g., databases or servers, via DoS attacks. Often, such attacks can lead
to SPoF, causing a complete system outage. Additionally, powerful adversaries (Astrong)
that are insiders may be able to restrict legitimate user access depending on their position
within the system, thereby compromising availability [85,87,95].

Summarising this section, it can be concluded that systems across all application
domains are susceptible to similar types of attacks. The most common issues related to
breaches of confidentiality and integrity are caused by the disclosure of credentials by users
or clients, often as a result of social engineering or fraudulent schemes. Regarding system
availability, the most frequent cause of disruption is a DoS attack targeting critical system
components that lack redundancy, resulting in SPoF.

6.6. Proposed Countermeasures and Mitigations

This section is dedicated to the discussion of the countermeasures proposed by the
authors of the reviewed papers, which aim to prevent various attacks and ensure the
fundamental security properties (CIA).

In order to ensure the confidentiality and integrity of the information, several systems
implement the TLS protocol directly [28,30,33,96-98] or use it as a basis for the DTLS
handshake protocol [21,22,38,42,47,48,85,99-102]. DTLS not only secures transmitted data
and provides strong authentication inherited from TLS, but also helps accelerate system
processes. To counter long-term attacks, dynamic monitoring is proposed [103], where
the system observes device activity during runtime. Based on this observation, it can
detect suspicious behaviour and impose restrictions if necessary. Additionally, various
combinations of lightweight cryptographic protocols have been suggested to ensure data
protection, each offering specific advantages and trade-offs depending on the application
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context [8,15,94,104]. Furthermore, many systems adopt security mechanisms such as
cryptographic hashing and multi-factor authentication to enhance data protection. Decen-
tralised architectures, including blockchain-based solutions, are also widely implemented
to ensure tamper resistance, transparency, and trust [22,46,49,61,105,106].

According to the results of our analysis, DoS attacks that lead to SPoF pose the
greatest risk to system availability. Delegation, by design, helps reduce the success rate
of DoS attacks by shifting the adversary’s target from a resource-constrained device to a
more capable delegate. Since a delegate is assumed to have greater computational and
communication resources, it is generally expected to withstand such attacks. However,
in practice, a delegate may be more powerful than other devices in the system, but still not
strong enough to resist a determined adversary. If an adversary succeeds in corrupting
a delegate, this can result in a SPoF scenario that compromises the availability of the
entire system. In order to mitigate risks associated with a SPoF, several countermeasures
have been implemented in the evaluated systems. These include accepting requests only
from already authenticated users [23,34,38,43,45,47,97,101,102], deploying multiple proxies
instead of a single delegate to distribute the load and reduce reliance on a single point [20],
and implementing decentralised or redundant architectures, often based on blockchain
technology [8,32,33,37,45,46,61,107]. These strategies significantly reduce or even eliminate
the impact of successful DoS attacks, thereby enhancing system availability. However,
despite their undeniable advantages, for example, blockchain-based approaches are not
always applicable for resource-constrained devices, which prevents them from being used
for typical systems such as smart home, which mostly consists of “weak” devices.

Summarising the results of our research and discussion, the following conclusions
are drawn:

*  Most existing studies do not provide formalised models of their proposed solutions,
with the notable exception of those within the cryptographic delegation application
domain.

¢  The security analysis of the proposed delegation solutions is often either completely
absent or limited to a narrow scope, typically considering only a single type of ad-
versary. In most cases, the evaluated adversary is weak and external, while stronger
internal threats or more complex attack scenarios are largely overlooked.

*  Most of the proposed solutions meet confidentiality and integrity requirements when
evaluated against specific types of adversaries. However, they often do not provide
sufficient system availability, especially under DoS attacks or in the presence of a
potential SPoF.

¢ Solutions that provide robust and comprehensive security guarantees are frequently
tailored for environments with ample computational and network resources. Conse-
quently, their applicability to typical IoT scenarios, e.g., smart home, may be limited,
as these scenarios often lack the necessary infrastructure, device density, or processing
capabilities required to support such solutions effectively.

7. Potential Future Research Directions

Based on the results of our research, the following potential future research directions
in the domain of IoT security delegation may be considered particularly interesting:

Comprehensive and lightweight delegation solutions: Investigate the feasibility of design-
ing delegation-based security frameworks that provide comprehensive protection of
confidentiality, integrity, and availability, even in the presence of strong and inter-
nal adversaries, while remaining suitable for deployment in small-scale and highly
resource-constrained IoT environments.
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Formalisation of attacks: Explore whether common attack scenarios targeting delegation
mechanisms in IoT systems can be generalised and expressed as formal mathematical
models compatible with our security property definitions.

Ensuring security of a delegate: Research techniques to enhance the security of delegates,
which are often assumed to be trustworthy and robust components. However, as they
frequently serve as main components in delegation models, they become attractive
targets for adversaries and may be vulnerable to various attacks.

Delegation in dynamic environments: Design adaptive delegation mechanisms that can
respond to real-time contextual factors such as device failure, workload, trust levels,
and network conditions, thereby improving both system robustness and efficiency in
dynamic IoT environments.

Standardisation and interoperability: Investigate the feasibility of designing interoperable
and standardised delegation solutions capable of operating across heterogeneous IoT
environments, addressing the current limitations of many existing approaches that are
highly domain- or vendor-specific.

Extended property evaluation: Explore the extension of the security evaluation model
proposed in this paper to include additional security properties beyond those discussed,
in order to support a more comprehensive assessment of system security.

We believe that these research directions provide a solid foundation for future advance-
ments in delegation-based security for IoT systems. Addressing these challenges not only
enhances the robustness of existing solutions but also promotes the development of scal-
able, interoperable, and adaptive frameworks suitable for diverse and resource-constrained
IoT environments.

8. Conclusions

In this paper, we performed a comprehensive review of 256 existing solutions that
propose delegation-based mechanisms for securing IoT systems. Through this analysis, four
main application domains were identified: access control and/or authorisation delegation,
authentication delegation, rights delegation, and computation delegation. For each domain,
a generalised system architecture was derived based on common patterns observed across
the solutions included in the category. Furthermore, a flexible mathematical model of
a potential adversary was introduced, along with a formalisation of the confidentiality,
integrity, and availability security properties relevant to each domain. These properties
were expressed in the form of security games, in which an adversary attempts to win the
game by violating the given property. Finally, all considered delegation solutions were
evaluated in terms of their robustness against three distinct types of adversaries with
respect to the introduced security games.

According to the obtained results, it can be concluded that despite the existence of
many delegation approaches ensuring information confidentiality and integrity, the major-
ity remain vulnerable to attacks, which target system availability, particularly those result-
ing in a single point of failure. Although delegation-based security mechanisms offer clear
advantages over non-delegation approaches, especially in supporting resource-constrained
IoT devices, there is still considerable room for improvement. Notably, delegation solu-
tions face the dual challenge of securing both the constrained devices and the delegates
themselves, which frequently become prime targets for adversaries.
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Appendix A. Methodology for Selecting Papers Suitable for the Review

In this section, the approach used to collect existing publications on delegated IoT
security for this survey is described.

Appendix A.1. Selection Procedure

In order to find suitable publications, the following scientific libraries were used:
Google Scholar, Semantic Scholar, ACM Digital Library, and IEEE Xplore. Currently, these
platforms provide access to more than 203 million papers across diverse research disciplines.
Following Kitchenham et al., a keyword query was formulated to identify scientific works
relevant to this study [108]:

(“Internet of Things” || “IoT”)
A
(“Delegated” || “Delegated Security” || “Delegation”).


https://fordaysec.de
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Additionally, applying the snowballing strategy introduced by Wohlin and Priklad-
niki [109], the references of the previously identified papers were examined and searched
for relevant publications containing additional security models and designs applicable
to our study. After collecting the papers retrieved through this process, the next phase
was initiated.

In order to establish a consistent standard among the selected papers, all collected
papers were filtered based on the following criteria:

Inclusion criteria:

(IC1) A paper provides a unique approach toward the definition, description, or classifica-
tion of security delegating in IoT systems.

(IC2) A paper presents metrics or security models that allow for explaining or measuring
security delegation.

(IC3) A paper introduces a specific approach to security delegation that can be applied in
at least one sub-area of IoT.

Exclusion criteria:
(EC1) A paper is not peer-reviewed.

(EC2) A paper does not present a novel security model or design.

A paper is considered relevant if at least one inclusion criterion is met and none of the
exclusion criteria apply:

(IC1Vv IC2V IC3) A (ECT1V EC2) = 1.

Appendix A.2. Results of the Selection Procedure

After completing the search phase of the selection procedure, a list of 940 publications
was obtained. The filtering process then began with an initial scan to assess whether each
publication might be relevant. At this stage, only papers clearly unrelated to our topic were
excluded, for example, those whose subject matter did not fall within the IoT domain. As a
result, 404 papers remained.

In the second round, all remaining papers were examined to determine whether
they met the inclusion or exclusion criteria (see Appendix A.1). Subsequently, each paper
was categorised as either relevant or not relevant. Finally, 254 papers were selected for
the review.

Table A1l contains all papers retrieved during the selection procedure which are
grouped according to the categories identified in Section 2. The Rights Delegation category
in this table is split into two parts since papers #153-192 focus on Delegated Proof of Stake,
Delegated Proof of Authority, etc. While these papers fall under the rights delegation
category, they are primarily concerned with consensus protocols. Therefore, although they
do involve the delegation of rights, we have chosen to partially highlight them. Special
designations used in the table: Y—a year of publication, T—a type of the paper (Conference,
Journal), Cn—number of citations, h is an h-index.
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Table A1l. List of the papers retrieved during the selection procedure.
Ne Title Y T Cn h
Access Control and/or Authorisation Delegation

1 Authorisation framework for the Internet-of-Things [110] 2013 C 70 /

2 A DTLS-based security architecture for the Internet of Things [25] 2015 C 24 /

3 A delegated authorisation solution for smart-city mobile applications [97] 2016 C 4 /

4 Access control framework for API-enabled devices in smart buildings [111] 2016 Cc 18 /

5 An overview on delegated authorisation for CoAP: Authentication and authorisation 2016 C 8 /
for... (ACE) [99]
Building secure healthcare services using OAuth 2.0 and JSON web token in IOT

6 . 2006 C 23 /
cloud scenario [30]
IoT Delegate: Smart Home Framework for Heterogeneous IoT Service

7 Collaboration [112] 2016 J 15 34
IoT-cloud authorisation and delegation mechanisms for ubiquitous sensing and

8 X 2016 C 8 /
actuation [34]

9 TA-CIOT: multidimensional trust-aware access control system for the Internet of 2016 J109 102
Things [113]

10 A Cgmmun1ty—Dr1ven Access Control Approach in Distributed IoT 2017 55 om
Environments [114]

1 ZAOrr[lggllel to enable application-scoped access control as a service for IoT using OAuth 2017 C 24

1 Achievable Mul.tl-Securlty Levels for Lightweight IoT-Enabled Devices in 2017 | 24 204
...Communications [115]

13 ControlChain: Blockchain as a Central Enabler for Access Control Authorisations in 2017 C 95/
the IoT [31]

14 OAuth-IoT: An access control framework for the Internet of Things based on open 2017 c 45
standards [28]

15  User-centric access control for efficient security in smart cities [116] 2017 c 1 /

16 A Group-Oriented DTLS Handshake for Secure IoT Applications [21] 2018 ] 21 102

17 Blockchain Meets IoT: An Architecture for Scalable Access Management in IoT [26] 2018 J 905 149

18 Decgntrahsed IoT Data Management Using BlockChain and Trusted Execution 2018 C 98
Environment [32]

19  Group-Oriented Range-Bound Key Agreement for Internet of Things Scenarios [117] 2018 J 18 149

20 Heréclesz Scalable, Fine-Grained Access Control for Internet-of-Things in Enterprise 2018 C 14/
Environments [118]
Validation of an Adaptive Risk-based Access Control Model for the Internet of

21 . 2018 ] 59
Things [103]

22 5G-SSAAC: Slice-specific Authentication and Access Control in 5G [119] 2019 C 5
Blockchain and Structural Relationship-Based Access Control for IoT: A Smart City

23 2019 C 6
Use Case [27]
Dynamic Multiparty Authentication using Cryptographic Hardware for the Internet

24 . 2019 C 3 /
of Things [120]

95 Enabhr.lg Decentralised Identifiers and Verifiable Credentials for Constrained 2019 33 4
...Devices ... [121]

26  Fine-grained multi-authority access control in IoT-enabled mHealth [36] 2019 ] 24 43

o7 Policy-based access control for constrained healthcare resources in the context of the 2019 ] 47 129
Internet of Things [35]

28  Trusted D2D-Based IoT Resource Access Using Smart Contracts [33] 2019 C 7 /

29 A new scalable authentication and access control mechanism for 5G-based IoT [122] 2020 ] 29 151

30  Access control for Internet of Things—enabled assistive technologies: ... [37] 2020 ] 11 /
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Ne Title Y T Cn h

31 BDSS-FA: A Blockchain-Based Data Security Sharing Platform With Fine-Grained 2020 J 41 204
Access Control [123]

30 Droplet: Decentralized Authorisation and Access Control for Encrypted Data 2020 ] 30 4
Streams [17]

33 Reh[e;gie] Task Management Based on a Smart Contract for Runtime Verification 2020 J 34 219

34 User-Managed Access Delegation for Blockchain-driven IoT Services [125] 2020 C 4 /

35 Delegated Device Attestation for IoT [96] 2021 C 1 /

36 A Proxy Signature-Based Swarm Drone Authentication With Leader Selection in 5G 2022 ] 10 204
Networks [126]

37 foe;ﬁ g]nd Mitigation of Security Risks of Cooperation in Mobile-as-a-Gateway 2022 C 1 /

38  Securing Smart Home IoT Systems with Attribute-Based Access Control [127] 2022 C 5
A Blockchain-Based Framework for Scalable and Trustless Delegation of Cyber

39 . 2023 C 1
Threat Intelligence [106]
An access control scheme for distributed IoT based on adaptive trust evaluation and

40 . 2023 ] 2 5
blockchain [128]

41  An extended Attribute-based access control with controlled delegation in IoT [129] 2023 J 1 54

4 Dynarm.c Secure Access Control and Data Sharing Through Trusted Delegation and 2023 ] 5 149
Revocation ... [130]

43  Multi-tenant, Decentralized Access Control for the Internet of Things [131] 2023 C 0 /

m MUEI?IETGI Subgranting by Power of Attorney and OAuth Authorisation Server 2023 ] 0 149

45  Smart Blockchain-based Authorisation for Social Internet of Things [12] 2023 C 0 /
Flexible and Fine-grained Access Control for EHR in Blockchain-assisted

46 E-healthcare Systems [133] 2024 J 0 149
Privacy-Preserving Fine-Grained Data Sharing With Dynamic Service for the

47 Cloud-Edge IoT [134] 2025 c 2 /

Authentication Delegation

48 A Simple Delegation Scheme for RFID Systems (SiDeS) [49] 2007 C 14 /

49 Encat;)]—end transport-layer security for Internet-integrated sensing applications with 2013 ] 1 9

50 Towards viable certificate-based authentication for the Internet of Things [41] 2013 c 91 /

51 De}egatlon-based authentication and authorisation for the IP-based Internet of 2014 c 102 /
Things [100]

50 Lightweight secure communication for CoAP-enabled Internet of Things using 014 C 21
delegated DTLS ... [38]

53  An OAuth based authentication mechanism for IoT networks [39] 2015 Cc 39 /

54 ESSE: Efficient Secure Session Establishment for Internet-Integrated Wireless Sensor 2015 ] 20 65
Networks [101]

55 IoT-OAS: An OAuth-Based Authorisation Service Architecture for Secure Services in 2015 |74 145
IoT Scenarios [40]
SEA: A Secure and Efficient Authentication and Authorisation Architecture for

56 IoT-Based Healthcare ... [42] 2015 o=

57 Tov-vard a Lightweight Authentication and Authorisation Framework for Smart 2015 j 111 251
Objects [135]

58 An Authentlcatlon and Key Management Mechanism for Resource Constrained 2017 2 219
Devices ... [45]

59  IoT—Cloud collaboration to establish a secure connection for lightweight devices [48] 2017 J 25 98
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Ne Title Y T Cn h

60 Sec'ure Service Proxy: A CoAP(s) Intermediary for a Securer and Smarter Web of 2017 ] 9 219
Things [102]
BF-IoT: Securing the IoT Networks via Fingerprinting-Based Device

61 Authentication [43] 2018 c 32 /

2 A DI.’N (Delegated Proof of Node) Mechanism for Secure Data Transmission in IoT 2019 ] 20 51
Services [136]

63  D2TLS: delegation-based DTLS for cloud-based IoT services [22] 2019 C 6 /

64 Privacy-preserving delegable authentication in the Internet of Things [16] 2019 C 1n /

65 Master-slave chain based trusted cross-domain authentication mechanism in IoT [46] 2020 ] 31 129
Cost-Efficient Anonymous Authentication Scheme Based on Set-Membership

66 2023 C 0 /
Zero-Knowledge Proof [14]

67 Leakage of Authorisation-Data in IoT Device Sharing: New Attacks and 2023 ] 0 ¢
Countermeasure [44]

68 ZeFo—Knowledge Proofs based delegation authentication for Industrial Internet of 2023 C 0 /
Things ... [19]

Rights Delegation

69  Capability-based access control delegation model on the federated IoT network [93] 2012 ] 9 9
A Hot-topic based Distribution and Notification of Events in Pub/Sub Mobile

70 2013 ] 8 /
Brokers [137]

71 A c'apablhty—based security approach to manage access control in the Internet of 2013 ] 299 116
Things [57]

72 Distributed Capability-based Access Control for the Internet of Things [138] 2013 J 178 9

73 DCngA(;: embedding authorisation logic into smart things through ECC 2016 ] 125 54
optimisations [68]

. . B

74 Fal'rAccess. a new Blockchain?based access control framework for the Internet of 2016 ] 650 58
Things [50]

75 Dynamic Accgss Control Policy based on Blockchain and Machine Learning for the 2017 ] 173 35
Internet of Things [139]
Offline Trusted Device and Proxy Architecture Based on a new TLS Switching

76 . 2017 C 1
Technique [92]

77  RSPP: A reliable, searchable and privacy-preserving e-healthcare system ... [140] 2017 C 31

78 ViotSOC: Controlling Access to Dynamically Virtualized IoT Services using Service 2017 C 4
Object Capability [141]

79 BlendCAC: A BLockchain-Enabled Decentralized Capability-Based Access Control 2018 c 103
for IoTs [52]

30 BlendCAC: A Smart Contract Enabled Decentralized Capability-Based Access 2018 o121 32
Control ... [51]

81  Blockchain-Based IoT-Cloud Authorisation and Delegation [142] 2018 cC 4 /

8 Ca}E;}iam: A Privacy Preserving Access Control Framework Based on Blockchain 2018 c 29

83 IoTChain: A blockchain security architecture for the Internet of Things [65] 2018 C 1146 /

84 i’l?fcrln[a()tzl? approach using OAuth mechanism for IoT device authorisation in 2018 C 5 /

85 A Novel Entitlement-based Blockchain-enabled Security Architecture for IoT [143] 2019 C 17 /

86 A Secure Key Delegation Mechanism for Fog Networking [144] 2019 C 4 /

87 Access Control Model Based on Dynamic Delegations and Privacy in a Health 2019 C 0 /
System ... [63]

38 Blockchain Based Fine-Grained and Scalable Access Control for IoT Security and 2019 C 8 /

Privacy [145]
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Blockchain based permission delegation and access control in Internet of Things

89 (BACT) [146] 2019 J 70 112
CA-ADP: Context-Aware Authorisation and Delegation Protocol for IoT-based

90 2019 C 2 /
healthcare smart systems [56]

91 Cont'ext-aware pseudonymisation and authorisation model for IoT-based smart 2019 ] 1 et
hospitals [147]
DCACI: A Decentralized Lightweight Capability Based Access Control Framework

92 . 2009 C 18 /
using IOTA ... [148]

93 Des[15gSri and implementation of a secure and flexible access-right delegation for 2019 ] 21 151

94 TC—IE’iB]CKS: Towards time controlled public key encryption with ...keyword search 2019 2 129

95  WAVE: A Decentralized Authorisation Framework with Transitive Delegation [61] 2019 J 68 4

96 A Flexible Privacy-Preserving Data Sharing Scheme in Cloud-Assisted IoT [150] 2020 ] 38 149

97 Ciphertext-Policy Hierarchical Attribute-Based Encryption Against Key-Delegation 2020 ] 9 204
Abuse... [64]

98 EXP101t1ng Smart Contracts for Capability-Based Access Control in the Internet of 2020 ] 67 219
Things [151]

99 On the nggn of a Flexible Delegation Model for the Internet of Things Using 2020 33 170
Blockchain [23]

100 On the I.ntegratlon of Blockchain to the Internet of Things for Enabling Access Right 2020 J 42 149
Delegation [152]

101 Proxy re-encryption with equality test for secure data sharing in IoT-based healthcare 2020 ] n oy
systems [69]
Towards Decentralized IoT Updates Delivery Leveraging Blockchain and

102 Zero-Knowledge Proofs [153] 2020 c 6 /

103 xDBAuth: Blockchain Based Cross Domain Authentication and Authorisation 2020 ] 56 204
Framework for IoT [154]
A Secure and Privacy-Preserving Machine Learning Model Sharing Scheme for

104 Edge-Enabled IoT [155] 2021 J 13 204

105 An [l*ifoéc]lent Access Control Scheme With Outsourcing and Attribute Revocation 2021 ] 17 204

106 quckcham—Based DNS Root Zone Management Decentralisation for Internet of 2021 ] 5 73
Things [157]

107  Cost-Effective Proxy Signcryption Scheme for Internet of Things [158] 2021 ] 3 42

108 Entitlement-Based Access Control for Smart Cities Using Blockchain [159] 2021 ] 10 219

109 FogFrame: a framework for IoT application execution in the fog [160] 2021 J 15 37

110 On D'e51gn1ng Context-Aware Trust Model and Service Delegation for Social Internet 2021 ] 24 149
of Things [66]

111 A Bidirectional Trust Model for Service Delegation in Social Internet of Things [161] 2022 J 6 4

112 A Noyel MQITT 5.0-Based Over-the-Air Updating Architecture Facilitating Stronger 2022 ] 10 &
Security [162]

113 A Proxy Re—Encryphon Approach to Secure Data Sharing in the IoT Based on 2022 j 58 98
Blockchain [60]

114 A Sﬁlg?], on Vehicle Monitoring Service Using Attribute-Based Security Scheme 2022 ] 1 101

115 A Traceable Capability-based Access Control for IoT [164] 2022 J 3 51

116 An Efficient Blockchain-Based Hierarchical Data Sharing for Healthcare Internet of 2022 J 39 170

Things [67]
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17 An [Ii’lgf:]lstrlal IoT-Based Blockchain-Enabled Secure Searchable Encryption Approach 2022 ] 95 219

118 Attribute-Based Data Sharing in Smart Healthcare Environment [70] 2022 C 0 /
BlueSky: Combining Task Planning and Activity-Centric Access Control for Assistive

119 : 2022 C 2 /
Humanoid Robots [166]
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Appendix B. Results of the Security Evaluation

Table A2 presents a summary of the security evaluation of existing delegation solutions,
focusing on confidentiality, integrity, and availability against three types of adversaries.
The evaluation was conducted using the security models introduced in Sections 3 and 4.
If we believe that a system can be proven secure against a given adversary type, the attack
is unlikely or has no critical impact on system functionality, we mark it as (v). If an attack
against the system is feasible and causes significant damage, we mark it as (X).
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