























3 On-The-Fly Causality Checking

3.1 Preliminaries

In order to compute causality relationships, it is necessary to compute good
and bad execution traces. If depth-first search or breadth-first search is used
for model checking, good and bad executions can easily be retrieved by the
counterexample reporting capabilities of the model checker in use.

The key idea of the proposed algorithm is that the conditions AC1, AC2(1),
AC2(2) and AC3 defined in Section 2 can be mapped to computing sub- and
superset relationships between good and bad execution traces. In the following
we also use the terms sub-execution and super-execution to refer to sub- or
superset relationships between execution traces. We define a number of execution
trace comparison operators as follows.

Definition 12. Ezecution Trace Comparison Operators. Let T = (S, Act,—,
I,AP,L) a transition system, and o1 and oy execution traces of T.

o1=09 iff Vae A .oy Eea= 09 Fea.

01 =09 iﬁ‘Val,azeA.ol Fe 1 AQg = 02 Fe A1 AQ2.
01 Sog iff Vae A. o1 Ee a= 03 Fe a.

t 01 Cog iff o1 Cog and not oy = o3.

: 01§0'2 iﬁva1,a2€A.01 Fe @1 Ay = 02 Fe A1 A Q2.
o1¢og iff 0109 and not o1 = 0.

PN

In the following let ¢ a safety property specification given in LTL, o,0’,0",0""
execution traces and Yy, VY gr, Yo, Pem the event order logic formulas representing
these execution traces, respectively.

Theorem 1. AC1I is fulfilled for all 1, where o € Xp.

Proof. For each o € X we can partition the set A of event variables into the
sets Z and W such that Z consists of the variables of the events that occur on o
and 1), consists of the variables in Z. Consequently, o . 1, and o #; ¢ because
o is a bad execution. Therefore, AC1 is fulfilled for all 1, where o € Xp. ]

Theorem 2. AC2(1) holds for 1, if there is an execution o’ € X¢g with o' c o.

Proof. To show AC2(1) for a execution o we need to show that there exists an
execution o’ for which o’ #. V¥, A (valy(Z) # valy(Z) v val, (W) # valy (W))
and o’ F; ¢ holds. For each ¢’ € Yg with ¢’ c o there is at least one event
on ¢ that does not occur on ¢’. Because that missing event is part of 1), and
Z it follows o’ #e ¥, and (valy(Z) # valy(Z) v valy (W) # valy (W) follows,
since the value of the event variable representing the missing event assigned by
valy(Z) is true and the value assigned by val,/(Z) is false. Therefore, we can
show AC2(1) for ¥, by finding an execution ¢’ € X for which ¢’ c ¢ holds. O

Theorem 3. AC2(2) holds for 1, if there is no execution o € X with oco”.
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Proof. AC2(2) requires that Yo'’ with 0" e oA (valy(Z) = valyn (Z)Avaly, (W)
# val,n(W)) it holds that " #; ¢ for all subsets of W. Suppose there exists a
o for which o¢o” holds. For a ¢’ to satisfy the condition ¢” E. ¥ Aval,(Z) =
valy»(Z) all events that occur on o have to occur in the same order on ¢”, which
is the case if oS0’ holds. The set W contains the event variables of the events
that did not occur on ¢ and wal, (W) assigns false to all event variables in W.
For val,»(W) to be different from val,(W') there has to be at least one event
variable that is set to true by vals»(W'). This is only the case if an event that
does not occur on o occurs on ¢”. Consequently, o’ consists of all events that
did occur on ¢ and at least one event that did not occur on ¢, which is true if
oco” holds. o” #; ¢ holds if 0" € X and is false if 0" € Xg. Hence, AC2(2)
holds for o if there is no ¢” € X for which o¢o” holds. O

Theorem 4. If AC1 and AC2(1) hold for 1, and 1), is modified according to
Def. 10 in order to fulfill AC2(2), then AC1 and AC2(1) hold for the modified

Yo -

Proof. The modification defined in Def. 10 prohibits the occurrence of events
that did not occur on ¢ but occur on ¢’ by adding their corresponding negated
event variables to 1),. Since the prohibited events did not occur on o, the mod-
ified 1, holds for ¢ and AC1 holds. AC2(1) holds for the modified 1, because
for AC2(1) to hold in the first place there has to be an execution o’ € X¢ with
o’ c 0. For the modification of 1), to be necessary an execution o € X with
oco’ has to exist. If oco” holds, o c ¢” holds and ¢’ c ¢” holds as well. Conse-
quently, AC2(1) holds for the modified v, . 0

Theorem 5. AC(3) holds for 1, if there does not exists an execution 0" € X'
for which "' c o holds.

Proof. In AC(3) we have to show that no subset of the event order logic formula
1Y satisfies AC1, AC2(1) and AC2(2). Suppose there exists a ¢’ € Xp with
o' ¢ 0. We can partition A in Z,m and Wym such that Z,» consists of the
variables of the events that occur on ¢’ and 1~ consists of the variables in
Z g m. For o we partition A in Z, and W, such that Z, consists of the variables of
the events that occur on o and v, consists of the variables in Z,. Consequently,
Zgm € Zy and gm € hy. If hm satisfies AC1, AC2(1), AC2(2), then AC3 would
be violated. If we can not find a o’”with ¢ c o, then no subset of 1), satisfies
AC1, AC2(1) and AC2(2), and consequently AC3 holds. m]

We use these theorems in order to devise an algorithm and a corresponding data-
structure called subset graph for on-the-fly causality checking. The pseudo-code
for the proposed algorithms can be found in [9].

3.2 Subset Graph Data-Structure

In order to store the execution traces we have devised a data-structure called
subset graph. This data-structure enables us to make causality decisions on-the-
fly which means that we can decide whether an execution trace is causal as soon
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as we add it to the subset graph. The subset graph is structured into levels where
each level corresponds to the length of the execution traces on that level. Each
node represents exactly one execution trace. Figure 1 shows a part of the subset
graph for the railroad crossing example. The execution traces on adjoining levels
are connected by edges indicating subset relationships between the respective
execution traces. In order to improve readability the edges between executions
on the same level are not displayed in the figure. The nodes representing the

Level 1:
Level 2:
Level 3: T3,6,Ca CarTa G

Level 4: |Ta,Ca,Gf,Cc a,Gf,Ca,Cc Ca,Ta,Gf,Cc

Level 5: Ca,Ta,Ge,Te, T
Level 6: a,Ta,Gc,Te, TI,Go

/

Fig. 1. Subset-graph of the railroad crossing example

execution traces are colored in green, red, black or orange in order to indicate
their potential causality relation according to the following rules:

— Green: a node is colored green if it represents a good execution trace and all
nodes on the level below that are connected with it are also colored green.
An example of such a trace is “Ca,Ta,Gc,Tc,T1” in the railroad crossing
example. Green traces can not be causal because they are good traces. The
green traces can be prefixes of either bad or good execution traces.

— Red: a node is colored red if it represents a bad execution trace and all nodes
on the level below that are connected with it are colored green. Red nodes
correspond to the shortest bad traces found at any point of the state-space
exploration. They are considered to be causal. As an example consider the
trace “Ta,Ca,Gf,Cc,T¢” in the railroad crossing example.

— Black: a node is colored black if it represents a good execution trace, but at
least one node on the level below that it is connected with is colored red.
Black traces cannot be causal themselves, since they are good traces, but
since a sub-trace of them with one less element is a minimal bad trace, the
transition in the subset graph from red to black identifies an event that turns



a bad execution into a good one. We hence take advantage of black traces
when checking condition AC2(2). As an example for a black node consider
the the trace “Ta,Ca,Gf,Cc,Cl,Tc” of the railroad crossing example, which
is connected with the red execution “Ta,Ca,Gf,Cc,Tc” on the level below,
the introduced “Cl” event turns the bad execution into a good one.

— Orange: A node is colored orange if it represents a bad execution trace and
at least one node on the level below that is connected to the orange node
is colored red. If a trace is colored orange, there exists a shorter red trace
on a level below and hence a orange trace does not fulfill the minimality
constraint AC3 for being causal. An example for an orange colored trace is
the trace “Ca,Ta,Gc,Tc,T1,Go,Ta,Gf,Cc,Tc” which, due to space restrictions,
is not depicted in Figure 1. The trace “Ca,Ta,Gf,Cc,Tc” is a shorter red trace
and a subset of the trace “Ca,Ta,Gc,Tc,T1,Go,Ta,Gf,Cc,Tc”, hence the trace
does not fulfill the minimality constraint.

3.3 Causality Checking

The causality checking that we propose is embedded into both of the standard
state-space exploration algorithms used in explicit state model checking, namely
depth-first and breadth-first search. Whenever a bad or a good execution is
found by the search algorithm it is added to the subset graph. After adding a
trace the algorithm first checks whether there are executions at the same level
that consist of the same events but in a different order. If we find such an
execution, then all subset relationships of the execution already in the subset
graph hold also for the newly added execution. For instance in our example all
subset relationships that hold for the execution “Ta,Ca,Gf,Cc,Tc” also hold for
the execution “Ta,Gf,Ca,Cc,Tc”. If we don’t find such a trace on the same level,
we have to check the subset relationships with the execution traces on the level
below (level-1) and, if depth-first search is used, on the level above (level+1)
as well. It is not necessary to check the subset relationships on the level above
(level+1) if breadth-first search is used, because breadth-first search adds the
traces by increasing length.

Once all subset relationships are established, the nodes representing the ex-
ecutions are colored according to the above described coloring rules. If a trace
is colored red, we additionally need to check whether we have already found a
shorter red trace which is a sub-set of the new red-trace. If such a shorter red
trace is found, the current trace is colored orange. In our example the execution
traces Ta,Ca,Gf,Cc,Tc and Ta,Gf,Ca,Cec,Tc and Ca,Ta,Gf,Cc,Tc are colored red
and hence considered to be causal.

The following theorems show that for an execution ¢ that is colored red, 1),
is a candidate for being causal and fulfills AC1, AC2(1) and AC3.

Theorem 6. AC1 is fulfilled for 1, of each execution trace o that is colored
red.

Proof. By definition an execution trace is only colored red if it is a bad trace
and according to Theorem 1 AC1 is fulfilled for all o € X3. m]
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Theorem 7. AC2(1) is fulfilled for 1, of each execution trace o that is colored
red.

Proof. According to Theorem 2 we can show AC2(1) by finding an execution
o' € Y for which ¢’ c ¢ holds. For an execution ¢ to be colored red, all sub
execution traces on the level below have to be colored green. Consequently, for
each execution ¢’ for which ¢’ c ¢ holds also ¢’ € X holds because it is colored
green and hence needs to be a good trace. Therefore, AC2(1) is fulfilled according
to Theorem 2. o

Theorem 8. If breadth-first search is used, AC3 is fulfilled for 1, of each ex-
ecution trace o that is colored red. If depth-first search is used, AC3 is fulfilled
for 1, of each execution trace o that is colored red as soon as the state-space
ezxploration has terminated.

Proof. According to Theorem 5, v fulfills AC3 if there does not exists a trace
0" € X for which ¢ ¢ o holds. This is due to the fact that by definition
an execution trace is only colored red if all its subsets are colored green, which
means there is no bad sub-execution ¢’ of o. If breadth-first search is used the
shortest paths are added first, hence all sub-executions are known at the time
where o is inserted and colored. Consequently, if breadth-first search is used,
AC3 is fulfilled for v, of each execution trace o that is colored red. If depth-first
search is used it is possible that new sub-executions are found as long as the
state-space exploration is not complete. As a result, AC3 is fulfilled for v, of
each execution trace o that is colored red as soon as the state-space exploration
with depth-first search has terminated. ]

Once the state space search is completed we have to perform the tests for AC2(2)
and OCI1 for all red execution traces.

According to Theorem 3, AC2(2) holds for v, if there is no ¢” ¢ Y for
which o¢o” holds. If such a o’ exists, it is a black superset of ¢ because o c o’
holds for each black superset of . ¢’ is only colored black if it is a good trace.
Consequently, we need to check for each black superset ¢” of o whether oco”
holds. If there is no ¢’ for which oco” holds, then 1), fulfills AC2(2). If oco”
holds for a black superset, then we need to modify 1), as specified by Definition
10. Hence, we have shown that AC1, AC2(1), AC2(2) and AC3 are fulfilled for
1, of each red execution o and, consequently, that 1, is causal for the property
violation.

Notice that the AC2(2) test is needed in order to detect whether the non-
occurrence of an event is causal. It is necessary to store all traces that are colored
black only to test AC2(2). We have added a runtime switch in the implementation
of the causality checking method that allows the user to turn the AC2(2) test
off in order to save memory at the expense of not being able to take the possible
causality of the non-occurrence of an event into account. If the AC2(2) test is
fulfilled by 1),, then the OC1 test is performed. Due to the structure of the subset
graph, it is sufficient to check for each red execution trace whether there exists
a red execution trace on the same level for which the unordered ¢ relationship
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holds. For all those execution traces, we check for each pair of events whether
they appear on all execution traces in the same order or not. If a pair of events
does not occur in the same order, then the order of this pair is marked as having
no influence on causality.

Causality Checking with Breadth-First Search (BFS). When using bread-
th-first search, the execution trace leading from the initial state to a property
violating state can be generated by iterating backwards through the predecessor
links until an initial state is reached. Whenever a bad or a good execution is
found, it is added to the subset graph. If BFS encounters a state that is already
in the state-space and hence all successors of this state have already been ex-
plored, the successors are not explored for a second time. Since BF'S explores the
state-space following an exploration order that leads to a monotonically increas-
ing length of the execution traces, this new execution trace reaching the state
either has the same length as the already known execution trace containing the
same state, or the new execution is longer than the already known execution
trace. If the new execution trace has the same length, the events on the trace
have an order that is different from the one in the already known execution trace.
Hence the new execution trace needs to be added to the subset graph since a
later OC1 test needs to be performed on it.

Causality Checking with Depth-First Search (DFS). We adapted the
depth-first search algorithm to add an execution trace to the subset graph data
structure whenever either a bad state is reached or a good execution trace has
been found. If depth-first search is used it is sufficient to print the search stack
in order to retrieve the execution trace. Similarly to BFS, if DFS encounters a
duplicate, which is a state that is already in the state-space, and hence all succes-
sors of the duplicate have already been explored, the successors are not explored
a second time. It is possible that this new trace to the duplicate is shorter or has
a different event order than the already known execution traces that contain the
duplicate. Hence we store this new execution trace on a match list in the subset
graph and generate all execution traces starting from the duplicate state with
the new trace as a prefix.

Complexity. [10] contains a careful analysis of the complexity of computing
causality in the SEM. Most notable is the result that even for an SEM with only
binary variables, in the general case computing causal relationships between vari-
ables is NP-complete. Results in [11] show that causality can be computed in poly-
nomial time if the causal graph over the events forms a directed causal tree. A
directed causal tree consists of directed paths, where the nodes represent events,
and the edges represent the causality relationships and the root node represents
the hazard or effect. Each bad execution trace in the counterexample is a directed
path containing the variables representing the events leading to the hazard or ef-
fect. Consequently, a set of counterexamples resembles a directed causal tree and
our algorithm can compute the causal process in polynomial time. A more com-
prehensive discussion of the complexity of our approach can be found in [9].
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4 Case Studies

In order to evaluate the proposed approach, we have implemented our causality
checking algorithms within the SpinJa toolset [12], a Java re-implementation
of the explicit state model checker Spin [5]. Our SpinCause tool' computes the
causality relationships for a Promela model and a given LTL property. In order to
compute all interleavings and all executions partial-order reduction was disabled
during the state-space exploration. The Promela models used for the case studies
have been created manually, in practical usage scenarios the Promela models can
also be automatically synthesized from higher-level design models, as for instance
by the QuantUM tool [13]. The following experiments were performed on a PC
with an Intel Xeon Processor (3.60 Ghz) and 144 GBs of RAM.

4.1 Railway Crossing

The Promela model of the railway crossing that we constructed as a running
example for the purpose of this paper comprises 133 states and 237 transitions.
A total of 47 bad execution traces are found. The causality checking algorithm
identified two event order logic formulas describing the causal factors for a train
and a car being on the crossing at the same time.

— First, if the gate fails at some point of the execution and a train (Ta) and
a car (Ca) are approaching this results in a hazardous situation if the car
is on the crossing (Cc) and does not leave the crossing (Cl) before the train
(Tc) enters the crossing (Gf A ((Ta A (Caa Cc)) A< =Cl A, Tc)).

— Second, if a train (Ta) and a car (Ca) are approaching but the gate closes
(Gc) when the car (Cc) is already on the railway crossing and is not able to
leave (Cl) before the gate is closing and the train is crossing (Tc), this also
corresponds to a hazardous situation ((TaA (Caa Cc)) A< ~Clas (GeaTc)).

4.2 Airbag Control Unit

The industrial size model of an airbag system that we use in this case study is
taken from [14]. The architecture of this system was provided by our industrial
partner TRW Automotive GmbH. The architecture of this system consists of two
acceleration sensors, one microcontroller to perform the crash evaluation, and
an actuator that controls the deployment of the airbag. Although airbags save
lifes in crash situations, they may cause fatal accidents if they are inadvertently
deployed. This is because the driver may lose control of the car when this deploy-
ment occurs. It is a pivotal safety requirement that an airbag is never deployed if
there is no crash situation. We are interested in computing the causal events for
the hazard corresponding to an inadvertent ignition of the airbag. The Promela
model of the airbag system consists of 155,464 states and 697,081 transitions.
Figure 2 shows the fault tree generated by the SpinCause tool. All execution
traces that are colored red are part of the fault tree representation. The fault

! http://se.uni-konstanz.de/researchi/tools/spincause
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Fig. 2. Fault tree of the airbag system

trees generated by our approach all have a normal form, that is they start with
an intermediale gate representing the top level event, that is connected to an
OR gate. The execution traces that are colored red are represented by Priority-
AND (PAND) gates if the order of some events is causal and by AND gates
if the order is not causal. The events of the execution traces are connected
to the corresponding AND or PAND gates, respectively. Since fault trees are
not sufficiently expressive to completely represent an event oder logic formula,
we display for each PAND gate the event order logic formula constraining the
order of the events connected to the PAND-gate (omitted in Figure 2 for better
readability).

While there are a total of 20,300 bad execution traces, the fault tree com-
prises only 5 paths. Obviously, a manual analysis of this large number of traces
in order to determine causal factors would be impossible. It is easy to see in
the fault tree which basic events cause an inadvertent deployment of the airbag.
For instance, there is only one single fault that can lead to an inadvertent de-
ployment, namely FASICShortage, which is represented by the event order logic
formula FASICShortage. It is also obvious that the combination of the basic
events FETStuckHigh and FASICStuckHigh only leads to an inadvertent de-
ployment of the airbag if the basic event FETStuckHigh occurs prior to the
basic event FASICStuckHigh, which is represented by the event order logic for-
mula FETStuckHigh AFASICStuckHigh. The basic event MicroControllerFailure
can lead to an inadvertent deployment if it is followed by the following sequence
of basic events: enableF'ET, armFASIC, and fireFASIC. This sequence is repre-
sented by the event order logic formula MicroControllerFailure A enableFET A
armFASIC A fireFASIC. If the basic event FETStuckHigh occurs prior to the
MicroControllerFailure the sequence in which armFASIC and fireFASIC occur
after the MicroControllerFailure event suffices to lead to the top level event.
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This sequence is represented by the event order logic formula FETStuckHigh A
MicroControllerFailure A armFASIC A fireFASIC. If the basic event FASICStuck-
High occurs after MicroControllerFailure and enableFET this also leads to a
sequence leading to an inadvertent deployment. It is represented by the event
order logic formula MicroControllerFailure A enableFET A FASICStuckHigh.

The case study shows that the fault tree is a compact and concise visualization
of the counterexample which allows for an easy identification of the basic events
that cause the inadvertent deployment of the airbag. If the order of the events
is important for the events causing the effect, this can be seen in the fault tree
by the PAND gate and the corresponding EOL formula. In the counterexamples
computed by SpinJa one would have to manually compare the order of the events
in all execution traces.

4.3 Discussion

Table 1 shows the memory and run time consumption of the on-the-fly causality
checking approach presented in this paper for both case studies and the memory
and run time consumption of the in off-line approach presented in [4], where all
execution traces are stored on disk during model checking (Run. MC., Mem. MC)
and the causality checking is performed as a post-processing step (Run. Caus.,
Mem. Caus.), for the airbag case study. The following trends can be identified:

Table 1. This table shows the experiment results with the on-the-fly approach for the
railway crossing and airbag case studies. Run. MC and Mem. MC show the runtime
and memory consumption for model checking only. Run. CC1 and Mem. CC1 show the
runtime and memory needed to perform model checking and causality checking with
the AC2(2) test disabled and Run. CC2 and Mem. CC2 with the AC2(2) test enabled.
Additionally, the experiment results for off-line causality checking of the airbag case
study are given.

On-the-fly Approach Off-line Approach
Run time (sec.) Memory (MB) Run time Memory (MB)
MC| CC 1| CC2| MC]| CCl| CC2| MC]| Caus. MC|  Caus.

Airbag
DF'S|(0.98(338.17|597.57|25.08(15,711.20|27,687.50|871.14|945.681,478.34|28,563.47
BFS|[0.96(148.52(195.05]|25.74| 1,597.54| 3,523.04|486.01| 512.3|1,331.29|13,860.10
Railway
DFS|(0.01] 0.29| 0.31]|16.40 20.38 21.68 - - - -
BFS|0.01| 0.12 0.13]16.24 16.70 17.45 - - - -

— If no causality checking is done, DF'S and BFS have approximately the same
runtime and memory consumption. The causality checking adds a run-time
and memory penalty, but the experiments show that causality checking is
applicable to industrial size Promela models. In addition causality checking
provides valuable insight as to why the hazard occurred, which is very tedious
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or even impossible to determine if standard model checking and manual
counterexample analysis is used.

— When performing causality checking, BF'S outperforms DFS in terms of both
runtime and memory consumption. BF'S outperforms DFS because if BFS is
used, we can safely rely on the assumption that when a bad trace is found all
shorter bad traces already have been found. This assumption assures that
the minimality condition holds for each bad trace which was found using
BFS and colored red by the causality checking algorithm. If DFS is used, no
assumptions on the length of the bad trace can be made. The main reason
why the assumption on the bad trace length is important and has such a
high impact on the memory consumption when using DFS compared to BF'S
is that all good traces which are supersets of a red trace have to be taken
into account for the AC2(2) test. When BFS is used only the traces which
are supersets of red traces need to be stored, whereas when DFS is used all
good traces need to be stored. Because the good traces are needed in case
a shorter red trace is found later in the search for which we need the good
super-traces for the AC2(2) test.

— The on-the-fly approach proposed in this paper outperforms the off-line ap-
proach both in terms of runtime and memory consumption. The main rea-
son for this observation is that when using the on-the-fly approach only the
execution traces needed for causality checking, namely the red and black
execution traces, need to be stored, whereas all execution traces have to be
stored for the off-line approach.

5 Related Work

The application of counterfactual reasoning to software debugging has been pro-
posed by Zeller in [15]. However, [15] does not support complex logical rela-
tionships as causes and is mainly applicable to sequential software programs,
whereas our approach is also applicable to concurrent software and hardware
systems. Work documented in [16] uses the Halpern and Pearl approach to
explain counterexamples in CTL model checking by determining causality. How-
ever, this approach considers only single counterexamples. Furthermore, it fo-
cuses on the causality of variable value-changes for the violation of CTL
sub-formulas, whereas our approach identifies the events that lead to the variable
value-changes. Consider the railway crossing example in which the CTL formula
consists of the two boolean variables train_on_crossing and car_on_crossing. Ob-
viously, both variables changing to true is causal for a crash. Consequently the
approach from [16] will indicate the variable value-change of train_on_crossing
and car_on_crossing from false to true as being causal. But this obvious answer
does not give any insight on why the train and the car are on the crossing at the
same time. In [17] a formal framework for reasoning about contract violations is
presented. In order to derive causality the notion of precedence established by
Lamport clocks [18] is used. While this captures a partial order of the observed
contract violations it is not clear to what extent this order information also
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expresses causality. Work described in [19] establishes causality based on coun-
terfactual reasoning by computing distance metrics between execution traces.
The delta between the counterexample and the most similar good execution is
identified as causal for the bad behavior. For all the above mentioned approaches
it is necessary to compute the counterexamples prior to the causality analysis
whereas our approach works on-the-fly. To the best of our knowledge we are
not aware of any other causality checking algorithm that can be integrated with
explicit state-space exploration algorithms and which works on-the-fly. As an al-
ternative to the event order logic that we defined we also investigated the usage
of the interval logics [20] and [21]. We felt that in light of the relatively simple
ordering constraints that we need to describe those logics are overly expressive,
and we hence decided to define our own tailored, relatively simple event order
logic.

6 Conclusions

We have discussed how causality relationships can be established in system ex-
ecutions and have shown how the causality checks can be mapped to finding
sub- and super-sets of execution traces. Furthermore we have proposed an ap-
proach for causality computation that works on-the-fly and can be integrated
into explicit state-space model checking algorithms. We have evaluated our ap-
proach on two case studies, one of which is of industrial size. The experimental
evaluation indicates that breadth-first search outperforms depth-first search in
terms of memory and runtime, and that the on-line approach presented here
outperforms the precurosy off-line approach. Furthermore, we have shown that
causality checking is applicable to industrial size Promela models.

In future work we plan to give a soundness and completeness argument for
causality checking and embed causality checking into a symbolic reasoning en-
vironment in order to avoid the explicit storing of traces. In addition we plan
to combine our work on causality checking for probabilistic models with the
approach presented here.
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