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Abstract. We present a heuristic search based approach to finding un-
bounded executions in software models that can be described using Com-
municating Finite State Machines (CFSMs). This improves the unbound-
edness test devised by Jeron and Jard in case certain knowledge about
potential sources of unboundedness is available. Such knowledge can be
obtained from a boundedness analysis that we designed in precursory
work. We evaluate the effectiveness of several different heuristics and
search strategies. To show the feasibility of our approach, we compare the
performance of the heuristic search algorithms with that of uninformed
search algorithms in detecting unbounded executions for a number of
case studies. We discuss the applicability of our approach to high level
modeling languages for concurrent systems such as Promela.

1 Introduction

Unboundedness of communication buffers has several negative impacts on soft-
ware designs. First, buffer unboundedness may cause buffer overflow, loss of mes-
sages, and other undesired behavior. Second, unbounded buffers render the state
space of a software system infinite, which impedes the applicability of software
analysis and verification techniques based on exhaustive state space exploration,
such as model checking. Jeron and Jard [8] proposed an incomplete unbounded-
ness test based on depth-first search (DFS) on reachability trees of Communicat-
ing Finite State Machines (CFSMs). One disadvantage of their test is that the
search is uninformed, so it may become inefficient to discover unbounded execu-
tions. In precursory work, we devised a boundedness test for CFSMs that returns
counterexamples in case boundedness cannot be proved [11]. A counterexample
in our setting is a set of simple control flow cycles together with their respective
iteration counts. A counterexample indicates which combination of cycles causes
unboundedness. In this paper we suggest several informed algorithms to search
for unbounded executions, that utilize heuristics derived from counterexamples.
These suggested algorithms can also complement our boundedness test to show
that a model is truly unbounded.

Related work. (Un-)boundedness is known to be undecidable for CFSMs [1]. We
are not aware of any work on testing unboundedness except for [8], on which our
approach is based. On the other side, many approaches exist for testing bound-
edness, such as [1,14,9] that check only subclasses of CFSMs, and incomplete
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decision procedures [10,15] that treat the whole class. Scheduling techniques
have been applied to assure that only bounded executions can occur during
run-time, even if the system is unbounded [17,12,2]. Finally, the idea of using
heuristics to search for short paths has been extensively used in many areas such
as robotic planning [18], model checking [4], among others.

Outline. This paper is further organised as follows. In Sec. 2 we formally define
CFSMs and (un-)boundedness. We also explain Jeron and Jard’s unboundedness
test and our boundedness analysis. In Sec. 3 we briefly introduce the heuristic
search alorithms A* and Best-First-Search. In Sec. 4 we present our heuristic
search approach for unbounded executions of CFSMs. We discuss the issues of
testing unboundedness for PROMELA models in Sec. 5. In Sec. 6 we report on
experimental results, and conclude the paper in Sec. 7.

2 Unboundedness

2.1 CFSMs

The formalism of CFSMs is a common model for asynchronous concurrent sys-
tems. Informally, a system of CFSMs is a set of concurrent processes that com-
municate via the exchange of messages. Processes are autonomous, so they can
be executed in any possible interleaving order. The behaviour of a process is
captured by a labeled transition system. Messages are stored in First-In-First-
Out (FIFO) buffers. After sending a message, the sender process can continue
its local execution. A receiver process blocks only if the expected message is not
available. Fig. 1 shows an example of CFSMs.
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Fig.1. A CFSM system.

Definition 1 (Communicating Finite State Machines). A system of Com-
municating Finite State Machines is a triple (P, B, succ), where

— P: a finite set of processes. Each process p; € P is a pair (S, s}), where S°
is a finite set of local states of p;, and sy € S* is the unique initial state.



— B: a finite set of message buffers. Each buffer b € B is associated with a
finite alphabet X (b) that represents the set of exchangeable messages in b.

— suce: a finite set of local transitions (s}, e, sy), where st, sy € S* for some
process p;, and e is either empty, or a message sending event blm, or a
message receiving event b?m.

Definition 2 (Global State). In the above defined system, a global state s
is a tuple (s',.. LslPlgh .,q'B‘), where each s* is a local state of process p;
and ¢* is a queue of messages in buffer b;. We define the initial global state of
the system, denoted by so, to be (sg,. .., SLP‘,E, ..., &) where all processes are in
their local initial states and all buffers are empty.

In the rest of the paper, we will use b(s) to denote the content of a buffer b in a
global state s, and use p;(s) to denote the local state of p; in s. Let ¢ and ¢’ be
two sequences, then ¢.¢' denotes the concatenation of the two sequences.

Definition 3 (Successor). In the above definition, a global state sy is a suc-
cessor of another state sy if and only if there exists a process p; € P such that
the following conditions hold:

— There exists a transition (p;(s1),e,pi(s2)) € succ such that
o If e is empty, then for every buffer b € B it holds that b(s1) = b(s2).
o If e = blm, then b(s2) = b(s1).m and, for any other buffer v', V/(s1) =
b/(Sg).
o If e = b?m, then m.b(s2) = b(s1) and, for any other buffer v/, V/'(s1) =
b/(Sg).
— For any other process p;, we have p;(s1) = p;(s2).

The semantics of CFSMs can be given as reachability trees.

Definition 4 (Reachability Tree). Given a system of CFSMs (P, B, succ),
its reachability tree RT is the smallest tree satisfying the following conditions:

— The root of RT is labeled with the initial global state so of the system.
— Let n be a node in RT labeled with a global state s. For every successor s’ of
s, there is a child n' of n labeled with s'.

Every finite or infinite path in RT is an execution of the system. Note that RT
may have multiple nodes, even potentially infinitely many, labeled with the same
global state s. For each occurrence of s in RT, it is reached from sp on a distinct
path. In particular, RT can be infinite even when there are only finitely many
reachable global states.

2.2 (Un)boundedness

Definition 5 (Bounded and Unbounded Executions). Given a CFSM sys-
tem, an execution r is bounded if there exists a natural number k such that, for
any buffer b, any global state reached along r contains no more than k messages
in b. If no such k exists, then r is unbounded.



The existence of unbounded executions is undecidable for CFSMs [5].

Example 1. Consider the example CFSM system in Fig. 1. An example of a
bounded execution is one in which only the cycles ¢; and c3 are executed forever.
An unbounded execution can be obtained by repeating ¢; and ¢4 exclusively.

2.3 The Jeron-Jard-Test

The Jeron-Jard-test [8] finds unbounded executions by performing a depth-first
search on the reachability tree of a CFSM system. Every time when a new global
state s is encountered during the search, the test checks the satisfaction of a suf-
ficient condition for unboundedness by s and all its ancestors in the reachability
tree. If there is an ancestor a such that s and a satisfy the condition, then an
unbounded execution r = r1.(r2)* is discovered where r; is the path from the
initial state sgp to a and 75 is the path from a to s. We call r1.r2 the generat-
ing path of r. In the following we formally define the sufficient unboundedness
condition.

Let r be an arbitrary finite path in a reachability tree. We define out(r) for a
buffer b inductively as follows: (1) In case the length len(r) = 0, then outy(r) = ¢
is empty; (2) Suppose len(r) = k where k > 0. Let » = 1’.e where the edge e
connects two global states s; and so. If s9 is reached from s; by sending a message
m to b, then outy(r) = outy(r’).m. Otherwise, outy(r) = outyp(r’). Intuitively,
outy(r) is the sequence of messages ever generated along 7.

Given two global states s; and so such that so is reached from s; by a finite
path r, s; and sy satisfies the unboundedness condition if and only if

1. for every process p, p(s1) = p(s2), and
2. for each buffer b, b(s1).outy(r) is a prefix of b(sz).outy(r), and
3. there exists a buffer b’ such that b’(sy).outy (r) is a proper prefix of &’ (s2).outy (7).

As the above condition is only sufficient but not necessary, not all sources of
unboundedness can be discovered by the Jeron-Jard-test.

Example 2. Consider the CFSM system in Fig. 1. The reachability tree of the
system contains the following path r from the initial state: s = (1,1,¢,¢),
S1 = (2,1,77’1,1,6), So = (2,2,7’)@1,5), S3 = (2,3,5,5), S4 = (2,2,5,7’)’12), S5 =
(1,2,¢,¢), s = (1,4,¢,¢), sy = (2,4,my,¢), ss = (2,5,¢,¢), s9 = (2,6,¢,ma),
s10 = (1,6,¢,¢), s11 = (2,6,mq,¢€), s12 = (2,1, mq,mz). The states s1, s12
and the path 7/ in-between satisfy the unboundedness condition: (1) s; and s12
agree on local states; (2) b1(s1) = my, bi(s12) = ma, outy, (r') = my.mq, so
b1(s1).outp, (") is a prefix of by(si2).outs, (r'); (3) ba(s1) = €, ba(s12) = ma,
outp, (1) = ma.ma, S0 ba(s1).outp,(r’) is a proper prefix of ba(s12).0utp, (r').
Then, we can conclude that r.(r')“ is an unbounded execution while r is the
generating path.

The disadvantage of the Jeron-Jard-test is that it performs an uninformed
search on the reachability tree of a model. Since it is not aware of the sources



of unboundedness, the test becomes inefficient when an unbounded execution is
discovered only after a large number of bounded executions are explored first.
For instance, in the above example, the path r executes the cycle c3 in the
process py before executing cy4. If ¢4 is chosen to be executed first, then an
unbounded execution with a shorter generating path can be found earlier. A
shorter generating path is always preferable because it is more comprehensible
for diagnosis. We next present a boundedness analysis and then discuss how it
may help to guide the search for unbounded executions.

2.4 Buffer Boundedness Check

The boundedness check can be applied to Promela [7] and UML-RT models [10,
11], both of which are first abstracted into CFSMs during the check. In this
paper, we present the test on the level of CFSMs.

The intuitive idea of this method is to check whether there is any combination
of local cycles in a model that when executed has the potential to blow up
some message buffer. The boundedness check applies a series of abstractions to
abstract from message orders, from activation conditions of cycles, and from cycle
dependencies. The resulting abstract system is a set of simple cycles with their
message passing behavior over-approximated as integer vectors. Consider the
example in Fig. 1. The abstract cycle system of this model consists of the cycles
c1, ..., cq while their respective message passing effect vectors are e; = (1,—1),
es = (0,0),e3 = (—1,1), and e4 = (—1,2). In these vectors, the first components
correspond to messages m; and the second components to messages mao.

Next, a necessary condition for unboundedness is encoded into an integer
linear programming (ILP) problem based on the set of cycles and their effects,
whose infeasibility implies boundedness. If the resulting ILP problem has solu-
tions, then no verdict about the boundedness can be delivered. In our example,
the ILP problem is z1 - e1 + x2 - €2 + x3 - es + x4 - e4 > 0. Every z; denotes the
number of times that the cycle ¢; is repeated in a particular combination. Intu-
itively, any solution to this ILP problem gives a combination of cycle executions
that consumes no messages and sends at least one message overall. It is easy to
find a solution in which 1 =24 =1 and 29 = 23 = 0.

The boundedness check is inherently incomplete [11, 1]. But in case bounded-
ness cannot be proved, the check constructs a counterexample from any solution
to the ILP problem. Intuitively, a counterexample indicates which cycles should
be repeated infinitely often and how their executions should be combined in order
to make some message buffers unbounded. We formally define counterexamples
as follows.

Definition 6 (Counterexample). A counterexample FE is a function from the
set of simple cycles in a model to natural numbers. In particular, for some cycle
¢ with E(c) > 0, we say that ¢ is in E and E(c) is the repetition counter for c.

A counterexample E can be simply constructed from an ILP solution by
assigning the value of x; in the solution to E(c;), assuming that x; corresponds



to the cycle ¢;. In our example, a counterexample E is E(¢;) = E(cs) = 1 and
E(CQ) = E(Cg) =0.

Definition 7 (Counterexample Conforming Execution). An execution r
conforms to a counterexample E if and only if r = r1.(r2)* and when the fol-
lowing conditions hold:

— r1 1s a finite path.

— 1ro 1S a finite path in which only the cycles in E are executed. In particular,
no transitions outside the cycles in E are taken along rs.

— For each cycle ¢ in E, if ¢ is executed in ra, then all the executions of ¢ are
complete, and the number of times that ¢ is executed is no larger than E(c).

A counterexample is real if there is an unbounded execution that conforms
to the counterexample. Otherwise, due to the over-approximating nature of the
abstractions that the boundedness check uses the counterexample may also be
spurious. In [19] we extended the boundedness check to determine spurious-
ness of counterexamples automatically based on the discovery of static cycle
dependencies. However, the boundedness check is unable to determine whether
a counterexample is real.

2.5 Using Counterexamples as Heuristics

Since a counterexample constructed by the boundedness analysis indicates a po-
tential source of unboundedness, we can use this information to guide the search
in the reachability tree in order to find unbounded executions more efficiently.
The basic idea is to find an unbounded execution that conforms to the given
counterexample. In case such a conforming execution is found, we can conclude
that the counterexample is real, which complements the incompleteness of the
boundedness check.

Consider the model in Fig. 1. Since we obtain a counterexample E where
E(c1) = E(eq) =1 and E(c2) = E(c3) = 0, we look for a conforming execution
r = r1.(r2)¥ in which o executes only the cycles ¢; and ¢; and nothing else.
Therefore, we should move the execution of the two processes p; and ps as
quickly as possible to the cycles ¢; and c4. Once the executions of these cycles
start, we should stick with them until their executions are completed. This is
the intuitive idea behind the design of the heuristic functions with respect to
counterexample, which we will discuss in greater detail in Sec. 4.

3 Heuristic Search Algorithms

We consider to use A* [6] because it may give (sub-)optimal solutions, i.e., shorter
unbounded executions in our case.



The A* algorithm. As an informed search algorithm, A* attempts to find the
path to a target node (or a goal state) that induces the minimal cost, e.g., the
shortest path. This algorithm computes heuristic values for all reached nodes. A
heuristic value f(s) = g(s) + h(s) of a node includes (1) the accumulated cost
g(s) to reach the node so far and (2) an estimate of the remaining cost h(s) to
reach the target node. A* maintains an open list of nodes from which it always
chooses a node with the smallest heuristic value to expand. Initially, the initial
node is inserted to the open list. Each time when a node s is expanded, s is
removed from the open list, and every successor s’ is treated as follows: (1) If
s’ has not yet been visited, then it is added to the open list; (2) If s’ has been
visited and the new heuristic value of s’ is smaller than its old heuristic value,
then s’ appears in the open list with the new heuristic value. This is the concept
of “reopening”; (3) Otherwise, s is simply discarded. A* checks if a target node
is reached each time before a node is expanded. This is necessary to ensure
optimality. The search terminates either if the target node has been found, or if
the open list becomes empty. In the latter case no solution exists.

A* terminates and returns an optimal path if the heuristic function f is
monotone: First, f never overestimates the actual costs to reach the goal state;
Second, for each node s and each successor s of s it holds that h(s) < ¢(s,s’) +
h(s’") where c(s, s") denotes the actual cost to reach s’ from s.

Normally, A* operates on a graph and searches for a target node in the graph.
However, in our context we look for paths representing potentially unbounded
executions. Whether a path is a generating path for an unbounded execution
depends entirely on the path itself rather than on some predefined goal states.
Therefore, we need to apply A* on reachability trees. This allows us to cover all
possible acyclic paths leading to a state. Note that the Jeron-Jard-test indeed
works on reachability trees. While searching using our modified version of A*,
a state s is always inserted to the open list with its current heuristic value
whenever it is encountered, unless s is reached by a path p from sy such that s
occurs in p, in which case a global loop has been encountered. As a consequence
a state s may have multiple occurrences in the open list. We disregard global
loops because (1) a loop does not contribute to unboundedness, and (2) we
avoid unbounded unfolding of a loop. The modified algorithm may not terminate
on infinite reachability trees since there is no predefined goal state. All other
properties of the standard A* are preserved by our modification because the
open list used in the modified version always contains more information, and no
less, than the open list in the standard version.

Best-First Search. By removing the g part of the heuristic function, A* becomes
Best-First Search (BEST), which disregards the cost accumulated so far to reach
a state.

4 Heuristics-Based Unboundedness Test

Let M be a system of CEFSMs, P be the set of all processes in M, and E be a coun-
terexample throughout this section. We first assume that F is real, and consider



the following problem under this assumption: “Find an unbounded execution r
that conforms to £.” This problem is unsolvable. The proof of unsolvability can
be easily obtained by a reduction from the well-known undecidable problem of
the executability of a message reception in CFSMs [1]. We omit the proof due
to limited space.

In Sec. 4.1, we present an incomplete solution to the above problem. In Sec.
4.2 we discuss some alternative heuristic functions and strategies in search for
unbounded executions when we drop the assumption that E is real.

4.1 Finding Conforming Unbounded Executions

We derive heuristics from E to guide the search in the reachability tree of M
for unbounded executions that conform to E. Intuitively, the derived heuristics
should work as follows.

Remember that an execution r conforming to E can be decomposed into two
parts r = r1.(r2)* where the exclusive repetition of the cycles in E starts at the
end of r;. As mentioned previously, we are interested in such a prefix r; with the
shortest length. Furthermore, the exclusive repetition of 7o can possibly begin
only if, for each process p in M that has cycles in F, the local state of p is
already in one of the cycles in M. So, before ry is reached, the heuristics should
guide the search in such a way to move the local state of each process as close
as possible to those cycles in M. After the execution of ro starts, the heuristics
should guide the search to stick to 72 until a conforming execution is found.

The algorithm (see Appendix A) works as follows: Let s be one occurrence
of an arbitrary global state of M in the reachability tree. The heuristic function
f(s) = g(s) + hi(s) + ha(s) consists of three parts. The value of g(s) is the
distance from the initial state sy to s in the reachability tree.

The function hi(s) = > p dist,(s) denotes the sum of the shortest local
distance of each process to the cycles in F, which can be easily computed using
Dijkstra’s algorithm [3]. In particular, for any p € P that has no cycles in E,
we define that dist,(s) = 0. A state s may be the starting state of 7 only if

The value of ha(s) estimates the number of remaining steps to finish ro, i.e.,
the execution of E. Its computation rests on a set of counters {ct;(s)}, each
corresponding to a transition ¢; contained in some cycles in E. Each counter
cti(s) remembers how many times the transition ¢; has yet to be taken from s
until the execution of rq is finished. The value of ha(s) is simply the sum of all
counters at s. We use ct? to denote the initial value of ct;(s). Let ¢; be contained
in the cycles {c1,...,c;} C E. Then, ct? = >7_, E(c). In the following, we
explain how the value of ct;(s) is computed from the counter values in the
predecessor v of s. Suppose that s is reached from v by taking the transition ¢;
in the reachability tree. Moreover, let T' denote the set of transitions contained
in the cycles in E. When s is reached during the search, we calculate counter
values depending on the following cases:



1. The condition h1(v) > 0 implies that the execution of E cannot have been
started. In this case all counters receive their respective initial values. Par-
ticularly, if hi(s) = 0, then s may be the starting state of E’s execution.

2. The condition hi(v) = 0 indicates that E’s execution may have begun. In
this case we need to distinguish the following cases in regard to ¢;:

(a) If t € T and ct;(v) > 0, then it may still be on the way to finish the
execution of E. In this case ct;(s) = ct;(v) — 1, and ct;(s) = ct;(v) for
any other transition t;.

(b) If t € T but ct;(v) = 0, then we have run out of the number of times
to execute ;. In this case we need to adjust counter values to change
the potential starting state of E’s execution. This is easily achieved by
a backward traversal of the reachability tree from s as implemented in
the function adjustCounters (see Alg. 2 in App. A).

(c) If t ¢ T, then the execution of F should not have been started. We set
all counters to their respective initial values.

Alg. 1 is a modified version of A* to search on a reachability tree using the
above described heuristic function. Unlike Jeron and Jard’s test based on DFS,
our algorithm does not need to check the unboundedness condition at every
state with each of its ancestors. Since we are only looking for an unbounded
conforming execution, it suffices to check the unboundedness condition at those
states where the hy value is 0. The ancestor check in Jeron and Jard is also
dispensable. Suppose that hy(s) = 0. Let d = Y, _p ct? — ha(s). The value d
denotes the number of steps that may have been taken in executing E. Our
algorithm only needs to check the unboundedness condition at s with all its
ancestors within the distance d. If there is an ancestor a such that a and s
satisfy the condition, then we have found an unbounded conforming execution
r = r1.(r9)* where 71 is the path from sg to a in the reachability tree, and ry is
the path from a to s.

Ezxample 3. In Sec. 2.4 the boundedness analysis returns a counterexample E for
the model in Fig. 1, where E(c1) = E(cs) = 1 and E(c2) = E(cs) = 0. Figure 2
shows the portion of the reachability tree constructed for the model. Every global
state is represented as a rounded rectangle. States in solid lines are expanded, and
those in dotted lines are only visited but not expanded. Our algorithm starts
with the initial state sg. There are 5 transitions in the cycles in E, and each
transition needs to be executed only once. So, ha(sg) = 5. First, sq is expanded,
and we obtain two successors s; and ss. To reach s, the process ps is executed
to move the local state one step closer to the cycle ¢4. Therefore, s has a smaller
heuristic value than s; and is chosen to be expanded. A similar argument holds
for the fact that s, is expanded instead of s3. The execution of E may start at
s4 because hi(ss) = 0. The two successors of sy have equal heuristic values, so
any of them can be chosen for expansion. We randomly choose sg. The state sg
has two successors. State sig is reached by taking the transition in ¢; to send
a message m,. However, the cycle ¢; had been completely executed once before
reaching sg. Therefore, the function adjustCounters is called at s1g, resulting
in ho(s10) = 1. This leads to a greater heuristic value than that of si1, which



is taken out of the open list first. At this point, the unboundedness condition
is checked for s1; with its ancestors within 5 steps. It is easy to see that si;
and sy satisfy the condition. We find an unbounded execution whose generating
path is only 7 steps long. Note that before s11, the algorithm also checks the
unboundedness condition at the states sq4, ..., sg because their h, values are zero,
but none of these states satisfies the condition with their ancestors.
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Fig. 2. The portion of the reachability tree constructed by Alg. 1 for Ex. 1. Each state
is represented as a rectangle consisting of three regions: (1) the upper-left region is the
name of the state; (2) the vector (s',s?,¢i1,q2) in the upper-right region denotes the
local states s' and s® of p1 and p2, and the contents of the buffers b1 and b2; (3) the
lower region is the heuristic value in form g + h1 + ho.

Soundness, Completeness, and Optimality. The soundness of the Alg. 1 can be
easily seen from the definition of counterexample conformance and the soundness
of the unboundedness condition. The algorithm is incomplete because unbound-
edness is undecidable. However, it is easy to see that the incompleteness solely
comes from the sufficient unboundedness condition. The proof is sketched as
follows. Suppose the execution r = r1.(r2)* is the only unbounded conforming
execution where the execution of E starts at the end of r1. We can safely claim
that r is free of global loops. Then, at some point during the search, the path
r1.r9 will be explored. At the end of ry, we will check the unboundedness condi-
tion for the starting state and the last state of ro. We will miss this unbounded
execution only if the checking of the condition fails. For two reasons our algo-
rithm is not optimal. First, this is due to the unboundedness condition. Second,
the heuristic function is defined to estimate the cost to completely execute F,
which means that every cycle ¢ in E is executed exactly E(c) times. But an un-
bounded conforming execution may be found before E is completely executed.
Consequently, a heuristic value may be over-estimating. We can, however, prove
the following:



Theorem 1. Let r = 11.(r2)* be the unbounded conforming execution found by
Alg. 1. Suppose that there exists another unbounded conforming execution v’ =
r1.(rh)¥ such that (1) r' can be determined by the unboundedness condition; and
(2) the length ' of v} .rh is smaller than the length | of r1.r2. Let |E| denote the
number of steps to complete the execution of E. Then, we have that l <l 4+ |E]|.

Proof. The proof makes use of the fact that heuristic values never decrease
along a path. We leave out the proof of this fact for limited space. Let s be the
last state of r3. Then, we have g(s) =1 and hq(s) = 0. Let s’ be the last state to
be expanded along r}.r5. Based on the above fact, f(s') < 1'+k for some natural
number k < |E|, where I’ +k would be the heuristic value of the last state of r} if
the algorithm reached the end of r}. Because s is taken out of the open list prior
to ', we have (a) f(s) =1+ ha(s) < f(s') < U+ k. Assume by contradiction
that (b) I > I’ + |E|. Combining (a) and (b), we have ha(s) < k — |E| < 0. This
is a contradiction, which implies [ < I’ + |E].

4.2 Alternative Heuristics and Search Algorithms

Until now we have made the assumption that any input counterexample to the
Alg. 1is real. However, it is not always easy to obtain real counterexamples from
a model. In particular, our boundedness analysis may return a spurious coun-
terexample. In such case there cannot be any unbounded execution conforming
to this spurious counterexample.

Suppose that the spuriousness of the counterexample E is unknown, if we
also want to find some unbounded execution in case E is actually spurious,
then we need to modify the Alg. 1 to allow the unboundedness condition to be
checked for every state, before it is expanded, with every ancestor of the state.
The heuristic function still makes it preferable to find an unbounded execution
conforming to E.

In the Alg. 1 we maintain a set of counters to remember how many number
of steps possibly remain to finish the execution of the input counterexample
E. This can be time and resource consuming especially when we do not know
whether F is real or not and when we want to find any unbounded executions.
We propose a different heuristic function in which we discard the ho part and
consequently the counters and the needed calculations. So, given any occurrence
of a global state s in the reachability tree, now the heuristic function becomes
f(s) = g(s) + hi(s) where g and hy are defined as for the Alg. 1.

The presence of the h; part in the above heuristic function implies that
we still prefer to find an unbounded execution in which only the cycles in E are
repeated infinitely often. So, by is supposed to stick to the executions of the cycles
in E. However, because of the lack of the hy part, h fails to force the execution to
stay with the executions of the cycles in F in the following situation: Consider a
global state s that has two successors s; and so, where s; is reached by executing
some transition in a cycle in E, and ss is reached by executing some process that
contains no cycles in E. Apparently, f(s1) = g(s1)+h1(s1) = g(s)+14+h1(s) and
f(s2) = g(s2) + h1(s2) = g(s) + 1 + h1(s). This is because dist,(s) = 0 for any



process p that contains no cycles in E. Since s; and s have the same heuristic
value, it is possible that s, is chosen to be expanded before s1. A straightforward
solution is to add a hg part to the heuristic function where hs(s) is defined as
follows: hs(s) = 1 if s is reached by executing a process containing no cycles in
E, otherwise hs(s) = 0.

Finally, we may further discard g, and the search algorithm becomes a Best-
First-Search based algorithm with the heuristic function f(s) = h1(s) + hs(s).

In Sec. 6 we will evaluate the effectiveness of the above mentioned different
heuristic functions and search algorithms on a number of case studies.

5 Heuristic Unboundedness Test for PROMELA Models

PROMELA is the input modeling language for the explicit state moder checker
SPIN [7]. Tt possesses most salient features for modeling both synchronous and
asynchronous concurrent systems, and is broadly used to model and analyze
real-life software systems [13]. We discuss some important issues when apply-
ing the previously described unboundedness tests to PROMELA models. These
issues are also present when applying the tests to other high-level modeling lan-
guages such as UML-RT. The root cause of these issues is that the sufficient
unboundedness condition by Jeron and Jard is given on the level of CFSMs. It
therefore does not specify the impact that message formats, the use of variables,
and multiple instantiations of process classes as well as other high-level features
of PROMELA have on the test.

Compound Messages, and Variables in Message Exchanging Statements. A mes-
sage may consist of several components. As an example, consider the model
in Fig. 3. Messages exchanged in the buffer b1l carry a message body contain-
ing an integer variable along with the message type req. When the statement
bl?req(x) is executed, it will remove the topmost message in b1, and store the
value of the message body in the variable x. The statement is executable no
matter which value the component has. Although it is easy to extend the un-
boundedness condition to handle compound messages, the presence of variables
in message exchanging statements may affect the precision of the unbounded-
ness tests. To illustrate this point, consider a finite execution of the model in
which the do loop in each process is executed once. Before the loops are ex-
ecuted, the content of the buffer b1l is req(0). After the loops are executed,
the content becomes req(1). The sequence of sent messages outyy is req(1).
Apparently, req(0).req(1) is not a prefix of req(1).req(1). So, the checking of
the unboundedness condition fails. However, it is easy to see that the model is
truly unbounded. The problem is that messages req(0) and req(1) should not
be perceived as being different since they are not distinguished by the model
anyway. One potential solution is to identify equivalence classes for messages
exchanged in the model. An over-approximation of such equivalence relation can
be obtained from message receiving statements. In our example, we can have



{req(x)|x € Z} as an equivalence class. While checking the unboundedness con-
dition, we consider req(0) and req(1) to be equivalent, which results in the
satisfaction of the condition.

// defines the types of messages active proctype client(){

mtype = {req, reply, log} int x = 0;

active proctype server(){ billreq(x);
do // loop do
:: bl?7req(x); b2!reply(x); 1 b2%7reply(x) -> x++; b3!log; bllreq(x);
od; od;

} }

Fig. 3. A client-server PROMELA model.

Condition Statements. The presence of condition statements such as x > 0 may
spoil the soundness of the unboundedness tests. Consider a path r that satisfies
the unboundedness condition. Suppose that r contains x > 0, and the value of x
is always decreased by executing r. Apparently, r cannot be repeated exclusively
forever. One solution is to modify the unboundedness condition such that, for
any two global states to satisfy the condition, they must also agree on the values
of all variables. However, this may be too coarse a solution. In the above example,
if r always increases the value of x, then r can be repeated infinitely often.

Multiple Instantiations. In PROMELA a class of processes may have multiple
instances at run time. Alg. 1 uses a set of counters for the transitions in the
input counterexample to remember the number of times that each transition
needs to be taken to complete the execution of the counterexample. When there
are multiple instances of a same process class, the counter of a transition has
no knowledge which particular instance executes the transition. This does not
render the unboundedness tests unsound or lead to missomg any unbounded
executions, but it results in a more conservative estimate of the cost to reach
the goal. This in turn increases the number of times that the unboundedness
condition is checked during the search.

6 Experimental Evaluation

We have built a prototype implementation of the discussed unboundedness tests,
including the Jeron-Jard-test, for Promela models. Our implementation is based
on the heuristics guided model checker HSF-SPIN [4]. We restricted our ex-
perimentation to the models listed in Table 1. These models do not reveal the
Promela language features that would impede applicability of the unboundedness
tests, c.f. Sec. 5. Since all of these models are of modest size, all search algo-
rithms terminate almost in no time. We therefore compare mainly the memory
consumption and the number of visited/expanded states.

The A7, algorithm outperforms DFS for all models, except for GooDB
and GARP, by expanding fewer states and finding unbounded executions with



Model Alg. #expanded|#stored|len. of gen. path mem

Fig. 1 DFS 9 9 911885 KB

BSF 31 43 711885 KB

Aoy 7 11 7|2021 KB

o 7 11 7|2021 KB

Sy 30 46 7|2021 KB

BEST 7 11 711885 KB

Jeron/Jard DFS 27 27 8[1885 KB

(Fig. 1 in [8]) BSF 64 117 8|1885 KB

(with a real AL oy 8 15 8(2053 KB

counterexample) Anny 8 15 8(2053 KB

Sy iy 64 117 8[2049 KB

BEST 16 26 12(1885 KB

Jeron/Jard DFS 27 27 8[1885 KB

(with a spurious BSF 64 117 81885 KB
counterexample) Azonf 499910(1124385| Out Of Memory| 512 MB |

Al 318| 489 8|2049 KB

iy 162 293 8[2017 KB

BEST 743 834 13(2149 KB

GooDB DFS 35 35 371885 KB

(A model for an BSF 250 305 362009 KB

Internet-based Azonf 37 55 40(2017 KB

personal train AZny 33 48 362017 KB

travel information Zny7h2 250 305 36|2017 KB

management application)| BEST 34 49 4212017 KB

DTP DFS 23 23 10({1885 KB

(available in BSF 14 15 10{1885 KB

SPIN distribution) Alons 10 11 10(2021 KB

Al 10 11 10(2021 KB

Sy 10 11 10(2021 KB

BEST 10 11 10{1885 KB

GARP [16] DFS 4 4 13{1885 KB

BSF 14 72 13({1885 KB

Aoy 4 14 13|2041 KB

o 4 14 13(2041 KB

Sy iy 9 43 13(2041 KB

BEST 9 43 13{2041 KB

Table 1. The statistic data comparing six search algorithms: DFS (i.e., Jeron-Jard-test), Breadth-
First-Search (BFS), Alg. 1 (A7,,), A" to find any unbounded path with ha (4}, ,) and without

any
ha (AZny—hQ)v and Best-First Search (BEST).

*

shorter generating paths. For GooDB, even though A*_. s returns an unbounded
execution with a longer generating path, the found execution offers useful di-
agnostic information since it conforms to the input counterexample. How DFS
performs depends on the ways in which DFS is implemented and and how the
models are structured syntactically. For instance, when we switch the orders in
which the definitions of the two processes appear in the textual representation of
the model for Figure 1, DFS needs to expand more states and finds an execution
with a 12 steps long generating path. A7, , always visits and expands fewer
states than BFS for all models for which it finds an unbounded execution.

We intentionally provide a spurious counterexample as input to the checking
of the Jeron/Jard model. As expected, A7, , is not able to find a conforming
execution. Other heuristic algorithms searching for any unbounded execution are
much more inefficient than DFS and BFS since they are misled by a spurious
counterexample. BEST performs the worst in this case since the negative effect
entailed by the spurious counterexamples is not compensated by the accumulated
cost that has been spent due to the lack of the g part in the heuristic function.



Last, in case a real counterexample is given, A7, . and A7, perform com-
parably since A7, only checks the unboundedness condition more often. In par-
ticular, for GooDB, A7, is able to find an unbounded execution with a shorter

generating path by expanding much fewer states than BF'S.

7 Conclusions

We have presented a heuristic approach to the unboundedness test for CFSM
systems based on the sufficient unboundedness condition suggested by Jeron and
Jard [8].

In future work we plan to improve the applicability of the test by addressing
the issues that currently impede its applicability to more general models. It may
also be interesting to apply bounded scheduling techniques to CFSMs and other
more general modeling formalisms, and to compare the results with the ones we
have obtained. Finally, it seems worthwhile to investigate the application of the
goal-path-searching variants of heuristic algorithms in testing, where the search
for execution paths also is an important issue.
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A Pseudocode for A7 . and adjustCounters

Algorithm 1: A7 . search algorithm.

con,

Data: M as a system of CFSMs, E as a counterexample
Result: An unbounded execution of M that conforms to E

4 s'" = predecessor(s’);
5 if tx, ¢ T or cty(s) =0 then
6 | break;
7 else
8 | ctr(s) = ctr(s) —1
9 end
10 s’ =s";

11 end

1 insert (so, f(s0)) to open ; /* g(so) =0, ha(so) = thET ct? */
2 while open # () do
3 open = open\{ (v, f(v))} ; /* v has the smallest heuristic value */
4 if hy = 0 then
5 d:thET ct?—hg(v);
6 a = v;
7 while d > 0 do
8 d=d-—1;
9 a = predecessor(a);
10 if unboundednessCondition(a,v) then
11 | return the found unbounded execution;
12 end
13 end
14 end
15 for each successor s of v do
/* Suppose that s is reached from v by taking the transition t; */
16 if there is no global loop through s then
17 if hi(v) > 0 then
| /* A1l counters are unchanged */
18 else
19 if t; € T and ct;(v) > 0 then
20 cti(s) = cti(v) — 1;
21 ctj(s) = ctj(v) ; /* For each t; € T where j # i */
22 else if t; € T and ct;(v) = 0 then
23 | adjustCounters(s);
24 else if ¢t; ¢ T then
25 | cti(s) = ct? ; /* For each t; € T */
26 end
27 end
28 g9(s) = g(v) +1;
29 hi(s) =32 ,cp distp(s) ; /* P is the set of processes in M */
30 h2(3) = theT Ctj(3)§
31 insert (s, f(s)) to open;
32 end
33 end
34 end
Algorithm 2: The function adjustCounters.
1 ct;(s) = ct(; : /* for each t; € T */
2 s’ =s;
3 while s’ has a predecessor do
/* Suppose that s’ is reached from s” by taking the transition #j */
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