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The sheer number of devices in the Internet of Things (IoT) makes efficient
device integration into a user’s home or corporate network a nightmare. More and
more owners lose control over their devices, often due to badly chosen security
defaults, software bugs, or broken protocols. The lack of user interface and the
long period of device usage increase the plight. We identify several root causes,
resulting in HomeCA, a comprehensive set of secure, vendor-neutral practices
based on existing protocols and open standards. These practices avoid most of
the common pitfalls, allow long-term permission management and secure usage,
and include support for automatic device integration. We also present a protocol
for ensuring secure key updates when acquiring device ownership.
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1 Introduction

The sheer number of devices in the Internet of Things (IoT) makes efficient device
integration into a user’s home or corporate network a nightmare. Not only is the
number of incidents of lost control over IoT devices on the rise[1], which are then
used to mount Distributed Denial of Service (DDoS) attacks; there is often also
very little the users can currently do to prevent this[2]. To add insult to injury,
the humongous problems caused by insecure and sometimes insecurable devices
are complemented by poor pairing protocols, which are insecure by design or
implementation: Many ZigBee applications profiles for smart homes allow by
definition any malicious device to join the network and thus become trusted|[3].
Wi-Fi is not much better, recommending insecure defaults[4] and opening barn
doors with Wi-Fi Protected Setup (WPS)[5] allowing offline attacks[6].

The abuse of IoT devices is made possible through careless integration of
the devices into the home or enterprise network. Web-enabled devices become
accessible from anywhere in the world, rarely with secure passwords and fixed
security problems. However, most manufacturers and users pay little attention
to these facts or are not knowledgeable in the field. Some might not care about
the security or privacy of the device and its data, forgetting the impact this
device may have on its surroundings near and far.

The manufacturers have been asked to provide more security from the start[7][2].
We believe the core problems are as follows:

— Vendors deliver their devices with simple (savings in support calls) instead
of secure setup.

— Vendors do rarely provide security updates, provide no easy way of installing
them, remove functionality unnecessarily together with updates|8], or go out
of business.

— Users do often leave passwords at the manufacturer’s settings, if they can
change them at all.

— Devices are often unnecessarily accessible from the Internet.

With HomeCA, we try to determine new ways of pairing home devices, try
to get rid of passwords, and take advantage of new developments such as built-in
security keys in microcontrollers[9]. At the same time, we are trying to remain
vendor neutral and avoid unnecessary trust in the device keys, as manufacturing
errors, database leaks, and low entropies have been known to cause problems in
other publicized cases.

The HomeCA lifecycle consists of the following three workflows:

Manufacturing. Initial key pair creation, public key delivery (optional).

Ownership change. Release (active or passive), HomeCA discovery, key veri-
fication (optional), key update, certificate creation, rights management (op-
tional).

Connection establishment. Service discovery, (D)TLS connection setup.

Refresh (optional). Liveness verification, certificate lifetime extension, rights
management update (optional).

With these three processes, explained in Section 4, secure pairing and op-
tional gatewaying can be provided, resulting in (1) removing insecure passwords
and (2) reducing the dependency on updates, all in a vendor-independent layer
with little overhead. HomeCA creates a protocol layer that (3) provides security,
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Fig. 1. HomeCA coverage on IoT devices life cycle

(4) does not require complex and potentially insecure user interaction, and (5)
can help reduce the trust required in the manufacturer.

Figure 1 illustrates the lifecycle of IoT devices from manufacturing, resale,
use in a home network to the possibility of a reuse at another home, e.g. a friends
home. A fictional set of IoT devices {d1,da,d3,dy,...,d,} is created at a factory
and being sold at a retail store. Once they are bought, they are integrated and
operated in a first home network. Eventually, they are moved to a second home,
showing disassociation and reassociation of the IoT device. We show the entire
life cycle of an IoT device to cover the possible handling scenarios in application
scenarios following.

HomeCA is a security protocol layer that covers the IoT devices within a
trustworthy home network. It uses a machine-to-machine (M2M) authentica-
tion protocol for the automatic integration of new IoT devices. It is designed to
protect the devices from unauthorized manipulation and access using a Certifica-
tion Authority (CA) within the home network. Threats that are denied through
HomeCA and the used methods are:

— lacking or corrupted (security) updates (verification),

corruption of the manufacturer itself (verification),

— attacks from the Internet aimed at eavesdropping communication (encryp-
tion), and

— attacks from the Internet aimed at taking control of the IoT device (certifi-
cates).

2 Related Work

Existing research on the new challenges of IoT devices is available in [10], in
the area of security of PKI encryption keys in [11], [12], and [4] on the key




HomeCA Model 3

management. A broad analysis of Authentication and Access Control for the
IoT can be found in [13].

Research on secure and resource saving integration of WSN (wireless sensor
Nodes) into the ToT as in [14] do not cover the use in WLAN networks. while
Wi-Fi Protected Setup [5] and similar technologies do not provide the possibility
to integrate a large number of devices.

Little is known about the actual steps behind the Atmel/AWS cooperation[9)].
However, we assume steps similar to our Manufacturing workflow (overview in
Section 1, details in Sections 4.1 to 4.5).

3 HomeCA Model

For the design of HomeCA, the major aspects security and the use cases are
considered. We introduce our security considerations in Section 3.1 and present
the HomeCA system and its use cases in Section 3.2.

3.1 Security Model

IoT devices are target of attacks that try to access the (maybe sensitive) sensor
data or try to gain control over the device. Devices taken over are used for illegal
actions like DDOS attacks. This type of attempts, usually originated from the
Internet, trying to access IoT devices within the private network, are detected
from HomeCA through their source. HomeCA can then dismiss those access
attempts to its IoT devices. There is no unauthorized access to the IoT devices
since traffic must pass the check of HomeCA and thus cannot reach the IoT
device.

For privacy reasons it shall not be disclosed to the manufacturer, how many
devices are within the personal/private network managed by homeCA. This is
achieved by the signatures between the manufacturer, devices and homeCA.

Attackers try to find and access IoT devices connected to the Internet. For
example they use scripts or tools to search with, i.e. the TELNET protocol.
Other information about the devices may simply be stolen from a manufacturer
or service website that the IoT device is eventually connected to. For this point
it is sufficient to know the IP address the device within the home network is
listening to.

Next, the attacker tries to log in with default credentials to collect all the
devices that have not changed the factory-default username and password com-
bination. Once successful, the attacker can do whatever he/she wants on the
configuration of the IoT device. HomeCA protocol protects the access to the
IoT devices and therefore prevents this type of direct access to the IoT devices,
except they are legit.

Changes to the IoT device configuration requested by the owner are redi-
rected to the HomeCA web-interface. As a consequence, multiple access attempts
for ToT devices within the private network can be detected by the unusual high
number within a definite time window. Allowed access attempts are addition-
ally protected against maliciously configured bots by the use of i.e. CAPTCHA
[15] or similar technologies capable of preventing bots from performing specific
operations automatically.
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Fig. 2. HomeCA System Overview

3.2 System Overview

Figure 2 shows the protocol set-up for the secure communication of three devices
with their three manufacturers and within a private/personal network. First,
keys for encrypted communication are exchanged between the Manufacturers
(M) M; 23 and Devices (d) dq,2,3. This allows HomeCA to verify an update is-
sued by M; 2 3 before it is applied by d; 2 3. Second, secure keys for bi-directional
communication are exchanged between HomeCA and d; 2 3. This happens within
the private/home network and provides a trusted communication channel be-
tween the IoT device and HomeCA for access and control of the IoT devices
dy,2,3. For the execution there is no user-interaction required.

In order to make the interface scalable for many devices we chose an interface
that does not require human interaction and works completely automatic based
on a trust relationship between manufacturer, device and home network. The
protocol execution steps are shown in Figure 3 between the parties Manufacturer
M, device d and our network certification authority HomeCA.

To motivate the HomeCA design decisions, we discuss different use cases that
require the secure infrastructure to update its trust relationship due to:

— Device d is brought into a private wireless network for the first time. HomeCA
recognizes the new device and has to authenticate against d to prove it is
authorized to manage d. To do this, there are two ways:

1.) Either directly at the manufacturer M when the device is purchased,
the device ID is transmitted from M to HomeCA: {deviceID(d)}. After a
handshake, HomeCA can authenticate and establish a secure communication
with d.

2.) The other way is used e.g. when d is bought at a retail store. d and
HomeCA meet in a secure private network and no interference is being de-
tected by d. HomeCA is actively asking for a new to be integrated device,
when it knows i.e. from the application registry for sensor data from the sen-
sor of the IoT device d. Diffie-Hellman key exchange between d and HomeCA
is used to obtain k to create new public and private keys.

— Device d is sold /given away /defect: If HomeCA did not see its IoT Devices
within a defined period of time ¢, the certificates for that specific device are
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Fig. 3. HomeCA protocol integrating a new device

removed from HomeCA and must re-authenticate if it appears in the private
network again at a later point in time. The initial time window is set to
t = 10 days but shall be adopted based upon the dynamic of the actual user
behavior of the private network, i.e. the rate at which devices are introduced
and removed.

— Device software d has a security weakness or needs to be updated/patched:
Only HomeCA can approve and sign a trustworthy update. Attackers with-
out this certificate cannot create a valid update for the device. HomeCA
monitors and keeps track of all updates the IoT devices receive from the
manufacturer.

— If the device d is compromised and behaves strangely, the HomeCA can
remove the certificate for the device d.

— If the manufacturer M is compromised and no longer trustworthy, the HomeCA
can automatically inform the IoT devices assigned with HomeCA about this
situation.

4 HomeCA Workflows

The goal of the HomeCA workflows is to create a trusted association between
the device and the network and thus the other connected devices. Thereby,
reasonable but minimal trust should be expended on the manufacturer of the
device and the HomeCA itself. To achieve this, as little sensitive information
as necessary should be processed by other devices. Key pairs should be solely
managed by the device owning them, meaning private key material should not
be shared or transmitted unless absolutely necessary.

4.1 Manufacturing: Initial Key Pair Creation
Key creation at manufacturing time comes with the following three options:

Local generation. This is the ideal, but requires a good internal source of
reliable and confidential random bits[16], together with ample processing
power. If the random number generator (RNG) does not meet these criteria,
the key will be weak and can be guessed with little effort[6].
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Table 1. IoT Device Protection Mechanisms and Access Rights

Service ‘ Allowed Function Required Protection Use Gateway?
Heating Report temperature TLS 1.2, AES-GCM —
Garage Door Open/Close SSLv3 —
Home Entertainment| Volume control none v
Coffee Maker Preheat machine SSLv2 v
Health Query vitals TLS 1.2 —

Key feeding. The device does not possess a good enough RNG. Therefore, a
key pair is created by an external device and fed to the IoT, e.g. during
burn-in test. As a result, the external device owned by the manufacturer
knows the private key. This key can then be obtained by third parties[17]
and therefore should not be considered secret.

Randomness feeding. An alternative way to cope with a bad on-chip RNG is
to use an external random source, e.g. provided again during burn-in test.
The device then calculates its own key pair based on that data and keeps the
private key secret. However, anyone knowing the key generation algorithm
(often public) and the random bits fed, can recreate the private key and
verify it with the public key, duplicating the problems of key feeding above.

Even if the key is generated on the device itself, the manufacturer may be able
to extract the key using low-level device debug mechanisms such as JTAG[18].2
Exemplary IoT devices and their protection mechanism are shown in Table 1.

4.2 Manufacturing/Resale: Public Key Delivery

After the key pair creation, optionally, the public key may be extracted from the
device and associated with the device serial number. If this public key remains
associated with the particular device during the entire sales chain, it can be used
to simplify the following ownership change process (cf. Section 4.5).

4.3 Ownership Change: Release

A device first must be released by its previous owner, before it starts looking for
a new home. This is best done using an explicit command to the device by the
previous owner (which, on the first sale, is the manufacturer), called an active
release. Fallback methods (passive release) should include a timeout (not having
seen the HomeCA for a predefined period, e.g. a week) or could include some
form of physical interaction, including a dedicated button. To some extents, this
can be considered a variation of the Resurrecting Duckling[19].

4.4 Ownership Change: HomeCA Discovery

A released IoT device, whether actively or passively, will search for a new home
network. After connecting to a network, the device will first use Multicast DNS

! Mixing in data from a weak local RNG is possible, but will not significantly increase
the attack effort.

2 A particularly malicious manufacturer might even include a fuse bit, which after
activation would hide itself and the private key access possibility.
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Service Discovery (mDNS-SD aka Zeroconf aka Bonjour)[20] to discover the
HomeCA. But how will connect to the network in the first place?

1. Probe an open network. This is easiest to implement, but will

2. Connect to a (closed) WPA Enterprise network. The authentication phase is
extended such that contacting the HomeCA in a limited fashion is already
possible then. Later connections to a WPA Enterprise network will present
the HomeCA certificate to safely connect in EAP-TLS mode.

Aslong as our device has not been accepted and granted full access by a HomeCA
(cf. Section 4.6), it will keep probing.

4.5 Ownership Change: Key Verification

When the device public key has been delivered as part of the order, it may be
pre-configured in the HomeCA, allowing later automatic joining as soon as the
device comes within network range. This is of course the most comfortable and
thus recommended operation.

Without public key delivery, the device will try to join the network and con-
tact the HomeCA. The device will sit in this unverified state until the user has
manually confirmed the device addition. In the simplest case, this is performed
similar to the WPS Push-Button authentication[5]. However, we envision a con-
trol application on the owner’s smartphone, which displays device information
(name, type, join time, ...) to verify it is actually the correct device. This ap-
plication may then also be used for rights management (cf. Section 4.7).

4.6 Ownership Change: Key Update

The key currently associated with the device might be known to the manu-
facturer (cf. Section 4.1) and/or previous owner. Anyone knowing the key can
directly impersonate the device or perform an undetectable man-in-the-middle
(MITM) attack. Thus, reusing the same key is to be avoided. Therefore, on as-
sociation, a new key is generated. Our preferred mechanism for key update is
described in Section 5, providing several desirable cryptographic properties.

To avoid accidental association with a foreign HomeCA, an initial integration
of a device must be accepted within a Ul presented to the user, i.e. on a smart-
phone app. Also, an IoT device will only accept a new HomeCA as its owner, if
it has been previously released (cf. Section 4.3). If the user actively searches for
devices, known and unknown ones are shown. If not, unknown ones are hidden.

On a key update, any sensitive data on the device is also wiped, making
them unavailable to the previous owner. This may include access rights to other
devices, measurement data, or information received from other devices while
with the previous owner[21].

4.7 Ownership Change/Refresh: Rights Management

Optionally, the owner, possibly through the HomeCA app, can assign rights this
device should have toward other devices. This is represented as an access control
list (ACL), possibly in matrix form, listing allowed operations per target device
or device group. An example is shown in Table 1.
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4.8 Ownership Change/Refresh: Certificate Creation

The HomeCA signs the public key together with device information, validity
period, and the optional ACL. This certificate is passed to the device.

4.9 Refresh: Liveness Verification

Liveness verification is initiated by the IoT device and used to state their avail-
ability to HomeCA, to regularly update the certificate with the connection in-
formation and optional ACL.

It also allows IoT devices to activate the certificate-based relationship with
HomeCA after a long period without interaction, e.g. during holidays that ex-
ceeds the time window ¢.

4.10 Connection Establishment: Service Discovery

Configurationless service discovery for HomeCA is done using DNS Service Dis-
covery (DNS-SD) [22] over multicast DNS (mDNS) [20]; widely known as Zero-
conf or Bonjour. Because this solution does not protect the users’ privacy (see
e.g. [23]), we include a privacy extension as presented in [24].

4.11 Connection Establishment: (D)TLS connection establishment

An initiator device A presents its certificate using TLS or Datagram Transport
Layer Security (DTLS) [25] to a target device B (with optional ACL), claiming
authorization to access the device and perform particular operations.

As aresult, each connections is secured by (at least three) layers of additional
protection:

1. Device A can only be access other HomeCA controlled devices B when pre-
senting a valid certificate.

2. With ACLs in place, the actual operations that A can perform on B are
positively enumerated.

3. Device B will only accept a subset of protocols the HomeCA considers secure.

4. The gateway (which could be the HomeCA itself or a dedicated device, cf.
Table 1) can translate between incompatible security protocols and provide
additional content filters for insecure devices.

If gatewaying/proxying is not provided for by the particular application layer
protocol for the device, it can be emulated by TLS Server Name Indication (SNT)
as used in Domain Fronting.[26]

5 Secure Key Update

5.1 Trust

As we have seen, ownership change for IoT devices (Section 1) is common, en-
tropy may be hard to come by (Section 4.1), and — as they can work with
sensitive data but are hard to control (Section 3.1) — should receive minimal
trust.
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Table 2. IoT device ownership change: Key knowledge

Entity ‘ Manufacturer key Old device key Key delta New device key
Manufacturer v — — —
Previous owner — ? — —
IoT device v v v v
New owner — — v v

While open adversities by the manufacturer may be rare, negligence or pro-
cess errors are not uncommon: In the early days of networking equipment, it
started with batches of network adapters with matching hardware addresses.
Today, it is identical or low-entropy encryption keys or the stealing of these keys
in the facility[17]. So, these initial keys should be minimally trusted, but any
entropy in them should be kept.

In the spirit of minimizing any data, as it can be stolen or abused, the
HomeCA in turn should not know or be able to calculate the device’s private
key.

Even though the new private key should only be known to the device, but
the HomeCA can be sure it includes any additional entropy from the HomeCA
as part of the key update process.

The process below supports all these properties, due to the knowledge split-
ting shown in Table 2.

5.2 Key Update Protocol

Device d is created by manufacturer M. d is flashed with its software during
the manufacturing process. At this time, M provides the following keys that are
stored on d: A public key {M,,s} for the communication with M, and a unique
public key infrastructure (PKI) key pair {dpus, dpriv}. M stores {dpus} only but
must be expected to know the private key, too. HomeCA can verify for d, that
update U is actually from M since the update is signed with the certificate of
M. Access to d is only granted via HomeCA because device d only accepts access
incoming messages encrypted with {dps} which is known to HomeCA only. The
protocol steps for the integration of d into the home network with HomeCA
protocol is following;:

Definition 1. Device d with a possibly non-unique ECC (Elliptic Curve Cryp-
tography) Key / key, that might also be known to a third party, i.e. Manufacturer
M.

Definition 2. Manufacturer M that could know the ECC key of d.

Definition 3. HomeCA which is a home certification authority, e.g. running
within a owners Smart Home system and is a trustworthy entity that shall not
know the key.

Theorem 1. A new key pair k for device d, that includes the entropy from the
previous key and additional entropy from an information exchange between the
HomeCA and the device.

Proof. — HomeCA continuously broadcasts its presence within the private net-
work and requests new devices for authentication.
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— d authenticates against HomeCA with its key puby .

— Auxiliary condition: Geographically restricted and within a small time win-
dow to reduce the attack vector.

— d and HomeCA create a common Diffie-Hellman Key DHk. The result is

not predictable by both.

Entropy check: Verification of the quality of the random number k.

— d creates a new key pubgo and privgs, that are obtained by multiplication of
pubg and privg with k.

— HomeCA signs the new key pubgo, that HomeCA can obtain from k x puby
and provides the certificate to d.

Result:

— privg is known to d and potentially also to M.

— k is known to d and HomeCA.

— privgs = k * privg is only known to d

— At the same time, HomeCA knows, that d has integrated material.

6 Conclusions and Future Work

This paper motivates the challenges of the integration of IoT devices into a
private network. We present our mostly automated security protocol HomeCA.
It focuses mainly on two functions: First, secure integration, which relies on PKI
cryptography that prevents attacks from the Internet. Second, scalability to a
large number of IoT devices, by the automated integration process without user
interaction based on defined protocol steps within the private network.

The steps described ensure that on first purchase and later ownership changes,
the keys are updated securely, even when the device lacks a reliable entropy
source.

The processes are designed to ensure long-term compatibility and security,
even when the devices will not be provided with security updates.

We plan to implement the HomeCA protocol in a real world environment
to analyze its viability without requiring changes on existing IoT devices. This
prototype will also allow deployment to verify several parameters, including the
validity periods and timeouts.
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