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Adbstract. Hashing has yet te be widely accepted as a cempenent ef
hard real-time systems and hardware implementatiens, due te still ex-
isting prejudices cencerning the unpredictability ef space and time re-
quirements resulting frem cellisiens. While in theery perfect hashing can
previde eptimal mapping, in practice, finding a perfect hash functien is
tee expensive, especially in the centext ef high-speed applicatiens.

The intreductien ef hashing with multiple cheices, &-left hashing and
Bleem filter-based hash table summaries, has caused a shift tewards
guaranteed single-BRAM access. Hewever, these guarantees ceme at a
high price. High ameunts ef rare and expensive high-speed SRAM needs
te be traded off for predictability. Merecever, it is infeasible fer many
applicatiens te previde eneugh en-chip memery.

In this paper we shew that previeus suggestiens suffer frem the false pre-
cenditien ef full generality. Te previde a werkable selutien, eur appreach
expleits feur individual degrees of freedem available in many practical
applicatiens, especially hardware and high-speed leekups. This reduces
the requirement eof en-chip memery up te an erder of magnitude at the
cest of enly minute ameunts ef additienal hardware. Our design makes
fast hash table implementatiens cheaper, mere predictable and abeve all,
mere practical.
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Introduction 1.

1 Intreductien

Efficient hashing in netwerk applicatiens is still a challenging task, because
tremendeusly increasing line speeds, demand fer lew pewer censumptien and
the need fer predictability pese high censtraints en data structures and alge-
rithms. At the same time, memery access speeds have almest stayed censtant,
especially because of the latency and waiting time between accessing the same
bank repeatedly. Hashing has yet te be widely accepted as an ingredient in hard
real-time systems and hardware implementatiens, as prejudices cencerning the
unpredictability ef size and time requirements due te cellisiens still persist.

Medern appreaches make use of multiple cheices in hashing [1, 2] te allew
cempact hash tables with a small number of memery accesses. In additien, table
summaries [3, 4], based en (ceunting) Bleem filters [5, 6] and derivates, further
limit table accesses te ene with high prebability (w.h.p.) at the cest eof fast
but expensive en-chip memery (SRAM). The summaries allew set membership
queries with a lew false pesitive rate and alse reveal the cerrect lecatien of an
item if present.

Altheugh these imprevements address space and time requirements, they
ceme at a high price. SRAM is extremely expensive and, while external DRAM
can be shared, it must be replicated fer every netwerk precesser. In additien,
numereus netwerking applicatiens cempete for their slice of this precieus mem-
ory. Fer many - like secket leekups, Layer-2 switching, packet classificatien and
packet ferwarding - tables and their summaries tend te grew extremely larse,
up te the peint where previding eneugh SRAM is net applicable.

We prepese mechanisms te censtruct an impreved data structure which we
name Efficient Hash Table (EHT ), where efficient relates te en-chip memery us-
age but alse te leekup perfermance. The design agsressively reduces the ameunt
of bits per item needed for the en-chip summary, while still retaining a cest ef
ene DRAM access per leekup with high prebability.

Previeus appreaches are misguided by the need fer full generality. Careful
ehservatien ef netwerk applicatiens reveals certain degrees of freedem which can
be expleited te achieve significant imprevements. These ebservatiens lead te the
fellewing feur key ideas:

— The summary’s false pesitive rate can be ignered, it is irrelevant in respect
te leekup perfermance.

— The update and leekup engines can be separated. The en-chip summary
need net te be exact.

— The summary can be de/cempressed in real time.

— The lead of a bucket can petentially be larger than ene witheut increasing
memery accesses.

In cenjunctien, these cencepts reduce SRAM memery size up te an erder
of magnitude, but they can alse be applied individually fer significant impreve-
ments.
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2 Related Werk

A hash functien k maps items ef a set S te an array ef buckets 8. Their natural
applicatien are hash tables, or dictienaries, that map keys te values. In theery, a
perfect hash function that is injective en S [7], ceuld map n items te n buckets.
While perfect hashing fer static sets is relatively easy [8], finding a suitable
hash functien that requires censtant space and time te perferm the mapping
of a dynamic set is infeasible in practice. As a result, hashing has te deal with
cellisiens, where multiple items are hashed inte the same bucket. Nalve selutiens
ancher a linked list or an array ef items te the everflewn bucket er prebe multiple
buckets accerding te a predefined scheme. The need for cellisien reselution led
te the persisting myth that hashing has unpredictable space/time requirements.

In 1994, Dietzfelbinger et al. [9] extended the scheme of Fredman et al. [8] te
stere dynamic sets. Their dynamic perfect hashing reselves cellisiens by randem
selection ef universal hash functiens [18] fer a secend-level hash table.

Azar et al. [11] ebserved, that allewing mere pessible destinatiens fer items
and cheesing that destinatien with lewest lead, beth, the average as well as the
upper beund lead, can be reduced expenentially. This effect became pepular as
the “pewer of twe cheices”; a term ceined by Mitzenmacher in [12]. Vecking (2]
achieved further imprevements by intreducing the “always-ge-left” algerithm,
where the items are distributed asymmetrically ameng the buckets. Breder and
Mitzenmacher [1] sugeest using multiple hash functiens te impreve the perfer-
mance of hash tables. The n buckets of the table are split inte o equal parts
imagined te run frem left te right. An item is hashed & times te find the d pes-
sible lecatiens. It is then placed in the least leaded bucket. Ties are breken by
going left (d-left hashing). A leekup requires examining the o lecatiens. Since
the d cheices are independent, leekups can be perfermed in parallel er pipelined.
A survey of multiple-cheice hashing schemes and their applicatiens can be feund
in [13].

Bloom Filters [5] represent set memberships of a set S frem a universe U.
They allew false pesitives, that is, they can falsely repert the membership ef an
item net in the set, but never return false negatives. Basically, a Bleem filter
is a bit array ef arbitrary length m where each bit is initially cleared. Fer each
item z inserted inte the set, & hash values {hy,...,hi_1} are preduced while
Vh € N : 8 < h < m. The bits at the &k cerrespending pesitiens are then set.
A query fer an item y just checks the & bits cerrespending te . If all of them
are set, y is reperted te be a member of S. A false pesitive eccurs, if all bits
cerrespending te an item net in the set are 1. The prebability that this happens
depends en the number of items n inserted, the array length n2, and the number
of hash functiens & as shewn in equatien 1.

1 knnk

= (- (1 (1)

The majer drawback ef Bleem filters is that they de net allew deletiens.
Fan et al. [6] address this issue by intreducing a counting Bloom filter (CBF).
Instead of a bit array, CBF maintains an array ef ceunters C' = {o,... ,Sm—1}
te represent the number of items that hash te its cells. Insertiens and deletiens
can new be handled easily by incrementing and decrementing the cerrespending
ceunters. Later, Benemi et al. presented an impreved versien of CBF based en

d-left hashing [14].
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Fig. 1. The twe Fast Hash Tables. The Basic FHT (tep) replicates every item.
The Pruned FHT (bettem) enly keeps the ‘left'mest (‘Left’ refers te the table
entry with the least index)

In [15] Mitzenmacher prepeses arithmetic ceding fer Bleem filters used fer
exchanging messages (web cache infermatien) in distributed systems. Recently,
Ficara et al. [16] intreduced a cempressien scheme fer ceunting Bleem filters
based en Huffman ceding. They name their structure MultiLayer Compressed
Counting Bloom Filter (M L-CCBF). The cempressed ceunters are stered in mul-
tiple layers of bitmaps. Indexing requires perfect hash functiens since cellisiens
must be aveided. The structure prevides near eptimal enceding ef the ceunters
but retrieval is extremely expensive. The authers prepese splitting the bitmaps
inte equal sized blecks and using an index structure te lewer the cest of a ceunter
leekup.

Bleem filters have since gained a let of attentien especially in netwerk appli-
catiens [17]. Teday, Bleem filters can be used as histegrams [18] and represent
arbitrary functiens [19]. In 2005 Seng et al. [3] suggested using Bleem filters as
a hash table summary. This idea was later refined in [20]. Bleem filter-based
summaries are alse used fer minimal perfect hashing [21].
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3 Review of Bleem filter-based summaries

Our werk is based en the schemes presented by Seng et al. [3] and Kirsch and
Mitzenmacher (28], which we will new review fer cempleteness.

Seng et al. [3] presented a new hash table design, named Fast Hash Table,
based en hashing with cheices and ceunting Bleem filter summaries that
targets hardware implementatiens and prevides fast leekups by utilizing en-chip
memery te eptimize perfermance. Their scheme eliminates the need fer parallel
leekups usually required by multiple-cheice hashing. Each b-bit ceunter (b = 3)
in CBF summary cerrespends te a bucket in the hash table and represents the
number of items hashed inte it. Nete, that if & is small, the prebability ef ceunter
everflews can’t be neglected. Seng et al. prepese using a small CAM fer everflewn
ceunters. There are a tetal of m2 ceunters/buckets where m2 is calculated using
equatien 2.

TMEHT = 2(logc 7] (2)

The censtant ¢ needs te be sufficiently large te previde lew false pesitive and
cellisien prebabilities. It is set te 12.8 which is censidered eptimal. & independent
hash functiens, where & is derived by equatien 3, are used te index beth CBF
and the hash table.

k= [% In2] (3)

The Basic Fast Hash Table (BFHT) simply replicates all inserted items te all &
lecatiens in the table and increments the ceunters. As an imprevement the table
can be pruned leading te a Pruned Fast Hash Table (PFHT). All replicas are
remeved except for the leftmest with the lewest ceunter value (fisure 1). A leekup
enly requires examining the least leaded bucket, i.e., the ene with the lewest
ceunter value. While pruning impreves leekup time by reducing bucket leads,
updates require an additienal effline BFHT since items need te be relecated
when their asseciated ceunters change.

With ¢ = 12.8 buckets per item and & = 3 bit wide ceunters CBF summary
requires 38.4 bits per item ef en-chip memery. Fellewing equatien 2 the tetal
ameunt ef bits # needed for the en-chip summary is

Brur = 2Mze (4)

The rather high requirement of SRAM has later been addressed by Kirsch
and Mitzenmacher [20, 4]. Their key idea is te separate the hash table frem its
summary te allew individual eptimizatiens. They prepese using a Multilevel
Hash Table (MHT) [22] censisting of = leglegn + 1 individual tables
geemetrically decreasing in size. An eccupancy bitmap is kept in en-chip memery
that allews efficient queries for empty buckets (see figsure 2).

The bitmap requires a number of bits equal te the number of buckets m
which is defined as

d
AvuT = mMuT = Z(cl ce2t71 ) (5)
=1

with the censtants ¢i, ¢o chesen such that ¢; > 1, cg < 1, ci1co > 1. Fellewing
Seng et al. te eliminate parallel leekup everhead, Kirsch and Mitzenmacher
present three summary structures, the intermolation search (15), single filter (SF)
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Fig. 3. Single filter (SF) and multiple Bleem filter (MBF) summaries. The SF
is a single Bleemier filter representing the type of an item. The MBF is an array
of Bleem filters decreasing in size

and multiple Bloom filter (M BF) summaries. Since IS is net applicable in eur
targeted envirenment we will cever enly the latter twe summaries which are
based en Bleem filters. They are depicted in figure 3.

The SF summary is a single Bleemier filter[19] representing the type ¢ of
an item where ¢ cerrespends te the sub-table of the MHT where the item is
lecated. In additien te false pesitives, it can alse return type failure. Te keep
the prebability small the filter must be sufficiently large. The number of cells m
is defined as

m=n legn (o)

With d = leglegn + 1 sub-tables (types) the tetal number of bits needed is
Bsp =n legn (logleg log n) (7)

The MBF summary is censtructed of an array ef Bleem filters B =
{Be,..., B:_1}. Each filter B; represents the set of items with type of at least
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¢ + 1. Thus, a false pesitive en B; is equal te a type ¢ failure. This leads te
the need of extremely small false pesitive prebabilities te guarantee successful
leekup. Fer a well designed MHT the number of bits the MBF' requires is

Mver =n legn (®)

Beth, the SF and MBF summaries, suppert enly inserts. Te allew deletiens
significantly mere effert is required. Kirsch and Mitzenmacher suggest twe
appreaches. Fer lazy deletions a deletien bitmap is kept alengside the eccupancy
bitmap in en-chip memery with ene bit fer every bucket in the MHT. @n
deletion, the cerrespending bit is set te 1. During leekup, items in buckets that
have a set deletien bit are ignered. The counter based deletions add ceunters
te the SF and MBF summaries te keep track ef the actual number of items.
The authers de net suggest specific values fer the ceunter width ner previde
evaluatien. They state hewever, that a ceunting MBF requires abeut 3.3 times
mere space than a simple MBF, that is

#rceF = 3.3 - nlegn 9)
With d cheices and v wide ceunters the medified SF requires
Bsrc =v-d-n legn (10)

bits.
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4 Ignere the false pesitive prebability

Bleem filters are usually censtructed te eptimize the false pesitive prebability.
In case of the MHT summaries having a negligible small false pesitive rate
is essential te prevent type failure. In general, applicatiens that require exact
knewledge abeut set membership are dependent en minimizing false pesitives.
This inevitably leads te relatively large filters.

We ebserve that applicatiens using Bleem filter-based summaries as an index
inte anether data structure, like the FHT, de net suffer frem false pesitives,
as leng as a successful leekup independent ef the false pesitive prebability
is guaranteed. The structure must previde a predictable werst-case leekup
perfermance. A false pesitive returned by the summary leads te a table leekup
that returns NULL. The werst-case perfermance is net affected. In cenclusien,
Bleem filter-based summaries can be petentially much smaller.

By reducing the address space of the summary while keeping the number
of entries n censtant, ceunter values and the lead ef buckets are expected te
increase. There exists a trade-off between reducing en-chip memery requirements
and the resulting ceunter values and bucket leads.

4.1 Ceunter Values

Ceunters values fellew a binemial distributien. With m2 pessible lecatiens and nk
insertiens (each insertien increments & ceunters) the prebability »; that a ceunter
received is incremented exactly 7 times can be calculated using the fellewing

equation [3]. . .
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This is net entirely accurate. The prebability that, due te cellisiens, less than
k& ceunters fer an item can be increased, is neglected. But the estimate is
clese eneugh te allew ceunter value predictiens. Figure 4 shews the ceunter
distributien fer different c. The censtant ¢ is chesen te divide 12 inte multiples
of 2. As leng as ¢ > 1.6 the ceunter distributien is net affected. Fer ¢ < 1.6 the
prebability fer higher ceunters increases. This is the result of an everestimate
of the number of cheices k. Fellewing equatien 3, & depends en the number of
buckets per item “*. As ™ + 2, & will lead an everestimate resulting in higher
ceunter values. In cenclusien, as leng as 7 > 2 and & chesen eptimal, the ceunter
values are net affected by smaller sized filters. Hence the ceunter width in terms
of bits is unaffected.

4.2 Bucket lead

C

kE
12.8/12] 1
6.4| 6|2
3.2| 3|2
1.6| 2| 3
1] 115

Table 1. Expected maximum lead fer different ¢

We fellew [11] te predict the expected maximum lead that eccurs with high
prebability. With n items, m buckets and & cheices the expected maximum lead

is defined as Il

EmaxlOad = nl% (12)
The equatien helds fer any m —+ ce with n = m and & > 2. In eur design,
hewever, m2 3 n. The result leads an everestimate of the maximum lead, which
in practice sheuld be smaller. Te cempensate we apply the floor functien te
reund te the next lewer integer. A special case arises fer & = 1. This happens

when = — 1. Then the expected maximum lead is defined as

Inn

El maxlead = (1 3)

Inlnn

Table 1 shews the expected maximum lead in respect te different c. The
results are surprisingly pesitive. Setting ¢ = 3.2 results in a summary size % of
the eptimum prepesed in [3]. The maximum lead increases frem 1 te 2 w.h.p..
In ether werds, allewing twe entries per bucket leads te a reductien in en-chip
memery size by a facter ef feur. The trade-off even impreves for ¢ = 1.6. With
three entries per bucket, the en-chip memery size can be reduced te % of the
eptimum.

The preblem arising is hew te deal with mere than ene entry per bucket. A
nalve selutien is te use £ memery backs, ene fer each pessible entry, and query
them in parallel. The additienal cest is acceptable cempared te the saved SRAM.
In sectien 7 we will discuss this issue in mere detail and present techniques
that allew multiple entries per bucket and de net require parallel er sequential

memery accesses.
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5 Separate Update and Leekup Engines

Previeus suggestiens have shewn that suppert fer updates is accempanied by
enermeus everhead te the tables and their summaries. The PFHT needs an
additienal effline BFHT te identify entries that have te be relecated. The MHT
requires an eccupancy bitmap and the summaries require either a deletion
bitmap fer lazy deletiens er ceunting filters.

In mest real-werld applicatiens, especially these that require fast leekups,
updates are much rarer than leekups. By cempletely separating update and
leekup engines, en-chip requirements can be reduced. The idea is te keep twe
separate summaries. @ne is kept enline in en-chip memery and is eptimized
for leekups. It dees net need te be exact and can be different frem the update
summary which is kept effline. Keeping enly an appreximate enline summary
allews individual eptimizatien and mere efficient enceding. The update engine
precemputes all changes and sends medificatiens te the enline structures.

Altheugh, seme of the techniques we describe are applicable te different
table and summary structures such as the FHT and MHT, we cencentrate en
eptimizing the scheme of Seng et al. [3], which we argue has mest reem fer
imprevement. Figure 5 shews a simplified everview of eur design. It is cempesed
of the offline CBF and BFHT, an enline en-chip cempressed CBF (CCBF), the
enline PFHT in eff-chip memery and a small extra memery (CAM, registers) fer
everflewn entries (we will refer te the everflew memery as CAM in the fellewing).
Strictly, the effline CBF is net needed, the ceunter values ceuld alse be cemputed
by examining the length ef the linked list. Hewever, this weuld lead te significant
everhead when querying ceunters, se we keep the effine CBF fer perfermance
reasens.

5.1 Maximum Ceunter Value

A leekup requires retrieving the leftmest smallest ceunter in the CBF summary.
Successful leekup is guaranteed as leng as net all ceunters cerrespending te a key
are everflewn. If all the ceunters are everflewn, it is net be pessible te identify
the cerrect bucket. The geal is te identify a maximum allewed ceunter value y
where the prebability that all &' < & chesen ceunters for an item equal x is
apprepriately small. In essence, cheesing an apprepriate value fer x is a trade-
off between sterage saved, the number of ceunter everflews, and the number of
expected leekup failures.

[3] gives an analysis ef the prebability that in any & < & chesen buckets
the ceunter value has a specific height s. The derivatien ef the equatien is quite
cemplex and fer simplicity left eut at this peint. Interested readers are referred
te the actual paper. Figure ¢ shews the expected smallest ceunter value in &’
chesen ceunters depending en the size m, or te be specific, the buckets per item
censtant ¢. The censtant c is chesen te divide 12 by multiples of 2. As expected
the table size has significant impact en the smallest ceunter value. That is, fer
smaller ¢ the prebability ef cheesing a higher ceunter is higher. When reducing
¢ the maximum ceunter value x must be higher.

Te be able te retrieve all entries the event that all chesen &’ < & ceunters
equal xy must be dealt with. The easiest selutien is te meve entries which cannet
be retrieved by calculating the ceunters te CAM. A small CAM must already be
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Fig.5. Efficient Hash Table design everview. The effline update engine
precemputes all updates. The enline leekup engine is eptimized for time/space
efficient leekups. The enline summary is net exact and cempressed. The table
is pruned. A small extra memery is used fer ceunter and entry everflews

maintained fer everflewn buckets. If y is chesen apprepriately large the everhead
is minimal.

The expected number of entries that are diverted te CAM can easily be
calculated. Let Pr{C = s} be the prebability, that ef &’ chesen ceunters the
smallest ceunter has value s and let [ be the highest ceunter value te be expected
in the effline summary.

l
Ecam =Y Pr{C=i}xn (14)
i=x

The expected number of CAM entries fer n = 10°,c = {12.8,6.4,3.2,1.6,1} and
x = {3,4,5} can be seen in table 2. The numbers can be used as a guideline
for cheesing x. Fer example, with ¢ = 12.8 and x = 3, the expected number
of CAM entries is still 8. Witheut any additienal cest, the ceunter-width ef the
summary can be reduced te 2 bits, achieving a reductien in size of 30%. By
further previding a small CAM fer few entries, ¢ can be halved, leading te a
summary enly % of the eptimum in size. The trade-eoff impreves fer increasing
x- Censulting the numbers, each time x is incremented ence, ¢ can be halved,
at the cest of few additienal CAM entries.

10
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Fig. 6. Prebability ef smallest ceunter value in k’ ceunters fer different c

X
cl 5 4 3
12.8| 0 0 0
6.4 0 0 17
3.2 0 47 4183
1.6/285 5181 61110

Table 2. Expected number of CAM entries fer different ¢ and x with n = 10¢
inserted items.

5.2 Enceding

Limiting the ceunter range allews fer better eptimized enceding ef the summary.
We fellew a simple and well knewn appreach that is alse used in [4] te pack
few ceunters inte ene Byte. The difference is that we extend the scheme te
an arbitrary werd size te achieve higher cempressien rates. We arsgue, that
SRAM, being implemented en-chip, can petentially have an arbitrary werd size.
Basically, the wider the memery, the mere ceunters can be packed inte ene werd
and the mere bits can be saved. In reality, ene will net find memery widths
=28

Ceunters that are limited in range can easily be enceded in a specified number
of bits. Let w be a memery werd, |w| its width in bits, and ceunters limited te
the range [0, x], then the number of ceunters that can be packed inte w is defined
as
log 2°

Tog Toc £ 111 (19)

T =

11



12 Separate Update and Lookup Engines

We will alse refer te v as the cempressien rate. Cempressien (equatien 16) and
decempressien is trivial. Implemented in hardware, all ceunters can be unpacked
in parallel.

3
|
i

si |+ 1)[° (16)

i
i

z

We will intreduce a mere sephisticated Huffman cempressed summary in
sectien @.

5.3 Updates

In eur desien we want te cempletely separate updates frem leekups te keep
interference with the leekup precess as small as pessible. When perferming
updates, the effline table pre-cemputes all changes and applies them te the
enline CCBF, PFHT and CAM.

There are three types of entries that must be distinguished. @ffline entries are
kept in the effline BFHT. Due te everflews, each effline entry has a cerrespending
enline entry either in the enline PEFHT (table entry) er in extra memery (cam
entry). The update engine must be able te identify which ef the offfine entries
in affected buckets are table entries, and which are cam entries. Else, it weuld
net be pessible te cempute relecatiens witheut examining all pessible lecatiens
in the enline structure. Since we want te minimize enline table access all offline
entries are paired with a locator. In case the cerrespending entry is a table entry,
the locator is simply the index of the hash functien used te stere the table entry.
If it is a cam entry, the lecater is set te ce. An effline entry ef item z thus is
defined as Fomine () + (K, v,7), where & denetes the key, v the asseciated value,
and 7 the lecater.

Algerithm 1 shews the pseudecede fer insertiens. First we initialize a
relecatien list R, a ceunter increment list L and an update map M. The list
is used te cellect all entries that are censidered fer relecatien while the update
map maps enline buckets te their new value. The hash values fer z are cemputed,
ceunters retrieved and the target lecation identified. If all ceunters are equal te
or exceed the maximum allewed value x, the new entry must be placed inte
CAM and the lecater is set te ce. @therwise the entry’s lecater is set te the
index of the hash functien used te stere z. Nete, that in any case we create a
new effline entry with a lecater set te ce since we cannet yet knew where the
item is placed. @nly after relecatien we can be sure, whether the item is put
te the table or te CAM. We then cellect all entries in affected buckets that are
alse either table entries or cam entries, add the new effline entry and increment
the ceunters. Nete, that the table entries are inserted at the head ef the list,
while the cam entries are appended te the end. This is fer balancing reasens.
Online entries must be relecated prier te CAM entries since it is pessible that
space becemes available te held the entries frem CAM. Next the cellected entries
must be censidered for relecation. Fer each cellected entry we cempute the hash
values, the new lecater and the new bucket address. We alse cellect all enline
entries for the target bucket. If the new address is different frem the eold address
the entry 7 might be relecated. There are 3 pessible events:

1. The entry is meved inside the table. }/ is updated with an empty entry at
the eld bucket. If the new bucket has eneugh space left, )/ is updated with

12
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13

Algerithm 1: Insert

Data: k: number of cheices, B: offline BFHT, C: offline CBF, x: maximum

ceunter value

Input: z: the item te insert
@utput: updated tables and summaries such that they include z

1 precedure: insert (z) begin

® ® N O s W oW

10

12
13
14
15
16
17

18
19
20

21
22
23
24

25
26

27
28
29
30

31
32
33

34
35
36
37
38
39

40

41

R LW
M +- map: {bucket, centent};
H < {hi(z) for i +- 0 te k};
¢ « {CuVh € HY;
l,a <- ce;
if 1(c > x) Ve € ¢ then
{ +- SmallestIndex0f (min ({),();
\‘ a +- Hi;

// collect and insert
e +- new effline entry(z, ce);
fer Yh € H de
R« insert TableEntries(B:);
R +- append CamEntries(B:);
By« By U e
if Cr, < x then L +- LU Ch;
| Cht+;
// compute relocations
for Vr € R de
cempute new Hash values H,, ceunters zetan, lecater [, eld and new
bucket address ae, an;
if an # as&c&ia,! = ce then
// entry moved within table
if /Spaceleft(B,,) then
| an=oe;
else
L M.Update({a,, 0}, {ax, r});

if an # asdo&oa, == ce then

// entry moved from cam to table
if Spaceleft(M, ) then

L M.Update({ce, 7}, {an,7});

if an # as&&a, == ce then
// entry moved from table to cam
| M.Update({as, 0}, {ce, 7});

// calculate position of new item
if [ # ce then
if SpaceLeft(By,) then
el=1,;
if /H;, € M then
L M.Update(TableEntries(Bx,));

M. Update(Bz,, €);

| UpdateOnline (M, L);

13



14 Separate Update and Lookup Engines

the new bucket and 7, else 7 must be meved te cam and .V is updated with
an ce bucket (indicating everflew memery) and r.

2. The entry is meved frem cam te table. If the new bucket has eneugh space
left, M is updated with {new bucket,r} and {ce, 7}. Else r can’t be meved
te table and M is net updated.

3. The entry is meved frem table te cam. M is updated with {new bucket,®}
and {ce, 7}.

In any case, the lecater of a relecated effline entry must be updated.

The actual update of the enline structure is perfermed by the precedure
“Update®nline”. The update map M centains bucket addresses and their
asseciated centent. The buckets in .V are simply replaced with their new value.
A special case is if bucket address is ce, which indicates everflew memery. In
this case the everflew memery is prebed feor the asseciated entries. If the entry
is present, it is remeved, else it is inserted. The list L centains a list of ceunter
addresses that must be incremented.

The PFHT needs enly be accessed te write changed buckets. Hence, the
cemplexity is eptimal and upper beund by the number of changed buckets.
With n items stered in m buckets and & = “*leg?2 cheices, the upper heund is
O(1 + k) = @(1 + leg2). Similarly, the enline CCBF needs enly be accessed
fer ceunters that actually change, i.e. these that have net yet reached .

Deletiens werk similar te insertiens with miner differences. The deleted entry
z is remeved frem the offine BFHT prier te cellecting entries. Then all entries
in affected buckets buckets are cellected and relecatien cemputed. Afterwards,
the bucket frem which the item is remeved is added te .M if net already present.
Then the enline updates are perfermed. Deletions have the same cemplexity as
insertiens.

14



SRAM Memory @ptimization 15

6 SRAM Memery Optimizatien

Sectien 5 intreduced a simple werd packing scheme fer ceunting Bleem filters
where the ceunters are packed in memery werds. Anether ferm eof cempressed
ceunting Bleem filters has been prepesed by Ficara et al. in [16]. Cemputing
ceunter values in the ML-CCBF is expensive due te the fact that all preceding
cells must be evaluated and the bitmaps must be accessed using perfect hash
functiens. Theugh the applicability ef the ML-CCBF as a CBF replacement
for the FHT is net evaluated, we assume it is unable te previde the required
perfermance.

We prepese anether design fer cempressed ceunting Bleem filters alse based
on Huffman cempressien, which we name Huffman compressed counting Bloom
filter (HC-CBF). Huffman cempressien is used for multiple reasens. It yields
eptimal and prefix free cedes with the distributien ef ceunter values. Cempressed
ceunters can be easily and individually decempressed. As mentiened in sectien
5, ceunters are limited in range, fer twe reasens. First, the resulting Huffman
tree is finite and very small in size. Secend, the cede bit-length is upper beund te
the maximum allewed value y + 1. Figure 7 shews an example Huffman tree feor
x = 4. The tree, or cedeheek, can be stered in very small dedicated hardware.

Fig. 7. Example Huffman tree fer xy = 4.

Te achieve real-time de-/cempressien the ceunters must be easily
addressable. Stering the cempressed ceunters censecutively is net feasible.
Witheut the help of cemplex indexing structures ene ceuld net retrieve a specific
value. When cempressing the effline CBF we calculate the maximum number of
ceunters 7y that can be cempressed in ene memery werd, such that each werd
encedes exactly v, ceunters. A first appreach te cempress the ceunters is shewn
in algerithm 2.

The algerithm runs as leng as net all ceunters have been precessed. It
iteratively tries te fit as many ceunters inte a werd w as allewed by the
cempressien rate v, which is initialized te ce. If the bit-length ef w weuld exceed
the werd-size, everything is reset and restarted with 7y, set te the last number
of ceunters in w. This ensures, that every werd (except the last) has exactly yp
ceunters enceded and allews easy indexing.

This algerithm has an ebvieus flaw. It depends heavily en the sequence
of ceunters, leading te an unpredictable cempressien rate . In additien, the
cempressien is wasteful in sterage. Since 7, depends en the sequence of ceunter

15



1e SRAM Memory @ptimization

Algerithm 2: Cempress
Input: C: effline CBF, H: Huffman tree, x: maximum ceunter value, & werd
size in bits
@utput: Z: enline HCCBF, yn: cempressien rate

1 functien: cempress (C, x, b) begin
2 // Initialize compression rate, CCBF, helpers
3 Yh £ C® ]
4 7+ W,
5 w,z,n -0
6 // While there still are counters
7 while i +- 0 < |C] de
8 // Get the Huffman code of the counter
. =+ Hlmin(Clil, X)) ;
10 ot 15
11 // Check if we have less counters than the compression rate
12 if n <y, then
13 // If there still is space in the word add the compressed
counter, else reset everything and start with new,
lower compression rate
14 if (|| + [2]) < b then
15 ‘ w4 wUz2);
16 n+-n+1;
17 else
18 Y-
19 Z <+ 0,
20 w,t4-0;
21 else
22 // there are more counters, write the word to CCBF and
create a new one
23 Z+— ZUw,;
24 w2
25 // append last word and return
26 Z <+ ZUw,;
27 return Z,7y;, ;

values, it is upper beund te the lengest cede sequence it can cempress in ene
werd. Assume ne cempressien is used, then every ceunter will eccupy three
bits, which equals the length ef the Huffman cede fer ¢ = 2. Thus, if during
cempressien a leng sequence of ceunters > 2 is feund, the cempressien rate
will degenerate.

A better appreach is te define v}, in advance such that a desired cempressien
rate is achieved. In general, Huffman cempressien enly achieves imprevement
ever werd packed cempressien if 1, > ». Thus, v» can be used as a guideline
fer cheesing 7y,. Since we ferce v, in advance, it can lead te werd everflews, if
the cempressed 7y, ceunters de net fit inte a werd (in the fellewing we will refer
te this scheme as hard compression).

@verflews can alse eccur during insertiens. If a ceunter ¢ < x — 1 is
incremented and the cempressed werd already eccupies all the available bits,

1



SRAM Memory @ptimization 17

then incrementing the ceunter will shift ene bit eut ef the werd. As a result the
last ceunter value will net be retrievable.

There are different appreaches of hew te address werd everflews. ®ne is
te simply ignere the affected ceunters and assume they have value x. As leng
as these ceunters are net the smallest for any entry, the leekup precess is net
affected. If, hewever, the actual ceunter value is crucial te the leekup, the cerrect
bucket of an entry can net be cemputed.

Alternatively, the lengest cede in the werd ceuld be replaced with a sherter
everflew cede, indicating that an everflew eccurred. Hewever, this weuld increase
the length ef nearly all ceunter cedes and in return the prebability ef werd
everflews.

Prebably the best selutien is te keep a small extra memery, CAM er registers,
te stere the everflewn bits. If ceunters that are cempletely or partially everflewn
must be retrieved, the remaining bits are read frem the extra memery. We will
shew in sectien &, that depending en v, and x the cest of additienal memery is
reasenably small.

With 72 ceunters, a cempressien rate of 7 ceunters per werd and an en-chip
werd-size of |w| bits, the summary needs

BeuT = f%l - w] (17)

bits in tetal.
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18 DRAM Memory @ptimization

bucket

-

b5 109 = (A0 W, 60) Vb, 0

=2 LV (00

= 0.0,

V@) Ly

b

c

Fig. 8. Verifier hashing and buckets with multiple entries

7 DRAM Memery Optimizatien

A hash table bucket usually helds a single entry er a reference te a cellectien
of entries. If mere than ene entry is placed in a bucket, leekup might require
multiple memery reads by fellewing peinters. This leads te mere sephisticated
hash table censtructiens that try te limit the bucket lead te ene with high
prebability.

We argue that by using intelligent hashing and wider memery a bucket can
held mere than a single entry witheut the need of sequential er parallel memery
accesses. As a preliminary, we define that a bucket will never held reference te a
cellection of entries with variable size. A bucket is defined as an array ef entries
of fixed size, where every entry can be directly accessed.

7.1 Multiple entries per werd

One selutien is te allew mere entries per memery werd. Let |wp| be the werd
size in bits and |e| be the size of an entry in bits. If |¢| < |wp|, a bucket can held
up te LIT}IJ entries which can be read in ene cycle. This helds fer applicatiens,
like @eS/CeS classification, flew-based Server Lead balancing er secket leekups,
that stere enly small entries. But many applicatien require larger entries (e.e.
[Pvé leekup). While SRAM width is highly flexible, the werd size of DRAM is
usually fixed, wider memery might net be pessible.

By using a hashing scheme similar te that prepesed in [14] the size of an
entry can be decreased. A class of hash functiens can be used that perferm
transfermatiens ef the key, preducing & digests of a fixed size, sreater er equal
te the size of the key. This is crucial te prevent cellisiens and the hash functien
must be cellisien resistant. The digest is imagined te be cempesed of twe parts,
the index te the hash table, and the verifier of the key. Let x be the key, H
the class of hash functiens, [A] the range of the table address space and [V] the
range of the remaining verifier.

H:U 5[A x[V] (18)

The verifier and the index are derived by bit-extractien. Let firg . x_1; be the
k digests, then V(hye  x_1}) preduces the verifiers and A(hg, . x_1)) extracts
the bucket indexes, or addresses. Instead of the key z enly its verifier V(h;(z))

18



DRAM Memory @ptimization 19

is stered in bucket A(h;(z)). Te be able te identify which verifier cerrespends
te a given key, an identifier must be kept aleng the verifier, that states the hash
functien 7 that preduced the stered verifier V(h;(z)). A table entry then censists
of the verifier, it’s identifier (which is the index of the hash functien), and the
asseclated value v. Hence, E(z) < (V(hi(z)),v,7). The tetal number of bits
needed is log i+ (|H| — | A]) + |v| where |y| denetes the length ef v in bits. Nete,
that the smaller |A| the larger |V|. Thus the length ef the table cempetes with
the size of the entries.

7.2 Multiple werds per bucket

An extensien te the fermer scheme is te allew a bucket te span multiple werds.
Fer simplicity, we assume the werds are censecutive, altheugh this is net a
precenditien, as leng as there is a fixed eoffset between the werds. A bucket
can new be seen as a matrix ef r entries per werd and w werds.

In additien te the address and verifier, the hash functien must alse lead the
cerrect werd, er rew, of the bucket. Let [#] the range of werds fer each bucket.

H:U 5[4 x [W] x [V] (19)

Nete, that in practice [W] will be very small, needing enly 1 — 2 bits. Figure &
shews the design and an example.
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Wit 3 21 0
parameter| n ¢y |w]
10°1.6 4 64

VAl | 10° 3.2 5 128

Table 3. Parameter cenfisuratiens » ef the seftware simulatiens

8 Evaluatien

In this sectien we present and discuss results of a cenceptual implementatien
of the EHT. The implementatien is cenceptual in the sense that it dees not
fully resemble the cemplex structure ef the EHT but simulates it’s behavier
apprepriately.

Fer simulatiens we use the fellewing parameters:

n = {10°,18%);c = {3.2;1.8}; x = {4;5}; |w| = {64;128)

This leads te a tetal of 16 different parameter cenfiguratiens. The number of
hash functiens & is always chesen eptimal. In the fellewing, when referencing
the parameter cenfiguratiens, we will use a single hexadecimal digit » = [0, F]
representing the enceding depicted in table 3.

®n each simulatien we perferm ten trials, that is we instantiate the EHT
and fill it with n randem keys and values. Ne updates are perfermed but the
EHT is queried feor all n and additienal 2n randem keys te verify that every key
can be retrieved and te analyze the false-pesitive prebability. As summary we
use HC-CBF. The cempressien rate v, is calculated using algerithm 2. Ne hard
cempressien is used, since we want te evaluate the quality of the cempressien
algerithm. The cest of using hard cempressien can be derived by examining the
resulting HC-CBF and is included in the analysis.

Fer each try, we calculate the size of the effline CBF, the size of a CCBF and
the size of the enline HC-CBF. We ceunt the frequency ef all ceunter values in
the effline summary and derive the number of everflewn ceunters in the enline
summary. Every cempressed werd in the HC-CBF is analyzed fer the number
of bits that are actually used te encede ceunters, resulting in a histegram ef
cede-lengths per werd. In additien, the lead ef all enline buckets is calculated
and the number of CAM entries ceunted.

Counter distribution Since the parameters y and |w| have ne effect on the ceunter
distributien, we ceunt the ceunter frequencies fer n = {1E+6,1E+5} with sizes
of c = {1.6,3.2} and alse calculate the expected frequency fer each ceunter value.
The results are shewn in fisure 9. The real frequencies resemble the expected
frequencies almest exactly.

Bucket load The maximum lead depends en the number of cheices & and the
number of items n. We agsresate the results of the cembinatiens fer n and ¢ and
ceunt the number eof entries in every enline bucket. We then take the maximum
of the frequencies te evaluate the werst-case behavier. The results are shewn in
table 4.

In the werst-case there was enly a single unexpected bucket everflew, fer
tables with n = 108,

20
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Fig. 9. Real and expected ceunter frequencies

load
» |B 0 1 2 34
—3 (3 167662 89728 5327 240

0-3

4—-T712 424659 909411 369 00
& — B|3 1184464 837562 80950 684 1
C — F|2 3204894 980039 10438 10

Table 4. Entry distributien and expected maximum lead

» min max avg kE
0—1 144 209 177.95 178
2—-3 2 11 6.05 6
4—5 0 1 015 0
6—7 0 0 000 O

& —9 5017 5446 5194.05 5181

A— B 236 287 25820 265
C—D 40 61 47.00 47
E-F 0 0 0.00 0

Table 5. Real and expected number of CAM entries

@uverflow entries We agsregate the results fer y accerding te n and ¢, calculate
the average, and take the minimum/maximum values enceuntered. Fellewing
equatien 14 we alse calculate the expected number of CAM entries. Table 5
shews the results. @nce again, the results clesely resemble the expectatiens.

Compression Te analyze the achieved cempressien we take the minimum,
maximum and average v, and cempare that te 7, and the number of ceunters
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Y bits
n ¢ ) |w/|min max avg|y, ~e| max
4 4| 22 24 22.8(27 21.3| 3.3
16 5 e4| 21 22 21.5|24 21.3| €3.3
4 128| 50 53 51.0(55 42.6/126.4
e 5 128| 47 51 49.5(49 42.6|125.1
1e 4 64| 23 26 24.6(27 21.3] €2.7
5 64| 24 25 249(24 21.3| 3.2
&2 4 128| 56 59 57.7(55 42.6/126.3
5 128| 55 58 56.9(49 42.6/126.3
4 4| 25 27 26.0(27 21.3| e2.6
16 5 @4 24 26 25.4(24 21.3| €2.5
4 128| 57 o0 58.8(55 42.6/126.6
105 5 128| 55 60 57.8|49 42.6|125.7
4 4| 23 26 25.5(27 21.3| 3.0
3.9 5 64| 23 26 24.6|24 21.3| 2.1
4 128| 57 o0 58.3(55 42.6/126.9
5 128 56 59 57.0(49 42.6|125.8
Table 6. Cempressien rate
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Fig. 10. Frequencies of used bits per cempressed werd for |w| = 128

if ne cempressien is used (deneted 7). We alse include the maximum number
of bits actually used te cempress the ceunters.

The numbers in table & previde a let of useful infermatien. With sufficiently
large |w| or larger y, Huffman cempressien always perferms better than werd
packing, even witheut using hard compression. If |w| is small and x is alse small,
werd packing is usually the better cheice. In all cases, cempressien yields an
imprevement ever net using cempressien. The ceunter limit x enly slightly
influences the cempressien rate 7,. It’s impact en <, is greater by far. This
reasen prebably is that the values for y differ enly by 1. It is expected that fer

higher differences y, is mere affected.
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summary Size in KiB8
FHT 6144
SF 6576
MBF 3875
ceunting SF 29918
ceunting MBF &750
EHT 3.2 1136
EHT 1.6 643

Table 7. Cemparisen ef en-chip requirements eof different Bleem filter-based
summaries

Anether interesting aspect is the frequency of used bits per werd (figsure 10).
The distributien fellews a Peissen binemial distributien, which is te be expected.
The graphs shew a shift ef the center depending en y, which is a result of nearly
equal 7y with different cede lengths. The graphs reveal petential te further
reduce SRAM requirements. The cempressien can be impreved by reducing |w|
while keeping the same v, thus, effectively resembling hard compression. Fer
example, by reducing |w| frem 128 te 118 bits, 10 bits per werd can be saved. @f
ceurse, this leads te a higher number of werd everflews. Hoewever, making use of
the frequency distributien the number of expected everflews can be kept small.
By previding CAM fer an additienal few everflewn werds, smee bits per en-chip
memery werd can be saved.

@n-chip requirements We will new cempare the en-chip requirements eof different
EHT cenfiguratiens te the FHT and MHT summaries. In the cemparisen we
include all update everhead. The authers ef [3, 28] present evaluatien and results
fer a table with n = 18* entries. We are interested in much larger tables with
n = 10°. Thus, fer the FHT and MHT summaries, we calculate the expected
summary sizes. Equatien 4 is used for the FHT summary. Equatien 5 prevides
the number of bits needed for each of the MHT's eccupancy and deletien bitmaps.
In case of lazy deletions, the bitmap size is added twice te the summary size.
Fer the MHT summaries we use eq. 7 for SF, eq. & for MBF, eq. 9 for ceunting
MBRF and eq. 10 for ceunting SF. The number of items n is set te 10°, all ether
parameters are chesen eptimal as suggested by the authers. Fer the EHT we
cheese x = 5,c = 1.6, |w| = ¢4 (EHT 1.6) and x = 4,c = 3.2, |w| = 128 (EHT
3.2) and use the HC-CBF as en-chip summary.

Table 7 shews the resulting sizes. ®@ur EHT summaries always perferm better
than previeus selutiens. The EHT 1.6 needs less than @ bits per inserted item
and is almest an erder of magnitude smaller than the cemparable FHT summary.
Cempared te the smallest MBF summary that enly supperts lazy deletiens eut
appreach still requires abeut ¢ times less the space.

Summary The results fully meet the expectatiens and backup eur theeretical
analysis. We have shewn that eur initial assumptiens allew fundamental
imprevements ever previeus suggestiens. In cenclusien, when censtructing an
EHT, the fellewing aspects must be censidered.

— Reducing the size m is achieved by ignering the false pesitive prebability.
As a result, bucket leads will increase which can be cempensated by parallel
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banks, increasing the off-chip memery width er by better hashing. Analysis
has shewn, that the expected maximum lead will net exceed 3 as leng as
™ > 2. Bucket everflews are extremely rare, even fer a large set of items. Se
enly a very small extra everflew memery is needed.

— By separating updates frem leekups the leekup summary can be eptimized
fer smaller size and perfermance. The leekup summary is net exact and
limited in ceunter range [x].

— Cheesing x depends en the fractien 7. Starting with x = 5 fer 2 < 7 < 2.5,
X can be decremented by ene each time 7* is deubled fer a small everhead
in terms of CAM. Perfermance will degrade when ™ — 2.

— Huffman cempressien is faverable ever werd packing, unless the werd-size |w]|
and the ceunter limit x are small. At the cest of few additienal CAM cells,
the perfermance of Huffman cempressien can be impreved, saving SRAM.

A cest functien can new be defined as fellews. Let &5 be a censtant cest
facter of en-chip memery, &p the equivalent fer eff-chip memery, w the width

of off chip memery in bits, £, the expected number of bucket everflews and e
the cest of CAM cells.

fEHT = 05 X Beny + &p X (m- w) + &¢ X (BEcam + o). (20)

Depending en the cests of the cempenents the parameters fer the EHT can be
chesen such that the tetal cest is minimized.
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9 Cenclusien

We have preven that by eliminating unnecessary precenditiens and expleiting
degrees of freedem present in many applicatiens, en-chip memery requirements
can be significantly reduced and leekup perfermance impreved at the cest of
minimal additienal hardware. Based en feur key ideas we have intreduced new
technigques te design an efficient hash table. The simulatien results fully meet
the expectatiens, backup eur theeretical analysis and allew accurate predictiens.

High ameunts ef en-chip memery can be traded in fer cemparatively small
ameunts ef eff-chip memery and additienal CAM. Cleverly chesen hash functiens
allew the reductien ef eff-chip memery size. @ffleading update everhead te
effline structures leads te a mere eptimized leekup engine and allews impreved
enceding. We prepesed twe cempressien schemes fer the summary that previde
real-time perfermance and are easy te implement. Cembined, the presented
design achieves an imprevement ever previeus selutiens up te an erder ef
magnitude.
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