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Abstract

A library of layered protocol wrappers hasbeendevel-
opedthat processInternetpacketsin reconfigurablehard-
ware. Thesewrappers canbeusedwith a reprogrammable
networkplatform called the Field ProgrammablePort Ex-
tender(FPX)to rapidlyprototypehardwarecircuitsfor pro-
cessingInternetpackets.Wepresenta frameworkto stream-
line and simplify the developmentof networkingapplica-
tionsthat processATM cells,AAL5frames,InternetProto-
col (IP) packetsandUDP datagramsdirectly in hardware.

1. Intr oduction

In recentyears,Field ProgrammableGateArrays (FP-
GAs) have becomesufficiently capableto implementcom-
plex networkingapplicationsdirectlyin hardware.By using
hardware that can be reprogrammed,network equipment
candynamicallyloadnew functionality. Sucha featureal-
lows, for example,firewalls to addnew filters thatcanrun
at line speed.The Field ProgrammablePort Extenderhas
beenimplementedasa flexible platformfor theprocessing
of network datain hardware. The library of wrappersdis-
cussedin thispaperallowsapplicationsto bedevelopedthat
processdataat several layersof theprotocolstack.Layers
areimportantfor networksbecausethey allow applications
to beimplementedat a level wherethedetailsof a protocol
layercanbeabstractedfrom thelayersaboveandbelow. At
the lowestlayer, networksmodify raw datathatpassesbe-
tweeninterfaces.At higherlevels,theapplicationsprocess
variablelength framesor InternetProtocolpackages.An
Internetrouter or firewall, for example,usethe IP, frame
andcell wrappertogetherwith a circuit to performrouting
lookups.At theuserlevel, anetwork applicationmaytrans-
mit directly or receive User DatagramProtocolmessages
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by instantiatingall wrappersdiscussedin section3 andas
shown in Figure1.

2. Background

In the Applied ResearchLab at WashingtonUniversity
in St. Louis, a set of hardware and software components
for researchin the field of networking, switching, routing
andactivenetworkinghavebeendeveloped.TheFieldPro-
grammableport extender(FPX) hasbeendevelopedto en-
ablemodularhardwarecomponentsto be implementedin
reprogrammablelogic. Themodulesdescribedin this doc-
umentare primarily targetedfor the FPX, thoughthe de-
signis written in portableVHDL andcouldbeusedin any
FPGA-basedsystem.

2.1. Switch Fabric

The centralcomponentof this researchenvironmentis
the WashingtonUniversity Gigabit Switch (WUGS) [5].
The WUGS is a fully featured8-port ATM switch, which
is capableof handlingup to 20 Gbpsof network traffic.
Eachport is connectedthrougha line card to the switch.
TheWUGSallowshardwareto beinsertedbetweentheline
cardsandthebackplane.
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Figure 2. WUGS configuration using the Field
Programmab le Por t Extender

2.2. Field ProgrammablePort Extender

TheFieldProgrammablePortExtender(FPX)[8, 7] pro-
vides reprogrammablelogic for userapplications. It pro-
videsinterfacesto boththeWUGSanda line-card,soit can
beinsertedinto a switchasillustratedin Figure2.

Figure 3 illustratesthe major componentson an FPX
board. The FPX containstwo FPGAs: the Network In-
terfaceDevice (NID) andtheReprogrammableApplication
Device (RAD). TheNID interconnectstheWUGS,theline
card and the RAD via an on-chip ATM switch core. It
alsoprovidesthelogic to dynamicallyreprogramtheRAD.
The RAD can be programmedto hold user-definedmod-
ules.This featureenablesuser-definednetwork modulesto
be dynamicallyloadedinto the system. The RAD is also
connectedto two SRAM and two SDRAM components.
Thememorymodulescanbeusedto cachecell dataor hold
largetables.

2.3. FPX Modules

Userapplicationsareimplementedon theRAD asmod-
ules. Modules are hardware componentswith a well-
definedinterfacewhich communicatewith the RAD and
other infrastructurecomponents.The basicdatainterface
is a 32-bit wide Utopiainterface.Internetpacketsenterthe
moduleusingclassicalIP overATM encapsulationandseg-
mentationinto ATM cells[10]. Thedatabuscarriesheader
and payloadof the cells. The other signalsin the mod-
ule interfaceareusedfor congestioncontrolandto connect
to memorycontrollersto accesstheoff-chip memory. The
completemoduleinterfaceis documentedin [12].

Usually, two application modulesare presenton the
RAD. Typically, onehandlesdatafrom the line cardto the
switch(ingress)andtheotherhandlesdatafrom theswitch
to theline card(egress).As with theTransmutableTelecom
System[9], modulescanbereplacedby reprogrammingthe
FPGAin thesystematany time. In thecaseof theFPX,this
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Figure 3. Components on an FPX boar d

functionalityoccursvia partialreprogrammingof theRAD
FPGA.

3. Network Wrapper Concept

Componentshave beendevelopedfor the FPX that al-
low applicationsto handledataon several protocol layers.
Similar circuitshavebeenimplementedin staticsystemsto
implementIP overEthernet[6]. Unlikesystemsthatoffload
protocolprocessingto aco-processor[1], thislibrary allows
all packet processingfunctionsto be implementedin hard-
ware.

Translationstepsarenecessarybetweenlayers. A clas-
sicalapproachcreatescomponentsfor eachprotocoltrans-
lation. In our approach,we combinethesetwo translation
units into one component,which hasfour interfacesas a
consequence:two to supportthe lower level protocoland
two to provide a higher level interface,respectively. Fur-
thermore,somecomponentsare connectedto eachother.
This is useful for exchangingadditionalinformationor to
bypasstheapplication.Thelatteris donein thecell proces-
sor(section3.1).

Whenan applicationmoduleis embeddedinto a proto-
col wrapper, the new entity surroundsthe user’s logic like
the letterU (Figure1). Regardingthe datastream,the ap-
plicationonly connectsto thetranslatingcomponent,which
wrapsup the applicationitself. Thereforewe will refer to
thesurroundingcomponentsaswrappers.

To supporthigherlevelsof abstraction,thewrapperscan
be nested. Sinceeachhasa well definedinterfacefor an
outerandaninnerprotocollevel, they fit togetherasshown
in Figure 1. As a result, we get a very modulardesign
methodto supportapplicationsfor differentprotocolsand
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levelsof abstraction.Associatingeachwrapperwith a spe-
cific protocol,we geta layermodelcomparableto thewell
known OSI/ISO networking referencemodel. This mod-
ularity givesapplicationdevelopersfreedomto implement
functionsat several protocol layersin their designs.They
caninterfacetheir logic to a wrapperwith the level of ab-
stractionappropriatefor their specificapplication. User-
level applications,for example,cancompletelyignorehan-
dling of complicatedprotocolissues,like frameboundaries
or checksums.

3.1. The Cell Wrapper

The wrapperon the lowest level is the cell processor
(Figure4). It performscell level operationsthat arecom-
mon to all FPX modules. First, incoming ATM cells are
checked againsttheir HeaderError Control (HEC) field,
which is part of the 5 octetheader. An 8 bit CRC is used
to preventerroredcellsfrom beingmisrouting.If thecheck
fails, thecell is dropped.

Cell thatareacceptedarenext processedby their virtual
channelinformation. The cell processordistinguishesbe-
tweenthreedifferentflows:

1. Thecell is onthedataVC for thismodule.In thiscase,
thecell will be forwardedto the inner interfaceof the
wrapperandthusto theapplication.

2. The cell is on the control cell VC andis taggedwith
thecorrectmoduleID. Controlcellsareprocessedby
the cell processoritself. This mechanismis covered
laterin this section.

3. Noneof theabove,i.e. this cell is not destinedfor this
module. Thesecellsarebypassedandtake a shortcut
to theoutputof thecell processor.

The cell processorprovidesthreeFIFOsto buffer cells
from eitherof thethreepaths.A multiplexercombinesthem
and forwardsthe cells to their last stop. Justbeforethey
leave thecell processor, anew HEC is computed.

Thebehavior of anFPXmodulecanbemodifiedvia con-
trol cells. Control cellsareATM cellswith a well-defined
structureandprovideacommunicationpathbetweenanex-
ternalcontroller(e.g.software)andtheon-chipmodules.

A standardcontrol cell format has beendevelopedto
transmit information betweensoftware [11] that controls
theFPX andhardwaremodules. Controlcellsto theRAD
containamoduleID field to addresstheapplicationmodule.
Somestandardopcodesareunderstoodby all FPXmodules.
Commandsto changethe VPI/VCI registers,for example,
allow a moduleto dynamicallychangetheflow which will
beprocessed.

Thecontrolcell handlingfunctioninsidethecell proces-
sor is designedto be very flexible, thusmakingit easyfor
applicationdevelopersto extendits functionality to fit the
needsof their modules.Userapplicationstypically support
morecontrolcell opcodesthanthestandardcodes.Thisfea-
ture is usuallyusedto configurethe moduleor to interact
with softwarecomponents,so extendibility wasan impor-
tant goal in the designof the cell processor. The control
cell processingframework performsCRCcheckandgener-
ation functions,buffering of commondatastructures,and
implementsa mechanismto sharecommoninformation.

A masterstatemachinewaits for control cells destined
for this moduleandthenstoresopcodes,userdata,theCM
field andsequencenumber. At thesametime it alsochecks
the control cell CRC.Every opcodehasits own statema-
chine. So addinga new commanddoesnot interferewith
existing ones. Every statemachinepolls the masterstate,
if a control cell with a valid CRC hasbeenreadand be-
comesactive on its opcode.For any incomingcontrol cell
(request),aresponsecell shouldbesent,if thecommandhas
beenprocessedsuccessfully. Becausethereis a statema-
chinefor every opcode,which generatesits own response
cell, a multiplexer takescareof forwardingthecorrectone
to the output port. Finally, every new control cell getsa
valid CRCbeforeit is forwardedto thecell multiplexer.

3.2. The Frame Wrapper

To handledatawith arbitrarylength,datais organizedin
frames,which aresentasmultiple cells. Several adaption
layershavebeenspecified([3, 4]), whichdiffer in theprop-
erty of beingconnection-orientedor connectionless,in the
ability to multiplex severalprotocolsoveronevirtual chan-
nelandto reordercellsduringtransmission.

ATM Adaption Layer 5 (AAL5) is widely usedfor IP
networks [10]). In AAL5 datagramsor framesof arbitrary
lengthareput into protocoldataunits(PDU).

The framewrappermodulefor the FPX handlesAAL5
frame data. Its interface is designedto provide applica-
tion moduleswith the ability to transmitandreceive vari-
ablelengthframes.TheframeprocessorreplacestheStart-
of-Cell signal with three signals, namely Start-of-Frame
(SOF),End-of-Frame(EOF)andData-Enable(DataEn).

As the nameindicates,SOF indicatesthe transmission
of a new frame.NotethattheHeader-Error-Control(HEC)



is not availablewith this wrapper. It is assumedthat only
valid cells arepassedto this wrapperandthat valid HECs
aregeneratedfrom outgoingcells.

The Data-Enablesignalindicatesvalid payloaddata. It
is an enablesignal for the dataprocessingapplication. It
is completelyindependentfrom the cell structure. Appli-
cationscan thereforeresizeframesor appenddataeasily.
They canalsogeneratenew frames.TheData-Enablesig-
nal is not assertedwhenpaddingis sent,sinceit is not con-
sidereda part of the frame. The End-of-Framesignal is
assertedwith thelastvalid payloadwordbeingsent.Appli-
cationsthushave enoughtime to startappendingdatato a
frame,if necessary.

After the EOF signal, two morewordsaresent. These
8 octetsrepresentthe AAL5 trailer, including someaddi-
tional informationfor this wrapper, that is usedto recreate
the lengthandthe CRC field. It is essentialthat applica-
tionscopy andforwardthetwo additionalwords.

3.3. The IP Packet Wrapper

TheIP processorwasdevelopedto supportInternetPro-
tocol basedapplications.It inheritsthesignallinginterface
fromtheframeprocessorandaddsaStart-of-Payload(SOP)
signal,to indicatethepayloadaftertheIP header, whichcan
be of variablelength. This wrapperserves threeprimary
functions:

1. It checksthe IP headerintegrity to verify the correct-
nessof the headerchecksum. Corrupt packets are
dropped.

2. It decrementsthe Time To Live (TTL) field. As of
RFC1812[2] all IP processingentitiesarerequiredto
decrementthis field. Oncethis field reacheszero,the
packet shouldnot be forwarded. This preventspack-
ets from looping in networks due to mis-configured
routers.

3. It recomputesthe lengthandtheheaderchecksumon
outgoingIP packets.

An IP headerusuallyhasthelengthof 20bytes,or5 words.1

The whole headermust be processedby a checksumcir-
cuit beforeany decisionabout its integrity can be made.
The IP Processorcomputesandthencomparesthe header
checksum.On a failure, the IP-packet is droppedby not
propagatingany signalto the application. If the Time-To-
Livefield of anincomingpacket is alreadyzero,thepacket
is alsodroppedandan ICMP packet is sentinstead.Oth-
erwisethe TTL field is decrementedby one. OutgoingIP
packetsarebufferedso that the actuallengthcanbedeter-
mined.Thecorrespondingfield in theheaderandtheheader

1This appliesto thevastmajority of IP packetsthatdonot containany
IP options.

checksumaresetaccordingly. Thereforeawholepackethas
to bebuffered,beforeit canbesentout.

To save and shareresourceswith other wrappers,the
IP wrapperunderstandsa protocol to updatethe contents
of bytesearlier in the packet. The IP processorcanapply
changesto the packet payloadfor fields, suchasa header,
that weresetwhenthe packet originally streamedthrough
the hardware. Updatecommandsareoptionalandare in-
sertedbetweenthe lastpayloadword (EOFsignalasserted
hi) andtheAAL5 trailer. An unusedbit (15) in theAAL5
lengthfield is usedto indicateupdatewordsor the startof
the trailer. The length field is also usedto hold an error
code,so that packetscanbe droppedbeforethey aresent
out. Updatewordscontaina 16bit updatefield anda15 bit
updateoffsetaddress.The16 bit word at theoffsetaddress
in thebuffer is replacedby theupdatefield.

3.4. The UDP Datagram Wrapper

The UDP processoris a wrapperthat supportsconnec-
tionlesscommunicationbetweenuserlevel applicationsus-
ing the UDP/IP protocol. This wrapper computesand
generatesthe UDP checksumand the length field in the
headerfor outgoingdatagrams. Incoming datagramsare
alsocheckedfor thechecksum,but theresultis only avail-
ableafterthewholepackethaspassedthroughthewrapper.
The UDP processorusessimilar signalsas the IP proces-
sor. It replacingtheSOPsignalwith theStart-of-Datagram
(SOD) signal. Applicationscansimply processdatagrams
or evengeneratenew oneswithout theneedto interpretor
generateUDP headers.

To determinethe correctchecksumfor outgoingdata-
grams,thewholepacket is buffered.SincetheIP processor
alreadybuffersa full IP packet, it would have beena waste
of on-chipresourcesto implementanadditionalbuffer just
for UDP. Instead,the UDP processorinforms the IP pro-
cessoraboutnecessaryupdatesin thepacketandleavesthe
buffering to thatwrapper.

4. Implementation Results

Wrappershave beensynthesizedto operateon theRAD
FPGA on the FPX. The system clock on the FPX is
100 MHz and the RAD is a Xilinx Virtex XCV1000E-7.
Table1 summarizestheresultsof our framework. Thefirst
columngives the numberof lookup tablesusedto imple-
ment eachfunction and the relative fraction of the chip
requiredto hold the logic. The secondcolumn specifies
themaximumfrequency of eachsynthesizedwrapper. The
third andthefourth columnsgive informationaboutdelays
in clock cycles of datapassingthroughthe wrappersand
aresplit into delaysbefore(in) andafter(out)anembedded
application.



Wrapper/Module Space Speed Delay(short) Delay(long) Throughput(short) Throughput(long)
LUTs rel MHz in out in out rel. Gbps rel. Gbps

Cell Processor 781 3% 125 4 6 4 6 100% 3.5 100% 3.5
FrameProcessor 1251 5% 116 21 22 10 31 84% 2.7 93% 3.0
IP Processor 1009 4% 109 36 39G 24 197G 84% 2.6 93% 2.9
UDP Processor 550 2% 114 39 44G 27 202G 84% 2.6 93% 2.9

�
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Table 1. Implementation results of the wrapper s

The delayshave beenmeasuredby sendingATM cells
backto back,containingUDP packets. UDP packetswith
only oneword (short)andpacketswith 512 bytesof pay-
load(long)havebeensent.Theshortdatagramsfit in asin-
gle cell and thereforehave the highestprotocoloverhead,
representingtheworstcasescenario.Thelongerdatagrams
representacommonsize,giving anaveragedelay. Notethat
thedelaysmarkedwith a( G ) aredependenton theIP packet
length,becausetheIP wrapperbuffersanentirepacket be-
fore forwardingit.

The last two columnsshow therelative andthe theoret-
ical maximumthroughputin gigabitsper secondfor each
wrapperandfor boththeshortandthelongUDP packets.

5. Conclusions

Wehavepresentedaframework for IP packetprocessing
applicationsin hardware. Althoughour currentimplemen-
tation wascreatedfor usein the Field ProgrammablePort
Extender, the framework is very generalandcaneasilybe
adaptedto otherplatforms. A library of LayeredProtocol
wrappershasbeenimplemented.Eachhandlesa particu-
lar protocollevel. By usinganentity thatsurroundsanap-
plicationmodule(a U-shapewrapper),the relatedlogic to
convert to and from a protocol are linked, increasingthe
flexibility andreducingthenumberof cross-dependencies.
The commoninterfacebetweenlayerssimplifiesdevelop-
mentof hardwareat all levelsof theprotocolstack.

The framework is useful for developersof networking
hardwarecomponents.ThecompleteIP processingframe-
work only utilizes14%of theRAD FPGAontheFPX,leav-
ing sufficient spaceto implementuser-definedlogic.
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