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Abstract

A library of layered protocol wrappess hasbeendevel-
opedthat processinternetpadketsin reconfiguable hard-
ware. Thesewrappess canbeusedwith a reprogrammable
networkplatform called the Field ProgrammablePort Ex-
tender(FPX)to rapidly prototypehardware circuitsfor pro-
cessingnternetpadets.We presenta framevorkto stream-
line and simplify the developmentof networkingapplica-
tionsthat processATM cells, AAL5frames InternetProto-
col (IP) padketsand UDP datagramsdirectly in hardware.

1. Intr oduction

In recentyears,Field Programmabldésate Arrays (FP-
GAs) have becomesufficiently capableto implementcom-
plex networkingapplicationgirectlyin hardware.By using
hardware that can be reprogrammednetwork equipment
candynamicallyload new functionality. Sucha featureal-
lows, for example,firewalls to addnew filters thatcanrun
at line speed. The Field Programmabléort Extenderhas
beenimplementedasa flexible platformfor the processing
of network datain hardware. Thelibrary of wrappersdis-
cussedn this paperallows applicationgo bedevelopedhat
procesdataat severallayersof the protocolstack. Layers
areimportantfor networksbecausehey allow applications
to beimplementedat a level wherethe detailsof a protocol
layercanbeabstractedrom thelayersabove andbelow. At
the lowestlayer, networks modify raw datathat passedbe-
tweeninterfaces.At higherlevels,the applicationgrocess
variablelength framesor InternetProtocolpackages.An
Internetrouter or firewall, for example,usethe IP, frame
andcell wrappertogethemwith a circuit to performrouting
lookups.At theuserlevel, anetwork applicationmaytrans-

mit directly or receve User DatagramProtocolmessages

*Thisresearctwassupportedn partby NSFANI-0096052and Xilinx
Corp.

by instantiatingall wrappersdiscussedn section3 andas
shovnin Figurel.

2.Background

In the Applied Research.ab at WashingtonUniversity
in St. Louis, a setof hardware and software components
for researchn the field of networking, switching, routing
andactive networking have beendeveloped.TheField Pro-
grammableport extender(FPX) hasbeendevelopedto en-
able modularhardware componentgo be implementedn
reprogrammabléogic. The modulesdescribedn this doc-
umentare primarily targetedfor the FPX, thoughthe de-
signis written in portableVHDL andcouldbe usedin ary
FPGA-basedystem.

2.1 Switch Fabric

The centralcomponenbf this researchervironmentis
the WashingtonUniversity Gigabit Switch (WUGS) [5].
The WUGS is a fully featured8-port ATM switch, which
is capableof handlingup to 20 Gbps of network traffic.
Eachport is connectedhrougha line cardto the switch.
TheWUGSallows hardwareto beinsertecbetweertheline
cardsandthe backplane.
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Figure 2. WUGS configuration using the Field
Programmab le Port Extender

2.2 Field Programmable Port Extender

TheField Programmabl®ortExtende(FPX)[8, 7] pro-
videsreprogrammabléogic for userapplications. It pro-
videsinterfacego boththeWUGSandaline-card,soit can
beinsertednto aswitchasillustratedin Figure2.

Figure 3 illustratesthe major componentson an FPX
board. The FPX containstwo FPGAs: the Network In-
terfaceDevice (NID) andthe Reprogrammabl@pplication
Device (RAD). TheNID interconnectshe WUGS, theline
card and the RAD via an on-chip ATM switch core. It
alsoprovidesthelogic to dynamicallyreprogranthe RAD.
The RAD can be programmedo hold userdefinedmod-
ules. This featureenableaiserdefinednetwork modulesto
be dynamicallyloadedinto the system. The RAD is also

connectedto two SRAM and two SDRAM components.

Thememorymodulescanbeusedto cachecell dataor hold
largetables.

2.3. FPX Modules

Userapplicationsareimplementedn the RAD asmod-
ules. Modules are hardware componentswith a well-
definedinterface which communicatewith the RAD and
otherinfrastructurecomponents.The basicdatainterface
is a 32-bitwide Utopiainterface.Internetpacletsenterthe
moduleusingclassicalP over ATM encapsulatioandsey-
mentationinto ATM cells[10]. Thedatabuscarriesheader
and payloadof the cells. The other signalsin the mod-
uleinterfaceareusedfor congestiorcontrolandto connect
to memorycontrollersto accesghe off-chip memory The
completemoduleinterfaceis documentedn [12].

Usually, two application modulesare presenton the
RAD. Typically, onehandlesdatafrom theline cardto the
switch (ingress)andthe otherhandlesdatafrom the switch
to theline card(egress).As with the Transmutabl&delecom
Systen{9], modulescanbereplacedy reprogramminghe
FPGAIn thesystematary time. In thecaseof theFPX, this
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Figure 3. Components on an FPX board

functionality occursvia partialreprogrammingf the RAD
FPGA.

3. Network Wrapper Concept

Componenthave beendevelopedfor the FPX that al-
low applicationsto handledataon several protocollayers.
Similar circuits have beenimplementedn staticsystemgo
implement P over Etherne{6]. Unlike systemghatoffload
protocolprocessingo aco-processdl], thislibrary allows
all paclet processindgunctionsto be implementedn hard-
ware.

Translationstepsare necessarypetweerlayers. A clas-
sicalapproactcreatessomponentg$or eachprotocoltrans-
lation. In ourapproachwe combinethesetwo translation
units into one componentwhich hasfour interfacesas a
consequencetwo to supportthe lower level protocoland
two to provide a higherlevel interface,respectiely. Fur-
thermore,somecomponentsare connectedo eachother
This is usefulfor exchangingadditionalinformation or to
bypassheapplication.Thelatteris donein thecell proces-
sor(section3.1).

Whenan applicationmoduleis embeddednto a proto-
col wrapper the new entity surroundghe users logic like
theletter U (Figure1). Regardingthe datastream.the ap-
plicationonly connectgo thetranslatingcomponentywhich
wrapsup the applicationitself. Thereforewe will referto
thesurroundingcomponentaswrappers.

To supporthigherlevelsof abstractionthewrappersan
be nested. Sinceeachhasa well definedinterfacefor an
outerandaninnerprotocollevel, they fit togetherasshavn
in Figure 1. As a result, we get a very modulardesign
methodto supportapplicationsfor differentprotocolsand
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levelsof abstraction Associatingeachwrapperwith a spe-
cific protocol,we getalayermodelcomparabldo thewell
known OSI/ISO networking referencemodel. This mod-
ularity givesapplicationdevelopersfreedomto implement
functionsat several protocollayersin their designs. They
caninterfacetheir logic to a wrapperwith the level of ab-
stractionappropriatefor their specificapplication. User
level applicationsfor example,cancompletelyignorehan-
dling of complicatedorotocolissues|ik e frameboundaries
or checksums.

3.1 The Cell Wrapper

The wrapperon the lowest level is the cell processor
(Figure4). It performscell level operationghat are com-
mon to all FPX modules. First, incoming ATM cells are
checled againsttheir HeaderError Control (HEC) field,
which is part of the 5 octetheader An 8 bit CRC s used
to preventerroredcellsfrom beingmisrouting.If thecheck
fails,thecell is dropped.

Cell thatareacceptedrenext processetby their virtual
channelinformation. The cell processodistinguishese-
tweenthreedifferentflows:

1. Thecellis onthedataVC for thismodule.In thiscase,
the cell will be forwardedto the innerinterfaceof the
wrapperandthusto the application.

2. The cell is on the control cell VC andis taggedwith
the correctmodulelD. Control cells areprocessedby
the cell processoitself. This mechanisms covered
laterin this section.

3. Noneof theabove,i.e. this cell is notdestinedor this
module. Thesecells are bypasse@ndtake a shortcut
to the outputof the cell processar

The cell processoprovidesthree FIFOsto buffer cells
from eitherof thethreepaths.A multiplexercombineghem
and forwardsthe cells to their last stop. Justbeforethey
leave thecell processaranew HEC is computed.

Thebehavior of anFPX modulecanbemaodifiedvia con-
trol cells. Control cellsare ATM cellswith a well-defined
structureandprovide acommunicatiorpathbetweeranex-
ternalcontroller(e.g. software)andthe on-chipmodules.

A standardcontrol cell format has beendevelopedto
transmitinformation betweensoftware [11] that controls
the FPX andhardwaremodules. Controlcellsto theRAD
containamodulelD field to addressheapplicationmodule.
Somestandardpcodesareunderstoodby all FPXmodules.
Commanddo changethe VPI/VCI registers,for example,
allow a moduleto dynamicallychangethe flow which will
beprocessed.

The controlcell handlingfunctioninsidethecell proces-
soris designedo be very flexible, thusmakingit easyfor
applicationdevelopersto extendits functionality to fit the
needsof theirmodules.Userapplicationgypically support
morecontrolcell opcodeshanthestandardodes.Thisfea-
ture is usually usedto configurethe moduleor to interact
with software componentsso extendibility wasanimpor-
tant goal in the designof the cell processar The control
cell processindgramework performsCRC checkandgener
ation functions, buffering of commondatastructuresand
implementsa mechanisnto sharecommoninformation.

A masterstatemachinewaits for control cells destined
for this moduleandthenstoresopcodesuserdata,the CM
field andsequenc@umber At the sametime it alsochecks
the control cell CRC. Every opcodehasits own statema-
chine. So addinga new commanddoesnot interferewith
existing ones. Every statemachinepolls the masterstate,
if a control cell with a valid CRC hasbeenreadand be-
comesactive on its opcode.For ary incomingcontrol cell
(request)aresponseell shouldbesent,if thecommandas
beenprocesseduccessfully Becausehereis a statema-
chinefor every opcode,which generategts own response
cell, amultiplexer takescareof forwardingthe correctone
to the outputport. Finally, every new control cell getsa
valid CRCbeforeit is forwardedto the cell multiplexer.

3.2 The Frame Wrapper

To handledatawith arbitrarylength,datais organizedn
frames,which are sentas multiple cells. Several adaption
layershave beenspecified[3, 4]), which differ in the prop-
erty of beingconnection-orientedr connectionlessn the
ability to multiplex several protocolsover onevirtual chan-
nelandto reordercellsduringtransmission.

ATM AdaptionLayer 5 (AAL5) is widely usedfor IP
networks[10]). In AAL5 datagram®r framesof arbitrary
lengthareputinto protocoldataunits (PDU).

The framewrappermodulefor the FPX handlesAALS
frame data. Its interfaceis designedto provide applica-
tion moduleswith the ability to transmitand receve vari-
ablelengthframes.Theframeprocessoreplaceghe Start-
of-Cell signal with three signals, namely Start-of-Frame
(SOF),End-of-FramgEOF)andData-EnablégDataEn).

As the nameindicates,SOF indicatesthe transmission
of anew frame. Notethatthe HeaderError-Control (HEC)



is not availablewith this wrapper It is assumedhat only
valid cells are passedo this wrapperandthat valid HECs
aregeneratedrom outgoingcells.

The Data-Enablesignalindicatesvalid payloaddata. It
is an enablesignalfor the dataprocessingapplication. It
is completelyindependenfrom the cell structure. Appli-
cationscan thereforeresizeframesor appenddataeasily
They canalsogeneratenew frames. The Data-Enablesig-
nalis notassertedvhenpaddingis sent,sinceit is not con-
sidereda part of the frame. The End-of-Framesignalis
asserteavith thelastvalid payloadword beingsent.Appli-
cationsthushave enoughtime to startappendingdatato a
frame,if necessary

After the EOF signal,two morewordsare sent. These
8 octetsrepresenthe AALS trailer, including someaddi-
tional informationfor this wrapper thatis usedto recreate
thelengthandthe CRCfield. It is essentiathatapplica-
tionscopy andforwardthe two additionalwords.

3.3 The IP Packet Wrapper

The P processowasdevelopedto supportinternetPro-
tocol basedapplications.It inheritsthe signallinginterface
fromtheframeprocessoandaddsa Start-of-Rayload(SOP)
signal,toindicatethepayloadafterthelP headerwhichcan
be of variablelength. This wrappersenesthree primary
functions:

1. It checksthe IP headerintegrity to verify the correct-
nessof the headerchecksum. Corrupt paclets are
dropped.

2. It decrementghe Time To Live (TTL) field. As of
RFC1812[2] all IP processingntitiesarerequiredto
decrementhis field. Oncethis field reachezero,the
paclet shouldnot be forwarded. This preventspack-
ets from looping in networks due to mis-configured
routers.

3. It recomputeshe lengthandthe headerchecksunon
outgoingIP paclets.

An IP headeusuallyhasthelengthof 20 bytes,or 5 words?
The whole headermust be processedy a checksumcir-
cuit beforearny decisionaboutits integrity canbe made.
The IP Processocomputesand thencompareghe header
checksum. On a failure, the IP-paclet is droppedby not
propagatingary signalto the application. If the Time-To-
Livefield of anincomingpacletis alreadyzero,the paclet
is alsodroppedandan ICMP pacletis sentinstead. Oth-
erwisethe TTL field is decrementedby one. OutgoingIP
pacletsarebufferedso thatthe actuallengthcanbe deter
mined.Thecorrespondindield in theheadeandtheheader

1This appliesto the vastmajority of IP pacletsthatdo not containary
IP options.

checksunaresetaccordingly Thereforeawholepackethas
to be buffered,beforeit canbesentout.

To save and shareresourceswith other wrappers,the
IP wrapperunderstands protocol to updatethe contents
of bytesearlierin the paclet. The IP processocanapply
changego the paclet payloadfor fields, suchasa header
thatwere setwhenthe paclet originally streamedhrough
the hardware. Updatecommandsare optionaland are in-
sertedbetweerthe last payloadword (EOF signalasserted
hi) andthe AALS trailer. An unusedbit (15) in the AAL5
lengthfield is usedto indicateupdatewordsor the startof
the trailer. The lengthfield is also usedto hold an error
code, so that paclkets can be droppedbeforethey are sent
out. Updatewordscontaina 16 bit updatefield anda 15 bit
updateoffsetaddressThe 16 bit word at the offsetaddress
in the buffer is replacedby the updatefield.

3.4. The UDP Datagram Wrapper

The UDP processois a wrapperthat supportsconnec-
tionlesscommunicatiorbetweeruserlevel applicationsus-
ing the UDP/IP protocol. This wrapper computesand
generateghe UDP checksumand the length field in the
headerfor outgoing datagrams. Incoming datagramsare
alsochecledfor the checksumbut theresultis only avail-
ableafterthewhole paclethaspassedhroughthewrapper
The UDP processowusessimilar signalsasthe IP proces-
sor. It replacingthe SOPsignalwith the Start-of-Datagram
(SOD) signal. Applicationscansimply processdatagrams
or evengeneratenewv oneswithout the needto interpretor
generatdJDP headers.

To determinethe correctchecksumfor outgoing data-
gramsthewhole pacletis buffered.Sincethe IP processor
alreadybuffersafull IP paclet, it would have beenawaste
of on-chipresourceso implementan additionalbuffer just
for UDP. Instead,the UDP processoiinforms the IP pro-
cessolboutnecessarypdatesn the packetandleavesthe
bufferingto thatwrapper

4. Implementation Results

Wrappershave beensynthesizedo operateonthe RAD
FPGA on the FPX. The system clock on the FPX is
100 MHz andthe RAD is a Xilinx Virtex XCV1000E-7.
Tablel summarizesheresultsof our framawork. Thefirst
column givesthe numberof lookup tablesusedto imple-
ment eachfunction and the relative fraction of the chip
requiredto hold the logic. The secondcolumn specifies
the maximumfrequeng of eachsynthesizedvrapper The
third andthe fourth columnsgive informationaboutdelays
in clock cycles of datapassingthroughthe wrappersand
aresplitinto delaysbefore(in) andafter (out) anembedded
application.



Wrapper/Module Space Speed| Delay(short)| Delay(long) | Throughput(short) Throughput(long)
LUTs | rel | MHz | in out | in out rel. Gbps rel. Gbps
Cell Processor 781 | 3% 125| 4 6| 4 6 | 100% 3.5 | 100% 3.5
FrameProcessor| 1251 | 5% 116 | 21 22 | 10 31| 84% 27| 93% 3.0
IP Processor 1009 | 4% 109 | 36 39| 24 197 84% 26| 93% 2.9
UDP Processor 550 | 2% 114 | 39 44| 27 20Z°| 84% 26| 93% 2.9
* seetext

Table 1. Implementation

The delayshave beenmeasuredy sendingATM cells
backto back,containingUDP paclets. UDP packetswith
only oneword (short) and pacletswith 512 bytesof pay-
load (long) have beensent. The shortdatagramdit in a sin-
gle cell andthereforehave the highestprotocol overhead,
representingheworstcasescenarioThelongerdatagrams
represendcommonsize,giving anaveragedelay Notethat
thedelaysmarlkedwith a(*) aredependenonthelP paclet
length,becauséhe IP wrapperbuffersan entirepaclet be-
fore forwardingit.

The lasttwo columnsshaw the relative andthe theoret-
ical maximumthroughputin gigabitsper secondfor each
wrapperandfor boththe shortandthelong UDP paclets.

5. Conclusions

We have presented framework for IP pacletprocessing
applicationsn hardware. Although our currentimplemen-
tation was createdfor usein the Field Programmabldort
Extender the framework is very generaland caneasilybe
adaptedo otherplatforms. A library of LayeredProtocol
wrappershasbeenimplemented. Eachhandlesa particu-
lar protocollevel. By usinganentity thatsurroundsan ap-
plication module(a U-shapewrapper),the relatedlogic to
corvert to and from a protocol are linked, increasingthe
flexibility andreducingthe numberof cross-dependencies.
The commoninterfacebetweenlayerssimplifies develop-
mentof hardwareat all levelsof the protocolstack.

The framework is useful for developersof networking
hardwarecomponentsThe completelP processingrame-
work only utilizes14%of theRAD FPGAontheFPX, leav-
ing sufiicient spaceo implementuserdefinediogic.
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