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1. Introduction and Achierements

The research project KTI-Da CaPo++ is based on the project Da CaPo (Dynamic Configuration of Pro-
tocols) at the ETH. Thexéended system of Da CaPo++ yides a basis for an application framuek

for banking edironments and tele-seminars. It includes the support of prototypical multimedia applica-
tions to be used on top of high-speed meks including dynamically configurable security and multi-

cast aspects.

The main goal for this document is the description of the implemented design as stateereldeco-

ers the application framrk parts carried out at ETH and Da CaPo++ core system internal details con-
cerning the security and rent C-modules. These goalsvhabeen achieed and implemented under
Solaris 2.5.1 on Sunavkstations including multimedia equipment, such as cameras, microphones, and
spealers.

Finally, the implemented design of Da CaPo++ has remained independewntspaific transport infra-
structure, as long as the considered oetvoffers minimal features.g., bandwidth, delayor bit error

rates that are requested by an application. A heterogeneous infrastructure, including Etherfibt and A
(Asynchronous fansfer Mode), is supported, which has been demonstrated in the final project demon-
stration Julyl, 1997.

1.1 Brief Survey of Da CaR++

The lernel system of Da CaPo++ — called Da CaPo++ core systemiggsthe possibility to configure
end-system communication protocols. This process is based on curkeiltipla application require-
ments, local resources, and netwprerequisites. The result is defined as an adapted and best possible
communication protocol under well-defined circumstances. Baditiry blocks, in particular protocol
functions and their mechanisms, form the basis for the process of configuration.

The Da CaPo++ core is responsible for handling multiple data tmd protocol processing completely
Via its application programming intade (API) Da CaPo++ fars unicast- and multicast-services to
applications. The API consists of a control access point, whichisattbmanipulate and configure entire
sessions, consisting ofvaral flovs. Data access points seras means to specify the handling of data
after protocol processing. This might be a transfer to the application or the specification of theiwindo
which video has to be displayed.

1.2 Structure of this Implementation Documentation

This document contains a discussion of the implementation necessary changedeasidns to
Da CaPo and describesykfunctionalities that hae been added to f&fent elements of D&aPo, result-
ing in the Da CaPo++ core system and the appropriate applicatiorwioakne
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This document does not include descriptions of tasks and application scenarios that are being handled by
the project partners of Schweizerischer Batkin, Basel (SBV) and XMIT @, Zirich.

This documents is ganized as follass. Initially, Section? delvers the table of contents and Secon
and Sectior additionally list all figures and tables.

Section5 includes the implementation and design of the Application ProgrammingatréefAPI),
which corers an internal structure of an upper anda&loAPI as well as the model of sessions anaglo
including a short vie into the applied biffer management. Detailed methods and atteid are dis-
cussed.

Section6 contains security aspects thatddeen implemented not conforming with the corresponding
section 3 of security within the detailed design document. In addition, it containsHéots that deal
with the sequence of actions ¢gikfor \arious steps in the Security Manager and the Da CaPo++ core.

Furthermore, Section briefly summarizes the main multicasting features alreadywechie

The implementation of the Application Frawak of Da CaPo++ is prided in Sectior8. In particular
the WWW application scenario is discussed. The implementation oktbeded WWW braser and
sener and the multimedia file client are presented. In addition, the videeyits shared ersion, and
the multimedia sender and senare described. Further application scenarie® @t been included
due to project partner responsibilities.

Finally, a short discussion and initial approach to synchronization issues are handled inSection

1.3 Remarks

This document ogers workpackages done at ETH Zirich, in more detail — concerning the internal num-
bering of workpackages of the project — package B (Application Programmingado&drfpackage C
(Multicasting), package D (security), package K1/L1 (Picture phone), package 11 (Addmy/\pack-

age 12 (Da CaPo++ilfeo Mewer), and package K4/L4/K5 (Wd Wide Web). Work package A (core
system) has been documented in a separate set of documents.

Finally, project partner reports for packages 14 (Application Sharing), packageele3Banking), and
package L4 (@le-SeminarTele-Referat) will be found eladere.

Due to the prototypical implementation of the project, all issues are subject to change in the future. This
is not only limited to functions, methods, or tasks, imay include certain conceptual changes due to
reasons disered within the detailed design phase. Implementation restrictioesblean added aarf

as thg form a major aspect of interest. The implementation isiged “as is” without gpress or
implied warranty
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5. Application Programming Interface (API)

5.1 Introduction

This document presents in a detailedywall design and implementation issues concerning the Da
CaPo++ application programming int@ee (API). This report is a synthesis of both fine design and
implementation documents that were cowedi before and during the implementation, respelsti

Thus, it prevides a unified vie over the programmed API and constitutes a reference as some aspects of
both preious documents may no longer kadid.

Some more technical parts of this document are intended ybody who wishes tox¢éend the func-
tionality of the API. These parts can be most of the time skipped by application programmers, who will
just have to understand both the fundamental design principles and the “visible” functionalityegro

by the API.

5.2 API's Design Oerview

This chapter introduces the fundamental design principles that guided the implementation of the API. It
should be carefully read byyprogrammer who wishes taiitd applications.

In order to mak the management of resources eaiiems decided to split applications and Da CaPo++
core system in diérent “UNIX" processes and to use only one Da CaPo++ process per machine. Thus
applications hae their avn processes and communicate with the Da CaPo+ersei interprocess
communication (IPC) mechanisms. The upper API part is thereforedlittikthe application, whereas

the lowver API part is the intesaice to the Da CaPo++ system. A complete illustration of thiscgrment

is illustrated in Figurd on pages.

Appl. ctl —»

Data

eEEEEEm,

¢ e ™ Session
. A S 3 Sul.4 - - .
DaCaPoClients. o Rec® o2 "% o2 "% 4
Upper : 'K :l Mgr iy Send.‘.. ReCV‘. n
APL 1S vent a) gs o ¥sFlow,"sFlow," «
emux. e . . o ' 4 « . S V'Y
--‘---‘ ' amm I&*- I‘
Sending of notifications
to each application
Lower DaCaPo il Notifier
Data
API Sener Mgmt
Da CaPg++
Core
System

Figure 1. APl Components
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Thus the design consists in an upper API (described in Séctioan pagd®6), in a laver API
(described in Sectios.5 on pag®9) and finally in &rious IPC mechanisms to deal with the sending
and receiing of both data and control information between the $&parate processes (see Se&i8n

on page9). The laver API consists basically in@aCaPoServer (responsible for the main control pro-
tocol between each application and the Da CaPo++ process), in an internal data management (storage of
all protocol related information, such as application requirementsémnme) and in a notifier which
receves a naotification each time data is ready to be vedeirom the application.ormale the Da
CaPo++ core concepts visible on the application sktensvve use of abstractionsas performed. The

use of an object-oriented programming language (C++Hvatlato define a set of classes that can be
instantiated by the application programnigrere are only three such main classesbt@aPoClient

that is responsible for all security aspects when communicating with the Da CaPo++ cesssitire

and theFlow that represent both service and protocol graph resphctiThese classes and all their
attributes and methods will be furthexpdained in Sectio®.4.1 on pag&6. The IPC mechanisms are
either UNIX domain soaits (for the main control protocol) or shared memory (for data transfers where
efficiengy is a critical issue).

5.3 Interprocess Potocols

As already mentioned in the desigmeoview, the elected IPC mechanisms are either UNIX domain
soclets for the main control protocol or shared memory for critical data transfers such as application
data. Both mechanisms are further detailed in the coming subsections.

5.3.1 Main Control Protocol

The main control protocol is responsible for the setup of a connection between the application and Da
CaPo++ processes. First an application mugster itself tovards the core security managhen a ses-

sion must be created (with all its\le and application requirements) and configured. After the session
has successfully connected, the data transfers can start or stop according to the applicatiora Finally
session must be desyadl, and all resources resethvin the core system may be deallocated, gendte-

ally re-used by a nmesession.

All these operations constitute the task of the main control protocol. As timing issues are not critical for
this protocol and there is a dacapo process located on each machine, a UNIX donediocsmection

was used. This protocol is basically bidirectionalvéeer, it is alvays the upper API which sends a
request, follaved by an ackneledge from the laver API. Thus it is not possible for thenler API to
asynchronously send a request to the application ydre enechanism is used for this type of communi-
cation, cf. Sectios.4.5 on pagé9).

The format of the main control protocol PDUs igagi in Sectiorb.3.1.1 on pag®. For the successful
sending/receing of PDUs weer this channel, a set of management functioas weeloped (cf.
Section5.3.1.2 on pag#éb).

5.3.1.1 Contol PDUs Format

Each main control protocol PDU has the format illustrated in Figume page. It consists of a com-
mand field folleved by a list of parameters.

COMMAND Param 1 Param 2 Param N

Figure 2. Main Control Protocol PDU Format

For each command there is aefixknumber of parameters. Each parameter is delimited via delimiter
characters such as “[“ and “]". In case where such a delimiter is present in the contents of a parameter
simple character stiifig is used (with a “*” in front of each “[*, “]” and “*"). Knaing that the commu-
nication awver a UNIX domain soak is reliable, no error detection scheme has to bads over this
channel.
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To meet the needs of such a protocol, the set of all necessary PDUs is illustratieldin The “Src”
field indicates who is the sender of the PDU, either the upper ontiae API. For each parametethe
data type is pndded in brackts (eitheint orchar* , C-syntax).

Table 1. PDU Wypes

Command Src Description + Reaction + Rrameters (ordered)
CTRL_REGISTER_APP Up An application wishes to géster in Da CaPo++ system \ler
API).

Reactions are either CTRLCECEPT_APP or
CTRL_REJECT_APP (determined by the security man-
ager).

Parameters are:
® (int) Processld:
® (char*) UserName:
® (char*) ApplicationName:
® (char*) ApplicationCertificate:
® (char*) UserRssPhrase:
® (char*) Publickey:
® (char*) Secretlgy:

CTRL_ACCEPT_APP Low The application is authorized to communicate with Da
CaPo++.
No reactions.
Parameters are:
® (int) coreApplicationld: global application identifier on
the machine
® (char*) mmapFileName: to set up the mmap area for
event notification
® (int) mmaplnitialSize: initial size of the shared area

CTRL_REJECT_APP Low The application is ND authorized to communicate with Da
CaPo++.

No reactions.

No parameters.

CTRL_REG_NEW_SES Up The configuration file is parsed in the upper APl and only the
session releant information is transmitted with this com-
mand.

CTRL_TMP_REG_SES ¢éilures are not considered...).

Parameters are:
® (int) coreApplicationld:
® (int) SessionRole:
® (int) Sessionype:

CTRL_TMP_REG_SES Low The nev session releant data \as stored in a temporaryfer
(it will be stored in the lver API internal tables only wher
the session is fully mstered with all flavs, ...)

No reactions.

Parameters are:

¢ (int) CoreSessionld: machine unique id. for the sessipn

CTRL_REG_NEW_FL®V Up The configuration file is parsed and only thevflelevant
information is transmitted with this command (one call fo
each sessios’flow).

CTRL_OK_FLOW (failures are not considered)

Parameters are:
® (int) CoreApplicationld:
® (int) CoreSessionld:
® (int) FlowType: audio, video or data
¢ (int) FlowDirection: up-davn or davn-up
® (int) FlowSinkSource: application, file, diee

=
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Table 1. PDU Wypes

Command Src Description + Reaction + Rrameters (ordered)

CTRL_OK_FLON Low The flov was properly rgistered (without anARs!)
No reactions
Parameters are:

® (int) CoreFlavld:

CTRL_REG_NEW_AR Up A new application requirement is transmitted to the@do API
(either during the session configuration setup, or before|ini-
tiating a reconfiguration during run-time).

No reaction as it is assumed that the parser component in the
upper API already cheek if the AR and the current flo
were “compatible”.

Parameters are:
® (int) CoreFlavid:
® (char*) ARId: identifier of the application requirement
® (char*) Firstalue
® (char*) Second alue
® (char*) Third \alue
® (int) Type: Meaning of all threealues

CTRL_END_FLON Up All application requirements for the currenifibvarze been
parsed and sent.

The reaction is TMP_REG_FI\ (failures are not consid-
ered)

No parameters:

CTRL_TMP_REG_FL®V Low The nav flow relevant data \as stored in a temporaryffer.
No reactions.
Parameters are:
¢ (char*) mmapAddressCtrlUpRm: to set up the sharec
area for the sending of control information
® (int) mmaplnitialSize: initial size of the shared area
® (char*) mmapAddressCtriDenUp: to set up the shared
area for the receing of control informa-
tion
® (int) mmaplnitialSize: initial size of the shared area
® (char*) mmapFileAddressData: to set up the shared area

for the sending of data information (only
if necessary)

® (int) mmaplnitialSize: initial size of the shared area
(only if necessary)

CTRL_REG_NEW_SYNC Up Two (or more) flvs are synchronized together
CTRL_TMP_REG_SYNC dilures are not considered...).
Parameters are:

® (int) CoreSessionld:

® (int) SyncLevel:

® (int) NbOfSyncFlavs: to knav how mary parameters

there are

¢ (char*) FlavName1:

® (char*) FlavName2:

® (char*)... (maximum number of fies is currently 7)

CTRL_TMP_REG_SYNC Low The synchronization informationas properly rgistered.
No reactions.
No parameters.

CTRL_REGISTER_SES Up The session features wereanncompletely defined, the whole
session can be definitelygistered.

Reactions are either CTRLCLEPT_SES or
CTRL_REJECT_SES.

No parameters:
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Table 1. PDU Wypes

Command

Src

Description + Reaction + Rrameters (ordered)

CTRL_ACCEPT_SES

Low

The session is accepted by thedo API
No reactions.
Parameters are:
® (char*) mmapAddressNotifUpDun: to set up the

shared area for the sendingaflaotifica-
tions

* (int) mmaplnitialSize: initial size of the shared area
® (char*) mmapAddressNotifDenUp: to set up the

shared area for the sending ofiflootifi-
cations

* (int) mmaplnitialSize: initial size of the shared area

CTRL_REJECT_SES

Low

The session &s rejected by thevuger API.
No reactions.
No parameters.

CTRL_CONNECT_SES

Up

The session requests to be connected.
Reactions are either CTRLOECEPT_CONNECT or

CTRL_REJECT_CONNECT
Parameters are:

® (char*) grpAddress:

® (char*) grpService:

® (char*) localAddress:

® (char*) localService:

® (char*) remoteAddress:

® (char*) remoteService:

® (char*) localinterfce:

® (char*) remotelntedce:

® (int) CoreSessionld:

CTRL_ACCEPT_CONNECT

Low

The core system successfully performed the connect on the

session.
No reactions.
No parameters.

CTRL_REJECT_CONNECT

Low

The core system could not perform the connect on the session.

No reactions.
No parameters.

CTRL_LISTEN_SES

Up

The session requests to be connected.
Reactions are either CTRLCECEPT_CONNECT or

CTRL_REJECT_CONNECT
Parameters are:

® (char*) grpAddress:

® (char*) grpService:

® (char*) localAddress:

® (char*) localService:

® (char*) remoteAddress:

® (char*) remoteService:

® (char*) locallnteréce:

® (char*) remotelntedce:

® (int) CoreSessionld:

CTRL_ACCEPT_LISTEN

Low

The core system successfully performed the listen on the s
sion.

No reactions.

No parameters.

CTRL_REJECT_LISTEN

Low

The core system could not perform the listen on the sessiagn.

No reactions.
No parameters.

es-

>
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Table 1. PDU Wypes

Command

Src

Description + Reaction + Rrameters (ordered)

CTRL_CONFIGURE_SES

Up

The session requests to be configured.

Reactions are either CTRLOCEPT_CONFIGURE or
CTRL_REJECT_CONFIGURE.

Parameters are:

® (int) CoreSessionld:

CTRL_ACCEPT_CONFIGURE

Low

The core system successfully performed the configure on
session.

No reactions.

No parameters.

CTRL_REJECT_CONFIGURE

Low

The core system could not perform the configure on the se
sion.

No reactions.

No parameters.

CTRL_ACTIVATE_SES

Up

The session requests to be\attd.

Reactions are either CTRLOCEPT ACTIVATE or
CTRL_REJECT_ATIVATE.

Parameters are:

® (int) CoreSessionld:

CTRL_ACCEPT_ACTIVATE

Low

The core system successfully performed thevaietion the
session.

No reactions.

No parameters.

CTRL_REJECT_ATIVATE

Low

The core system could not perform the\at# on the session
No reactions.
No parameters.

CTRL_DEACTIVATE_SES

Up

The session is deactited

Reactions are eitherGCEPT_DEACTIVATE or
REJECT_DEATIVATE

Parameters are:
® (int) coreSessionld
® (int) stopWay: either GRAEEFUL or GRACELESS

CTRL_ACCEPT_DEACTIVATE

Low

The core system successfully performed the desieton the
session.

No reactions.

No parameters.

CTRL_REJECT_DERTIVATE

Low

The core system could not perform the deatdi on the ses-
sion.

No reactions.

No parameters.

CTRL_CLOSE_SES

Up

Closing of the session

Reactions are either CTRLCELEPT _CLOSE or
CTRL_REJECT_CLOSE

Parameters are:

® (int) coreSessionld

CTRL_ACCEPT_CLOSE_SES

Low

The session could be properly closed in theeloAPI.
No reactions.
No parameters.

CTRL_REJECT_CLOSE_SES

Low

The session could not be properly closed in theitcAPI
(because some components may still bevati

No reactions.

Parameters are:

® (char*) Warning:
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Table 1. PDU Wypes

Command Src Description + Reaction + Rrameters (ordered)

CTRL_CLOSE_APP Up The application requests to \eaDa CaPo++.

Reactions are either CTRLOCEPT_CLOSE_APP or
CTRL_REJECT_CLOSE_APRP

No parameters.

CTRL_ACCEPT_CLOSE_APP | Low The application could be properly deallocated in theelo
API.

No reactions.

No parameters.

CTRL_REJECT_CLOSE_APP | Low The application could not be properly deallocated in theito
API (because some components may still bev@ti

No reactions.

Parameters are:

(char*) Warning:

CTRL_SEC_MGR Up The application sends a request transparently to the core Da
CaPo++5 security manager

Reactions are either CTRL_SEC_MGRCBEPT or
CTRL_SEC_MGR_REJECT

Parameters are:
® (char*) Request:

CTRL_SEC_MGR_KCEPT Low The request as successfully processed by the security man-
ager

No reactions.

Parameters are:

® (char*) Reply:

CTRL_SEC_MGR_REJECT Low The request could not be processed by the security manager

CTRL_SET_AR Up A new application requirement is transmitted to thedo API
No reaction
Parameters are:

® (int) CoreFlavid:

® (char*) ARId: identifier of the application requirement

® (char*) First alue

® (char*) Second alue

® (char*) Third \alue

® (int) Type: Meaning of all threealues
CTRL_SET_AR_ACCEPT Low The nev AR was properly rgistered.

No reactions.
No parameters.

CTRL_SET_AR_REJECT Low The nev AR could not be properly géstered.
No reactions.
No parameters.

CTRL_GET_AR Up The computed (configuredalue of an application require-
ment is required.

Reaction is either CTRL_RETURN_AR or
CTRL_FAILURE_AR.

Parameters are:
¢ (int) CoreFlavld:
® (char*) ARId:
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Table 1. PDU Wypes

Command Src Description + Reaction + Rrameters (ordered)

CTRL_RETURN_AR Low The computed (configuredale of the AR is returned.
No reactions.
Parameters are:
* (char*) ARId: identifier of the application requirement
® (char*) First alue
® (char*) Second alue
® (char*) Third \alue
® (int) Type: Meaning of all threealues

CTRL_FAILURE_AR Low The computed (configuredale of the AR could not be
returned.

5.3.1.2 Management of Conwl PDUs

A set of functions to create amé’DU of a gven type (command), to append avngarameter and to
send it on the UNIX domain soekas well as the corresponding set to recai PDU from the soek
and to etract its command identifier and all its parameters argged in the filectrl-util.h . These
functions are used by both upper anddo API. For more information wer these functions, the reader is
invited to directly consider the filesl-util.[ch]

5.3.2 Additional Data Exchanges

For the transmission of application data from the application process to the Da CaPo++ process, it is not
possible to use the same IPC mechanism as for the main control protocol. The main resiemadg, ef

as sending dataver a UNIX domain soak implies data copng from the usespace to thedenel and
vice-versa. This scheme leads to major bottlenecks and must not be considered if a huge amount of data
is sent/receled directly in the application.oTcounter this unnecessary dataying, we transmitted

data @wer shared-memorylhis solution reduces the load due to datasrmpat the gpense of seeral
synchronization system calls (semaphores are necessary to “signal” Haé @frmev data w@er the
shared-memory). Heever, simple simulations sheed that using a semaphore synchronized shared-
memory vas up to ten times morefiefent than a soak based solution (either UNIX or INTERNET
domain).

Figurel on page illustrates tw types of shared-memory communications. First the sendingirarei
of user/control data between theftband the A-modules, and then the sending of bathte and noti-

fications. These data typesveaifferent properties and are illustrated able2 on pagel5.

Table 2. Shaed-memory Channel Poperties

Type Properties Packet size

User/Ctrl Data One single writer variable
One single reader

Evenf/Notification | Several writers fixed
One single reader

a. During implementation, it appeared that assmore
efficient to considerariable size wents

The most important dérences between the dvehannel types is the patksize (either figd or \aria-
ble) and the number of concurrent “processes” (threads in ourxtotiat simultaneously try to write
data. These diérences and their implications are further described in thenfiolipsubsections.

5.3.2.1 Ctrl/User Data Exchanges

For control/user data, pagksizes may be of grsize (mainly dependent of the application). This is the
most general case where the shared-memory can wedsias a “continuous” area as in part (a) of
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Figure3 on pagel6. As there is only one writing thread, only the access to the shared memory must be

T ~Shzalred-Memé)r¥‘ o
_..-Control Header

size )
“Continuous” | size “Discrete”
Data Area 1 Nb of Cells [ pata Area
T date data
-
Cell Size
(@) (b)

Figure 3. Fixed and Vriable Packet Size Shaed Areas

granted through semaphores. Actuatiyo semaphores are required for both writing and reading data.
Each written paadt consists first in its size (one igér) and then its contents (this enables the reader to
read e&actly one paost). A code sample on fwato use the access semaphores igigeal in Figuret on
pagel6.

int read(char *buffer, int write(char *buffer,
int *bufferLen) { int bufferLen) {
sema_wait( newData ); /* test if enough room */
/* reading of new data */ /* for new data */
buffer = ...; while( bufferLen <
bufferLen = ..; areaSize-curBytes)
sema_post( freePlace ); sema_wait( freePlace );
... = buffer;
}

sema_post( newData );

}

Figure 4. Read/Write Functions 6r a Variable Packet Size Shaed Area

5.3.2.2 Sending/Reception of Eants/Notifications

For the fixed packt size, the elected structure is slightlyfetfiént (although the same scheme asipus
could hae been used). 8/no longer hae a “continuous” memory areautba set of cells that are
designed to contain only one message. As befoie semaphores are required to grant access to the
shared-area. Higever, as there are geral writing threads, the access to thetrdeee cell must also be
protected by a muke Again, a code sample is pided in Figures on pagel?.

5.4 Upper API

As already mentioned in the/erview, there are three main abstractions in the object model of the upper
API. In the folloving subsection, each class specification vemi with all attriites and methods. The
application programmer may skip this subsection and see directly a more functional description of each
class from Sectiob.4.2 on pag@2 to Sectiorb.4.5 on pag@9.

5.4.1 API's Object Model

The three main data abstractions arevioied in the folleving subsections. It has to be noted that during
the implementation, some classes were split in a base class (hidden to the application programmer) and
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int read(char *buffer, int write(char *buffer,

int *bufferLen) { int bufferLen) {

sema_wait( newData ); sema_wait( freePlace );
[* reading of new data */ mutex_lock( cell );
buffer = ...; /* writing of new data */
bufferLen = ..,; ... = buffer;
sema_post( freePlace ); ... = bufferLen;
mutex_unlock( cell );

} sema_post( newData );

}

Figure 5. Read/Write Functions ér a Fixed Packet Size Shaed Area

the visible class (e.g., tlEaCaPoClient class vas split inDaCaPoClientBase andDaCaPoClient
the former being a base class of the latter).

A more complete description of the used classes can be found directly in the implementation files (see
Appendix B).

NOTE: for most of the listed methods, the parameters are ven.gi

5.4.1.1 The DaCaBClient Object

See Sectioh.4.2 on page?2 for a functional description of tlimCaPoClient class. All attrilutes and
methods are illustrated irable3.

Table 3. DaCaPClient Methods and Attributes

Name
[attr)methode] Visibility | Description “Friend”
DaCaPoClient() Public Setup of a connection between the application angd None
the Da CaPo++ core system.
Two exceptions are raised if the constructor could not
perform its job: “SergrNotAccessible” and
“SernverAccessDenied”.
Parameters are:
® Security information.
int Close() Public The connection to the Da CaPo++ sens closed None
and proper resource deallocation is performed.
No parameters.
int SendSecMgrRe- Public Sending of a transparent message to the security| None
quest() manager of the core system.
Parameters are:
¢ Buffer and its size
~DaCaPoClient() Private Destructor None
int coreApplicationld Private Global identifier of the application (on a single Session
machine)
int open() Private Creation of the UNIX soeit and connecting to Session
DaCaPoSemr (blocking call). Flow
Return \alue is either SUCCESS oAREURE.
Parameters are: (no parameters)
int sockFd; Private Attributes for the UNIX domain soek creation None
int servLen
struct sockaddr_un
unixPathSererAd-
dress
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Table 3. DaCaClient Methods and Attributes

Name
[attr)methode] Visibility | Description “Friend”
int close() Private Closing of the UNIX soac#t. Session
Return alue is either SUCCESS oARURE. Flow
Parameters are: (no parameters)
int sendCtrl() Private Sending of a control paekover the UNIX sockt Session
Return alue is either CTRL_NO_ERDR or err- Flow
Code
Parameters are:
® (CtrlPacket*) cp
int recvCtrl() Private Receving of a control paait over the UNIX sockt | Session
(blocking call). Flow
Return alue is either CTRL_NO_ERDR or err-
Code
Parameters are:
® (CtrlPaclet*) cp:
int status Private Status of the DaCaPoClient object, eith&fTAHOR- | None
IZED or NOT_AUTHORIZED
EventDemux *e&entDe- | Private Responsible for thevent processing in the applica-| None
mux tion.
5.4.1.2 The Session Object
All attributes and methods are pided in Table4.
Table 4. Session Methods and Attribtes
Name
[attr/method] Visibility | Description “Friend”
Session(char *configu-| Public When creating a meinstance of a session, the only None
rationFile, DaCa- parameters to transmit to the object constructo

PoClient *client); are the DaCaPoClient object and the contents of
the configuration file to set up all fis with their
application requirements

Listen( Public This function is imoked exclusively by the sessioa’ | None
Connectinfo conlnfo, CREATOR. It can be used for both unicast and

EventAction *upc- multicast cases.

Func) All provided addresses are on the one side the group
address and service (only for multicast), the logal
address and service and the local iratesf(either
machine_e ormachine_a for IP and AM
respectiely).

finally, the upcall function is responsible to process
incoming &ents from Da CaPo++ system.
Connect( Public This function is imoked exclusively by the sessioa’ | None
Connectinfo conlnfo, PARTICIPANT. It can be used for both unicast

EventAction *upc- and multicast cases.

Func) All provided addresses are on the one side the group
address and service (only for multicast), the
remote address and service (those of the CREA-
TOR), the local address and service and finally the
local interfice (eithemachine_e  or
machine_a for IP and AM respectiely).

Finally, the upcall function is responsible to process
incoming &ents from Da CaPo++ system.
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Table 4. Session Methods and Attribites

Name
[attr/method]

Visibility

Description

“Friend”

Configure()

Public

All flows belonging to this session arexnconfig-

ured. In case of multicast, this can be performed
only once as no reconfiguration is authorized. Ih

unicast case, only the fle whose requirements
were modified are mdy reconfigured.

None

Activate()

Public

All A-modules (Fmodules for receging flows) are
activated and start sending data or “displaying”
incoming data (this corresponds actually to the
activation of the lift algorithm). A test is per-
formed to see if all incoming fles were properly
initiated with the necessary upcall functions to
process incoming data and control information.

None

Deactvate (int stop-
Way)

Public

All sending A-modules are stopped, meaning that

new data is accepted from the A-module. Accord-

ing to the stop\&y parameter (graceful of grace-
less), the already present data in the graph is ei
transmitted or the lift is simply stopped.

A stopped session can be reaatizd with an Acti-
vateSession() call.

nblone

ther

Close()

Public

The session is deallocated (e.g., the connection w
peer is destied, the protocol graphs resources
are returned to the system). It is only possible t
perform a Close() if the sessiomsvbefore deacti
vated.

ithlone

[®]

GetFlovDescriptor
(char *FlovName)

Public

The goal of this function is to prime a flav descrip-
tor for a gien flow. If not available, each refer-
ence to a flew through the char *FleName would
imply a loop on all current fles which each time
a string comparison. M this function, this
expensve process is performed only once.

None

SetReqgFlav(int FlowD-
escriptor “QoS
value”)

Public

Single requirements are transmitted to tivegloAPI
(requirement identifiemin/max \alues, weight
function) through th&etRegFlow() com-
mand. These requirements are stored in thve flo
table of the laver API. The application require-
ments are normally set during the session creal
through the configuration fileubfor further
reconfiguration (if alleved), it is necessary to Ve
the possibility to change atyatime

None

ion

GetReqgFlav(int Flow-
Descriptor “QoS
value”)

Public

The GetReqFhM() function returns the actual config-None

ured \alues of required attrites, thg may be
identical to those set by SetReqk().

SendDataFh(int
FlowDescriptor
DataRucket *dp)

RecvDataFla(int
FlowDescriptor
funcPtr *upcFunc)

Public

Sending/Receing of data to/from the correspondin
A-module. Both these functions are onlyyided
by the flavs which receaie/send data from/to the
application.

The upcall function processes incoming data from

g None

A-

module in the application.
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Table 4. Session Methods and Attribites

Name
[attr/method] Visibility | Description “Friend”
SendCtrlFlov(int Flow- | Public Sending/Receing of control information to/from thel None
Descriptor Ctrl- corresponding A-module. The upcall function
Paclet *cp) processes incoming control data from A-module
RecvCtrlFlav(int Flow- (it has alvays to be praided as control informa-
Descriptor funcPtr tion is only processed by the application).
*upcFunc) Control and data are sent to the A-module asynchro-
nously (on tve different channels).dravoid los-
ing synchronization between data and control
information, a special mechanism to send conttol
over the data channel should haitable.
char *name Private Name of the session (onhahd in the application) None
int coreSessionld Private Global identifier of the session (on the machine) | None
int role Private Sessiors role, either SES ®LE_ CREATOR or None
SES_ROLE_FARTICIPANT
int type Private Sessiors type, either SES_TYPE_UNICAST or None
SES_TYPE_MUIICAST
FlowList flowList Private Linked list to all flavs belonging to the session None
ShmAreaControl Private Reception of naotifications from the A-modules eaghNone
*notifChannel time a n&v paclet is aailable for this session.
EventCallback eHan- Private Sessiors ezent handler None
dler()
NotifDemux *notifDe- | Private Responsible to process notifications for thevatof | None
mux ctrl/data for the flov objects.

5.4.1.3 The Flav Object

The flov object model is illustrated on Figueon page0.

Flow

j)

ISendRecvOfCtrl | AudioFlow | VideoFlav DataFlav gﬂmmmua‘a RecevingOfDal

Base classe:

Instantiable
objects

AudioSendDeice | VideoRecvApp

Figure 6. Flav Object Model

Each instantiable fle object may be directly deed from 6 base classes (the base clagsiflonly vis-

ible through the dered classesudioFlow , VideoFlow andDataFlow ), according to the functionality

the flov has to preide. Among all base classegdw excepted), three of them specify the type of data
that is transmittedw@r the protocol graph. The remaining three base classes are related to the sending/
receving of data/ctrl information (NOE: the sending and reeg@ig of control information are encapsu-

lated in theSendRecvOfCtrl  base class, as there mustajs be a bidirectional control connection
between each flo object and the corresponding A-module). In Fighiren page20, the base classes
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Table 5. Flov Class

AudioFlow , VideoFlow andDataFlow do not currently contain gnspecial functionalityAttributes
and methods of all other classes can be found in tables startingdine8To Table7.

Name [method|attr] | Visibility | Description “Friend”
Flow(char *name, int Protected | Base class for all fle objects. The constructor musf None
coreSessionld, know the session the flobelongs to and a refer-
DaCaPoClient *cli- ence on the DaCaPoClient object
ent)
~Flow() Private Proper deallocation of the Floobject None
char *name Private Name of the flav (significance only in the session theNone
flow belongs to).
int typeDesc Private Flow's type (AJDIO_SEND_DEVICE, ...). The datg None
type (audio/video/data), the direction (upan
downup) and the sink/source (appyite, file)
can be respecttly computed by the mapping-
Type() method.
int coreFlavid Private Global identifier of the flv (on the machine) None
int coreSessionld Private Reference on the session thevfloelongs to None
DaCaPoClient *daca- | Private Each flav must knev how to reach the Da CaPo++ | None
poClient Sener, especially to gister application require-
ments
int mappingVpe() Private Decomposition of typeDesc in a finer granularity (¢f.None
typeDesc attribte abwee)
int preReisterFlav() Private The nav flow is temporarily rgistered in the ber None
API (without ary ARs). A coreFlavld is returned
which is then used for thegistration of all ARs.
int registerAR(QoSE- Private A new AR is rajistered in the Mer API. This func- | None
rameter *ar) tion expects NO ackneledge from the core sys-
tem and thus is non-blocking.
int registerAllIARS() Private This is a “super” function for the géstration of all None
ARs (consists internally of successicalls to rg-
isterAR())
int registerFlav( Private After all ARs hae been properly gistered, thisis | None
ShmAreaControl the definitve registration of the fla. Return al-
*cud, ShmAreaCon- ues are all necessary shared areas (these are
trol *cdu, ShmArea- attributes of the SendRecvOfCtrl, SendingOfData
Control *cd) and ReceiingOfData classes)
Table 6. SendingOfData Class
Name
[method|attr] Visibility | Description “Friend”
SendingOfData() Protected | This class is responsible for the sending of applica-None
tion data from the application to the core system.
Thus, this is a base class only for the specialized
flows that actually send data from the applicatian,
and not from a dece or a file.
~SendingOfData() Protected | Proper deallocation of object resources None
ShmAreaControl Protected | Shared area identifier for the sending of data None
*dataChannel
int sendData(Data- Protected | Actual sending of data from the application to the | None
Packet *dp) core system@r shared-memory
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Table 7. RecaiingOfData Class

Name
[method|attr] Visibility | Description “Friend”
RecevingOfData() Protected | This class is responsible for redeg application None
data from the core system. Thus, this is a base
class only for the specializedis that actually
receve data from the core system.
~RecevingOfData() Protected | Proper deallocation of object resources None
ShmAreaControl Protected | Shared area identifier for the redeg of data None
*dataChannel
int recvData(Data- Protected | Actual reception of data from the core system in theNone
Packet *dp) application @er shared memory

Table 8. SendRecvOfCtrl Class

Name
[method|attr] Visibility | Description “Friend”
SendRecvOfCtrl() Protected | This class implements both the redeg and the None
sending of control data directly between the upper
APl and the corresponding A-modules. Itis a base
class of all specialized fioobjects.
~SendRecvOfCtrl() Protected | Proper deallocation of resources None
shmAreaControl Protected | Shared identifier for the contrakehange in the None
*ctrilUpDown- direction up-davn (application-core).
Channel
shmAreaControl *ctrl-| Protected | Shared identifier for the contrakehange in the None
DownUpChannel direction devn-up (core-application).
int sendCtrl(Ctrl- Protected | Actual sending of ctrl data to the A-module. None
Paclet *cp)
int recvCtrl(CtrIFlav- | Protected | The reception of control data from the A-module i$ None
Callback *upc- currently only alleved through a callback func-
Func) tion.

5.4.2 Da CaB++ Access and Security

Before being authorized to doyhing with the Da CaPo++ communication subsystem, an application
(and therefore a user) has to be propertjstered. This authentication task is performed by the core
component “security manager”. Due to the splitting of the Da CaPo++ core and the applicatien-in dif
ent processes, the intack of the security manager in the application is done througha®ePoCli-

ent abstraction. On successful completiorDaCaPoClient object is responsible for guaranteeing a
safe channel between avgn application and the Da CaPo++ core system. Therefore, no application is
directly alloved to communicate with Da CaPo++ (for either creativg sessions, sending application
data, ...), ®erything is managed via thizaCaPoClient object. The programmervisible interce of

this object consists in its constructor and &dditional methods illustrated in the follmg subsections.

A time-sequence diagram is pided in Figure/ on page3 to illustrate the application gistration

process. In this figure, the main protocol priv@s may be retned from Bblel.
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Application Upper API Lower API Security Mgr

DaCaPoClient::
DaCaPoCIientg)'
REGISTER_APH CHECK_APP
—_— - - - ———— = - e
Internal
processing of
the security
manager
¢ REJECT_APP
Failure Return Cods < REJECT APPL _ _ _ _ _ _ _ _ _ _ _ | wp
Update of interngl ¢ ACCEPT_APP
tables, setup of dn
Event connection
ConnecttoEent | _ _ _ _ _ _ _ _ _ _ _ | MF
notification
The application is
authorized to wrk
with Da CaPo++, <<MA—PP
Figure 7. Registration of a New Aplication
5.4.2.1 Security Data Structue
The constructoiDaCaPoClient::DaCaPoClient(Securitylnfo &seclinfo) requires as single

parameter the security information. This isypded via theSecuritylnfo data structure:
typedef struct Securitylnfo_t {
int pid;
String64 userName;
String64 applicationName;
String1024 applicationCertificate;
String64 userPassPhrase;
String1024 publicKey;
String1024 secreteKey;
} Securitylnfo;

The structurestringXX are used to contairaxiable length character strings. Vhae defined as fol-
lows (example with a maximal size of 64 bytes):
typedef struct String64_t {
char data[64];
int size;
} String64;

5.4.2.2 Instantiation of a DaCaBClient Object

Once the constructor of theaCaPoClient object is iwoked with the security information (not all
parameters are mandatory; for moslanations, please refer to the security design documents), a
request is sent to the Da CaPo++ core system (resp. to the security manager) which then decides if the
new application can be authorized or not. In case of a pesitiply theDaCaPoClient object is prop-

erly created and the application can continue. On the other hand, if the application cannot be authorized,
an eceptiort is raised in the constructor of thaCaPoClient object. This is due to pure C++ imple-
mentation reasons as no retuaiue can be delered during the creation of an object. There aee tw

types of &ceptions that can be raised bp@CaPoClient object, namelyserverAccessDenied  (the

security manager refuses tgister the application or the user) adwtverNotAccessible (the serv-
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ice access point of Da CaPo++ cannot be reached)x&mpde on ha to use C++ xceptions in the
case of a constructor is illustrated belo

DaCaPoClient *client;

try {

}

catch ( ServerAccessDenied f) {
/I corresponding error code;

client = new DaCaPoClient( &seclnfo);

}

catch ( ServerNotAccessible f) {
/I corresponding error code;

}
...

5.4.2.3 Tansparent Requests to Coe Security Manager

When an application properlygistered, it has the opportunity to communicate directly with the security
managerThis is done in a transparenawby sending auffer (of typeString128 ) directly through
both upper and {@er APIs to the security managéihis latter then may generate a reply that is made
available to the application in the secondfer of theSendSecMgrRequest()  request. The format of
this method is as folles:

int SendSecMgrRequest(String128 *requestBuf, String128 *replyBuf);

The maximal bffer size of 128 s arbitrarily chosen, and is thus subject to change if nece$bary
return \alue is smaller than 0O if an error occurred either in the security manager or during the interproc-
ess communication. A returalae of 1 indicates that naifure occurred.

This method is synchronous as it only returns when an ad&dge has been properly generated by the
security manageAn asynchronous ay for the security manager to send messages to the application is
possible via eents.

5.4.2.4 Closing Connection

When an application wishes to resume communication with Da CaPo++, it haek® theClose()

method of the primarily creatézhCaPoClient object. Currently no parameters are transmitted, such as
the way haw to stop &isting actve sessions (graceful or graceless). Ifvactiomponents are still in use
when destrging aDaCaPoClient object, some arning messages will be displayed to inform the,user
but a graceless stop will be performed. Internalig close request is sent to the Da CaPo++ core system
which then sends an ackmiedge to the application process (actually the upper API). This atdacige

is then transformed in a returalue and madevailable to the application.

5.4.3 Session and Fle Specification

In order to specify a session, a script approaah @hosen. The adrtage of such a solution is to pro-
vide a human readable session definition (in comparison with a huge set of function calls)yeMireo
use of a script language alle to modify session parameters withouwtihg to recompile each time the
application. The syntax of the configuration file can be foun&pm¢he zur Definition von gmmu-
nikationspaametern Dario Straulino, Studienarbeit am TIK, 1996/. In this document, onlxamge
of syntax is preided. Then, more practical topics onahto deal with a session are pided.

5.4.3.1 Configuration File Example

This example demonstrates the use of a configuration file for a picturephone applicationaonlialitw
rectional flavs for audio and video.

1. Due to compiler compatibility problems, itas not possible to use the C#€eption mechanisms. The elected
solution consists in calling a method after each object instantiation to check the successful instantiation process
(“ object” ::CheckValidity() delivers a alue smaller than 0 in case aflfire)
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SESSION CREATOR UNICAST PicturePhone

FLOW VIDEO_SEND_DEVICE VideoSendFlow
THROUGHPUT 20000000.0 40000000.0 % WF_CONST
ENDFLOW

FLOW AUDIO_SEND_DEVICE AudioSendFlow
THROUGHPUT 20000000.0 40000000.0 % WF_CONST
ENDFLOW

FLOW VIDEO_RECV_DEVICE VideoRecvFlow
THROUGHPUT 20000000.0 40000000.0 % WF_CONST
ENDFLOW

FLOW AUDIO_RECV_DEVICE AudioRecvFlow
THROUGHPUT 20000000.0 40000000.0 % WF_CONST
ENDFLOW

ENDSESSION

5.4.3.2 Ceation of a Session

The session creation is a pure local function, this means that no interaction with thek rigtper-
formed at this Ieel. The necessary data structures are redeawnd initialized in both upper andver
APIs.

For a successful session creation, the constructor &febton object needs an errfnee session con-
figuration file and a complet@zhCaPoClient object. The format of this constructor is as fako

Session::Session(char *configurationFile, DaCaPoClient *client);

The parametetonfigurationFile is the name of the file (with full path). Thigent parameteris a
reference on the primarily creat@hCaPoClient object. As for theDaCaPoClient constructor
exceptions are raised if anproblem occurs in the construcerode. Thesexeeptions arenrong-
FileSyntax  (if the configuration file does not foloEBNF defined syntaxAccessServerDenied
(if the reference on the DaCaPoClient object is radidy and finally SessionNotCreated (if any
internal error occur). The session constructor must thereforediethin the folleving way:

Session *ses;

try {

}
catch ( WrongFileSyntax f) {

/I corresponding error code;

ses = new Session( configurationFile, clientRef);

}

catch ( ServerAccessDenied f) {
/I corresponding error code;

}
catch ( SessionNotCreated f) {

/I corresponding error code;

}

/I normal execution

An illustration of the session creation process ivigex in Figure8 on page6.

1. Due to compiler compatibility problems, itas not possible to use the C#€eption mechanisms. The elected
solution consists in calling a method after each object instantiation to check the successful instantiation process
(“ object” ::CheckValidity() delivers a alue smaller than 0 in case aflfire)
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Application Upper API Lower API

Session::Session
—_—>

REG_NEW_SES .
s ] Tmp. storage of session

TMP_REG_SES

_____________ <«MP_REG_
REG NEW FLQV| _ _ _ _ ______|
____________ | @ MP_OK FLOV
REG NEW AR | _ _ _ ______|
A REGNEWAR [ ]
REG NEW AR |

REG_END_FLQV]
_— - - - - ——— - - -
TMP_REG_FLQV

_____________ < REJECT SES

REG_NEW SY}E _____________

B _____________ -TMP SYNC_FLQW
_____________ .REJECT SES

C ACCEPT_SES

o ___ | qREJECT SEs

Figure 8. Registration of a New Session

5.4.4 Connecting to Da Caé++ Core System

Once a session is properly instantiated, interaction with theorlet@n be performed via thésten()
andConnect() methods. The format of these methods is asvistio

int Listen(Connectinfo *coninfo, EventCallback upcFunc);
int Connect(Connectinfo *coninfo, EventCallback upcFunc);

As events may be generated asynchronously by the Da CaPo++ core systeentdmaedler must be
provided for each session. The type of thisr@ handler i€ventCallback  and will be introduced in
Section5.4.5 on page9.

5.4.4.1 Connect Data Structue

All necessary information to retéie communication partners is contained in @o@nectinfo  struc-
ture:
typedef struct Connectinfo_t {
String64 grpAddress;
String64 grpService;
String64 localAddress;
String64 localService;
String64 remoteAddress;
String64 remoteService;
String64 locallnterface;
String64 remotelnterface;
} Connectlinfo;
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Not all fields are mandatory according to the communication type (MCAST or UNICAST, ...)

5.4.4.2 Connect/Listening Pocess

This process is strongly related with the one in the core system. Atinélgarameters of the connect()/
listen() functions are properly translated in internal Da CaPo++wt#gpwhich are then used in the
corresponding transport infrastructuresnfddules). Br more information eer this translation process,
see Sectiod.5.5 on pag83.

5.4.4.3 Sessios’Runtime Ernvironment

Once a session is properly connected, a set of functions (actually all public methodsefsihe
class, seedbled) are proided to “control” the runtime etfronment of the corresponding session.

5.4.4.4 Session Configuration

No effect, as the core system currently does nowelte]configuration.

5.4.4.5 Session Aotation/Deactivation

Activation means starting of data transfer between application, A-modulesraadules. Sessions are
activated and deacftated by respeactely:

int Activate();
int Deactivate(int way);

Theway parameter obeactivate() tells if a graceful or graceless degation of the session has to be
performed. Thusyay can h&e either the @lueGRACEFUIor GRACELESS

5.4.4.6 Sending/Receing of Control/Application Data

Flows belonging to a session can only be addressed via their names (ASCII string in the session configu-
ration file) through the session in@eé. D avoid having to perform may costly string operations

(string comparisons) each time awl@s invoked, a bypass via a flodescriptor has been set up. There-

fore one has to first retsie the flav descriptor with theSetFlowDescriptor(char *flowName)

before sending or reagéing arything on or from the fl@. This method is defined as fols:

int GetFlowDescriptor(char *flowName);
The parameteifowName represents the file name as in the session configuration file, therixfie

returned by this function has then to be used for all subsequent calls toathieviisame . A return
value of zero means the requestedftmuld not be found.

5.4.4.7 Sending of Data (Up-Dan Direction)
The sending of either application data or control data directly to the Da CaPo++ corresponding A-mod-
ules is performed through the falling session methods:

int SendData(int flowDescriptor, DataPacket *dp);

int SendCtrl(int flowDescriptor, CtrIPacket *cp);
Again, both Data&cket and CtrlRcket are data structures which alldor a maximum pacakt size as
illustrated belov:

typedef struct DataPacket_t {
char data[MAX_DATA_PACKET_SIZE];
int size;

} DataPacket;

and
typedef struct CtrIPacket_t {
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char data]MAX_CTRL_PACKET_SIZE];
int size;
} CtrIPacket;

Both constant®IAX_DATA_PACKET_SIZEBndMAX_CTRL_PACKET_SIZEcurrently h&e values of 512,
which is subject to be changed. It must be reminded that notvallyfies allev for the sending of appli-
cation data.

If failure occurs, both ale functions return aalue smaller that zero.

5.4.4.8 Receiing of Data (Dowvn-Up Direction)

Receving of either control data or application data is currently only possible via upcall functions (asyn-
chronous mode). This means that it is mandatory for eaclviregéow to provide such a callback func-
tion to process incoming data. Therefore, the iatarfto both receing functions is as folles:

int RecvData(int flowDescriptor, DataFlowCallback upcFunc);
int RecvCitrl(int flowDescriptor, CtrlIFlowCallback upcFunc);

The format of the upcall functions is illustrated belo

typedef int (*DataFlowCallback)(DataPacket *dp);
typedef int (*CtrIFlowCallback)(CtrIPacket *cp);

An C++ example on hw to set up such a callback function is\pded in the folleving example:

/I declaration of the callback function
int DataPacketHandler(DataPacket *dp) {
/I handler’s code

}

/I Setting of the callback function

DataFlowCallback dfCbPtr = &DataPacketHandler;

if ((errCode = ses->RecvData(flowDesc, dfCbPtr)) < 0) {
/I error when setting callback function

}

It must be reminded that not all\fidypes allev for the recaiing of application data direct in the appli-
cation.

Both functions returnalues smaller than zero ifyerror occurred during set up. If no callback function
is provided for a flev, an error is raised during run-time if data happens to beveetby this flov.

5.4.4.9 Setting/Getting Single pplication Requirements

Two functions are praded for setting and getting single application requirements foma Tleese may
be invoked before a reconfiguration to adapt some QoS parametesgvéiothe are currently not
implemented.

int SetRegFlow(int flowDescriptor, char *reqToSet);
int GetRegFlow(int flowDescriptor, char *reqToGet, char *reqValue);

Setting n& application requirement means simply erasing the oldieiey if there \as ag. Getting a
value means getting the configured one, not the one that figures in the session configuration file (it is left
to the responsibility of the application tedp such alues, if necessary).

5.4.4.10 Closing of a Session

After a session is created, it is possible to neariband to free the allocated resources. This is done by
theClose() method of the session object. There are currently no paramedéable (such as graceful

or graceless) as it is assumed that the programmer alreadyddeacthe session. As for all pieus
functions, a close request is sent to the core Da CaPo++ system and aviexiti@ds returned to con-
firm or not the close of the session.
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5.4.5 Eent Handling

As already mentioned in this document, the Da CaPo++ core system has the possibility to send asyn-
chronous data to applications encapsulated in so-caladse

5.4.5.1 Eent Data Structure

The e/ent class structure has the faliag definition:

class Event {
public:
Event();
~Event();
int type;
String128 parameter;
}

A simple C structure wuld hare been stiiicient to characterize this data typewaser a C++ class may
eventually allav for defining operations on theents.

An event consists mainly of a type and a parameter field. There is a set of prededimagipes that are
generated by the Da CaPo++ core system (this list is novgidlze). Agin, the maximum 128 bytes
available for the parameter is an arbitrary limit that may be changed if necessary

As for the receiing of data from the A-modules, a callback function isvjgled to process incoming
events. These upcall functionsvesthe follaving format:

typedef int (*EventCallback)(Event *ev);

As the use of such callback functions is identical to the viecedf data case, nokample is preided
here.

5.4.5.2 Sessios’Ewvent Handler Registration

A sessiors event handler alays has to be gistered during theonnect()/listen() process. The
upper API maintains thesent handlers for each session in a static table. The static table resadix
imal size and thevent handler can be retvied at the inde corresponding to the core session identifier
of the session (pxaded by the core system). This scheme is not the miisieaf in terms of memory
utilization (only fav entries of the static table are actually val), havever the retrigal of the right
event handler can be performed almost instantaneously via pointer arithmetic operations.

5.5 Lower API

The laver API part is the front end of the Da CaPo++ core system. It deals mainly witlyidteaten
of applications, the setup of sessions and the control during runtime. WéreA®B| consists mainly in a
service access point (the DaCaPo8epomponent, see Sectibrb.1 on pag€9), an internal data man-
agement part (storage of sessions/figroperties, see Sectibrb.3 on pag82) and a notifier compo-
nent (see Sectidh.5.2.1 on pagal).

As represented in Figufieon pages, the A-modules are not part of thevkr API. Havever, as thg are
the data access points for the application and ashhe to closely collaborate with thewer API,
especially during the configuration process, their specification will be considered in Seg?oon
page3l.

5.5.1 Sevice Access Bint

The Da CaPo++ service access point is a wellkknaddress on each machine. It is the end-point for the
main control protocol between each application process and the Da CaPo++. As this service access point
has to deal concurrently withvaral applications, tav different approaches were considered:
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* There is only one finite state machine (FSM) which deals with all applications. This means that spe-
cial care must be tek to guarantee aif access to the Da CaPo++ sgrfor each application. This
can be done by using timers for each transaction.

* There is one control process for each application. This means theate pmstance of the FSM is
allocated for each application. This guaranteesaiaécess to the semwwithout the brden of ha-
ing to use timers. On the other hand, the concursetiution of seeral instances of the FSM
requires a greater attention from the programmer (no glabables may be used, only dynamic
and priate instances).

Because of its flability, we chose the secondnant with a DaCaPoSewthread for each application.

5.5.1.1 DaCaBSerwer’s Finite State Machine

The «act specification of the FSM is illustrated in Fig@ren page30. The initial state is FSM_INIT
When the a ng connection is accepted at the UNIX domain sbck CTRL_REGISTER_APP control
paclet is sent by the application with all the security information.

Note:

The EXIT state can be reached fram
ary other state if an error occufs
with the sockt connection (e.g),
when the application crashes)

FSM_SYNC_
FLOWS
ICTRL_ACCEPT_APP

2CTRL_CONNEET_SES| 2CTRL_REG_NEW_SYNC
ICTRL_TMP_REG_SES

FSM_INIT

?CTRL_REGISTER_APP

FSM_EXIT

FSM_APP_
REGISTRATION

FSM_CONNECT

FSM_SES FSM_SES_

FSM_LISTEN REGISTRATION LISTEN

2CTRL_LISTEN_SES 2CTRL_REG_NEW_SES 2CTRN\REG_NEW_FL@/

?CTRL_REGJSTER_SES
FSM_FLOWV

FSM_IDLE REGISTRATIO

CONFIGURE

m
[}
e

ICTRL_ACTE

2CTRL_CONFIGURE_SES v A ICTRL_OK_FLON

ACTRL_SEC_MGR 2CTRL_REG_NEW_AR
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FSM_SEC_MGR COMPLETED
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FSM_ACTIVATE LISTEN

2CTRL_END_FLQV
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?CTRK_CLOSE_SES « " “ B ,
?msg” means “On reception of msg

FSM_CLOSE_SES “Imsg” means “Sending of msg”

Figure 9. DaCa@Sewer’s Finite State Machine (FSM)

Implementation Documentation 30 August 25, 1997



5.5.2 Data Accessdints

Although the data access points (A-modules) are not part of wex BPI, here are some considera-
tions. During the configuration process, eachv,flaccording to its type, is allocated 2 or fetiént
shared-memory areas (if the A-modubgects user data directly from the application, 3 areas are
required, in other cases where only a bidirectional control channel is required, 2 ared&mmatsuf

An important detail to mention here is thaywan A-module notices either user or control dataadaa
ble from the application. One solutiorould be to hee a receiing thread for each A-module thadbuid
simply wait for the access semaphoree Yéjected this solution because of therbead created by this
amount of additional threads (actualypme A-modules ould hare required 2 threads, for both user
and control data).d'circument this problem, the notification approacasvelected.

5.5.2.1 Notification Pocess

As it can be seen on Figuteon page, there is in the lwer API a notifier component. There is one
instance of this component for each session (implemented as a thread). The notifier listens permanently
on a shared-memory channel/¢o the access semaphore) and processes notifications from the upper
API. Such a notification has the format illustrated in Fidlr®n page1.

coreFlavid Ctrl/Data

Figure 10. Notification Format

On reception of a notification, the notifier component has to inform the A-module corresponding to the
coreFlavid flow that either control or data informatiormasvsent by the upper API (Ctrl/Data field of the
notification).

The complete process of the notifier isvaepicted in Figurél on page1l.

Upper
API
Q)
Lower
API 4
Notifier
Component

Figure 11. Notification Pocess

First, each A-module mustgister itself tavards the notifier component by piding two different call-

back functions for control or data information (1). When w flarites data in a shared-mempoejther

(2) or (2), it then sends a notification to thevéy API, specifying its coreFlald and if it wrote control

or user data (3). On ree@ig a notification, the notifier wokes the callback function of the correspond-

ing A-module according to the type of data (4). It is then the task of the callback functions to go and read
data in the shared-memory (5-5"), and to either process it locally (e.g., the control information may
adjust a parameter of the A-module, or it may be sent out of band to the peer A-module) or to push it in
the Da CaPo++ lift (typically for user data).
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5.5.3 Intemal Data Management

After a session &s rgistered in the Da CaPo++ core, therdo API has to &ep track of all information

related to the session. This is either static (list afdlcapplication requirements, ...) or dynamic infor-
mation (status of the session, either connected or not, ...). This data is stored internally in three dynamic
lists according to the model illustrated in Figi&on page?2.

[ ] et ] Net ] Ned o
Applicatio Info Info Info
Session  |InfoEntryList 4*‘ 4" 4*»
Flow

Applicatio Applicatio Applicatio
Session Session Session
Flow Flow Flow

Figure 12. Intemal Data Management Structues

There are three dédrent lists: for the application, session anevfltata. The contents of the application
data is gien in Table9. Similarly, the contents of the session dataabl&€9, and finally the contents of
the flov data in Bble10 and &blell.

Table 9. Application Data

Field Description

int coreApplicationld Global identifier for the application. This global identifier is ordidon the
machine where the Da CaPo++ process isecti

intList *sessionList A list of all sessions that belong to the application. IntList is a type that repre-
sents a simple list of ingers. Each session is characterised by its unique
coreSessionld.

int applicationStatus Current status of the application. Possitdkies are:
STAT_APPLICATION_IDLE, STAT_APPLICATION_ACTIVE,
STAT_APPLICATION_CLOSED

ShmAreaControl Identifier of the shared-memory channel whemnés hae to be sent to the
*eventChannel application.

Securitylnfo *seclnfo Reference on the security data that wereidenl when the applicationgis-
tered itself.

Table 10. Flav Data (1)

Field Description
int coreSessionid Global identifier for the session. This global identifier is omlydvon the
machine where the Da CaPo++ process ivecti
int coreApplicationld Reference on the application the session belongs to.
IntList *flowList A list of all flows that belong to the application. IntList is a type that represents a

simple list of intgers. Each flo is characterised by its unique corefd.

int sessionStatus Current status of the session. Possihlees are:

STAT_SESSION_NO@ CREATED, STAT_SESSION_CREARED,
STAT_SESSION_CONFIGURED, 3T_SESSION_CONNECTED,
STAT_SESSION_LISTENING, SAT_SESSION_ATIVATED,
STAT_SESSION_DEATIVATED, STAT_SESSION_CLOSED,

int sessionype Type of the session, either SES_TYPE_MULAST or
SES_TYPE_UNICAST
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Table 10. Flav Data (1)

Field

Description

int sessionRole

Type of the session, either SES_TYPE_CRER or
SES_TYPE_RRTICIPANT

ShmAreaControl
*notifChannel

Shared-memory channel where notificationgeha be sent

Dc_ServicePtr servi-
cePtr

Reference on the Da CaPo++ core structure servicevédepi to the session
abstraction)

Table 11. Flav Data (2)

Field

Description

int coreFlavid

Global identifier for the fi. This global identifier is onlyalid on the machine
where the Da CaPo++ process is\azti

int coreSessionld

Reference on the session thevfleelongs to

int flowStatus

Current status of the flo Possible alues are: SAT_FLOW_CREATED

int flowType

Type of the flav: either FLQOW_AUDIO_TYPE, FLON_VIDEO_TYPE or
FLOW_DATA_TYPE

int flowDirection

Direction of the flav: either SHM_UPD®@/N or SHM_DONNUP

int flowSinkSource

Sink/Source of the fl@: either FLQGW_FROMTO_DEVICE,
FLOW_FROMTO_FILE, FLON_FROMTO_APP

ShmAreaControl
*dataChannel

Shared-memory to send/reeeiuser data (direction depending of thevilirec-
tion field). This field is equal to NULL if the fieSinkSource field is diérent
of FLOW_FROMTO_APP

ShmAreaControl *
ctrlUpDownChannel

Shared-memory for the control information transfer from the application to
A-module.

the

ShmAreaControl *ctrl-

Shared-memory for the control information transfer from the A-module to t

he

DownUpChannel application.
QoSList *qosList List of all application requirements that werepded by the application.
Dc_ProtocolPtr proto- | Reference on the Da CaPo core protocol graph\(algumi to the flov abstrac-
colPtr tion)

5.5.4 Ewent Handling

It was already mentionedwaal times in this document that the Da CaPo++ core system has the possi-
bility to send asynchronousents to the application. The format of aremt is illustrated in Figur&3
on page33. Thus the corresponding C-typeentinfo  consists of the coreSessionlddpts are alays

Parameter (maximal nb of thES)

|COI’€S€SSIOI’]I+ Eventlype

Figure 13. Format of an Event
related to sessions), aveat type and a single parameter (which is a string efifmaximal size). The
interface in the lwver API to sendents is as follws:

int lapi_SendEvent(Eventinfo *ev);

5.5.5 Integration in the Da Ca®++ Core System

Most of the design process of the APdsndone in close relation to the Da CaPo++ core system. Ho

ever, special care as talken during the implementation to clearly separate between a general purpose
application programming intex€e (alloving service definition and fefient interprocess communica-

tions) and the Da CaPo++ communication subsystem. As a consequence, most Da CaPo++ specific
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issues are grouped in a single C-fileapi.c ). The other Da CaPo++ parts can be found in the notifica-
tion process.

The intgration consists mainly in “translating” the upper ARibjects (sessions, W) into their coun-
terparts in the Da CaPo++ core (services, protocol graphs). Then, the application requiremenis also ha
to be “translated” into attrilies. Once this process is completed, theetcAPI just has to woke the

internal core API. Hence, the core system cannot distinguish that it is managed by an application located
in another process.
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6. Security Aspects of Da Cab*++

It is assumed that the readerasriliar with section 3 of the D@aPo++ Detailed Design. This section
describes especially the functionality that (Hswot implemented or (2) thatwimplemented not con-
forming to the specifications in the Detailed Design document.

6.1 Authenticity and Keys

Contrariwise to the design, authenticity and gnity of applications has not beenveoed in the imple-
mentation. The mechanisms to allthe security manager @&nification of the applicationxést, but are

not used. Likwise the separate uséentification and authentication intace only gists in a ‘ery rudi-

mentary form, applications arepected to praide user authentication data in form of publey kD’s

and matching passphrases to decrypt thafiley.

While DaCaPo++ is in principle able to communicate in a secure maeuser if the applications are
not security-ware, this feature has not beeqpleited by the realized system. The class of peer authen-
ticity required for a communication to succeed vgagls ‘user authenticity’, as described in section 3.1.1
of the design. The D@aPo++ user inteste to control associations (user vs application vs protocol) is
realized in Da&CaPo++, and can be used to force dissociation, or changes in thbehaecure proto-
cols. It interbices directly with the communication thread of the security manager

Key management arks as specified. The GMS (see section 3.2.5 of the design) is goaiatk

6.2 Requirements, Configuration, and Runtime Issues

QoS translation and dynamic instantiation of protocols (presumably done by CoRA) ddshan e
DaCaPo++. Br this reason, the application configuration file (see section 6.3 for securitgntele
parameters) already specifies LLRs, (see section 3.2.2.2 in the design). It is assumed that a separate
application prweides the translation from AARs to LLRs, when the configuration of the other communi-
cation-releant parameters tak place. If an application currently specifies AARs instead of LLRs, a
default set of (strong) LLRs is assumed and enforced by the instantiatemhtedemmunication mod-

ules.

The ‘small reconfiguration’ mentioned in section 3.1.3 of the desigtsealbeit the initiating mecha-
nism is not intgrated with the communicating applicatiomt bvith the useinterface of the security
manager instead.

The ‘security association block’ prides for lkey changes and notifications as specified, this logical
functionality is split @er the actual C modules, the security manager itself and ti@aPa++ runtime
system respeactly.

6.3 API Configuration and Behaior

As mentioned aha, the configuration files are the mechanisms of choice to transfer application require-
ments to the core system. Besides the abstract parameteasy’paind ‘authenticity’, which are only
used to enable dadilt parameter sets, the falling value types xst:

* CRYPT_ALG
Specification of the algorithm to use, may kteaded by ‘-kysize-rounds’ for algorithms such as
RC5.

e AUTH_ALG
Defines the authentication (hashing) algorithm to use, when ‘-asymm’ is attached, asymmetric
authentication is performed in the core.

e OWN_USERID
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* PEER_USERID
These tw IDs are used by the protocol to ask the riglygsKrom the security manageand are also
transferred to the communicating peer to check for matching identities on both sides.

* The walue of these parameters is passed via API to the instantiated module graph, wheakiit is e
ated by the C modules themssdv It is required that both sides uzaatly the same requirements.
Mismatches are detected and signalled to the application.

* While asymmetric authentication is realized in the core, thediaiwg of return-receipts is not done.

It would have to be added as awemt to the API. Othenents such as data reeed that is incor-
rectly authenticated, participant join andveare operational.

6.4 Potocols

The following protocols hae been used for the demonstrations:

Private Audio: Datagram transfer with ECB or CBC encryption included.
Authenticated &t: Reliable data transfer with asymmetric authentication included.
Secure tet: Reliable data transfer with asymmetric authentication and strong encryption.

An arbitrary protocol graphe(@., video) may additionally be secured simply by adding the appropriate
modules, as described in section 3.2.3 of the design.vHilalsle modules are ‘ECB’ and ‘CBC’, fef-

ing DES, RC5 and IDEA, and ‘MD’ &ring MD4 and MD5 as hashing algorithms and optionally
authentication via RSA. & exchanges are sendmitiated and done via RSA, the sessi@ykbeing

sent by out-of-band transmission. A Didykagreement module for the use in the connection manager
protocol &ists hut is not used. A stream cipher implementation RC4 is alsitable as module. MD4

has been bran in February 1996, which has been foreseen during the implementation of the module
before that time. &t testing purposes, MD4 is still included in the final implementation.

6.5 Implementation Details

This section describes security kalat functionality of the implementation,vgig graphical support.
First the setup of the application—core link in terms of securityaetedata flav during connection
setup is gien:

Application Upper API Lower API Sec Mgr

Create Obj \* EXtI‘aCt C++ Register

Collect Data Forward —__

VERIFY == -
. Acknowldg. —
Register |
) - OR

Continue _g—+ Forward Unregister

on Success

This clarifies section 3.3.1 and 3.3.2 of the design document. éftigation step in the security man-

ager currently only encompasses thgigeation of the application, the user IDs it carries, and corre-
sponding kying material. ' allow unsecured protocols toork, \erification neer fails. If, havever, an
application that did not pass on appropriate data during connection setup tries to use a secured protocol
graph, the initialization of the protocol graph wiilf because of missinggking material. The applica-

tion receves a correspondingtal notice.

6.6 DaCaPo++ Start

In the follawing flow charts, only security-relant operations are depicted. When theda®o++ pro-

cess is started (cf. Figure 14.), the action described in tivecfiart are taén. The security manager

(SM) is initialized, and prepares its internal data structures. This includes the start of the communication
thread (CT) which dérs the user inteaCe service. Né, the generator for random data (‘RNG collec-

tor’) is started. This generator is used later on teigeosessiondys to the diferent protocols. The gen-
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erator collects system data viariwus asynchronouslyxecuted statistics commands, and maintains a
pool of ‘fresh’ random data. FinaJlthe DaCaPo++ core unlocks itssm machine &y, and performs a
‘login’ under the name of the machine it runs on. If the logilsfthe security initialization is aborted,
and no security-relant function will work. In the case of success, the unéatkey can then be used to
check leyring and module intgrity, or check the inggrity of the entire D&CaPo++ processxesegment.
The functions mamkd by “*' in the flov charts hae not been implemented.

Da CaPo++ Start

'

Init SecMgr

'

Init RNG, Start CT

'

Login as Machine

Application Run

Connect to D&CaPo+

Connection OK?

ServerAccessDenie
yes ServerNotAccessibl

Create Session

Connect | @ | Listen

no
Abort
es .
y *Configure
*Check Keyring and ¢
Module Integrity
i Activate
Figure 14. Da CalB++ Start ¢
SendData CtrlPacketHandler
SendCitrl DataPacketHandler
6.7 App"cation Run SendSecMgr  *EventHandler

‘Application Run’ describes relant actions of

an application that communicates via upper
and laver APl with the DaCaPo++ process
(cf. Figure 15.). ®@ connect to the D&aPo++
process, the application has to \de an
authentication structure, which will be
described undeAPI Connect'. If the connec-
tion succeeds, and no error message is returned
from the laver API, or the SM, the application
will create one or more sessions. The upper
API transfers the configuration data to the
lower API and creates corresponding session

Deactivate q

Close

Figure 15. Application Run
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and flav objects for use by the application. The follog security-releant parameters are currently
understood by the Veer API and translated into the aiSecurity requirement: RRN/ AUTHENTICA-
TION, CRYPTALG, AUTH_TYPE, OVN_USERID, PEER_USERID.

As a nat step, an application issues a ‘connect’ or ‘listen’ request, usually depending on command line
parameters. During this blocking operation the wore systems contact each otlaerd all protocol
graphs are instantiated and connected to each. dthénis moment, the connection manager (CM)
exchanges information of the actually emy#d protocols. This is also the time when a ‘Joirérd is
generated. During this time, ‘protocol initialization’ is processed. After the (ferampty) configura-

tion phase, the protocols are gated (this translates to a lift_start) and the actual data transés tak
place. It is described under ‘Send Data’ and ‘RexBiata’.

Finally, sessions can be actted and deactaited multiple times, and a close deallocates protocols (see
‘Protocol Termination’). Aftervards, a destruction of the session object leads to the deallocationsf flo
and session in thewer API, and destgang the connection to D@aPo++ unrgisters the application in

the SM.

The numbera toe in above flow charts indicate which of the numbered diagrams in thewoltp
subsections furthexplain the depicted functionality

6.8 API Connect

When an application connects to the CaPo++
core system, the Weer API itself rgister the appli-
cation for communication purposes and the security API| Connect
manager (SM) mgisters it under a dérent viev (cf.

Figure 16.). The gistration in the SM allws the

user interfice to kill an arbitrary application or mod-

ify its protocol properties later on. During thejise
tration with the SM, the authorization of the
application can be cheedl. This is not yet imple- Verify Authorisation
mented, and wuld just signify that the security
manager holds a certificate for this application, and

can check is integrity at runtime. It then could con-

sult an access control list to decide whether t _
application has the rights to use DaPo++ proto- Login as User
cols. As a net step, the usereiging information as
provided by the application is processed in the SM.
Either a simple ‘login’ is performed (if thesks are
already held in the global database), and theafwi
key is unlocled with the passphrase the user pro-
vided -- or the kys provided by the user are used
for further communication purposes. If the login
fails, no kying material is ®ailable, and, depend-
ing on the configuration of the SM, the application
will be allowed to connect to the core, and use it in

AccessDeniec

insecure mode onlyor connection setup itself will .

be abandoned. If the login is successful, the appli Create SeSS|on>
tion is registered within the SM and control is

returned to the lwer API. i

Figure 16. API Connect
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6.9 Potocol Initialization

During protocol initialization (cf. Figure 17.), the

encryption and authentication algorithms allocate their

internal data structures. Then, protocol requirements are PrOtOCOI
scanned for the user name of the person using the proto- |n|t|al|zat|0n
col, and this user name is then sent to the security man-
ager to fetch the associated passd for private leying

material. If the passord is not sailable, this signifies,

that no corresponding login has been performed upan

connection setup between application and core, and {
thus the kying material for this user is not accessible {
that protocol. A dcError is created which will result in a i

Init Algorithms

failure to lild this particular protocol. If, on the other
hand, the passwd was aailable, the user nameaws
assumed to bealid, and the asymmetric (pate and |Get UserPW from SM
public) keying material of the user are fetched from t
SM. In the future a test must be included whether the
protocol requestingdying material is associated with the
application that did the initial login — if not, the SM may
not give out the kying material. As a last step of the
cryptographic specific initialization, the modulgjisters
itself with the SM, to allv for the ‘security ON/OFF
function’ of the user inteaice to vork. Note that session
keys hare not yet been set up, this happens when the first
data packt is sent. The selection of a specific encryption
and/or authentication module happens kgneining the
aiSecurity requirements for the corresponding switq Get Asymmetric Key
Assuming that CORA will not be pvaled by the core ¢

PW available?

[

system, only preconaagd protocols/module graphs may
be used at runtime. Nertheless a certain dynamicity is
possible, as the module itself@fs multiple algorithms, Register Module
and a switch from one to the other may be performed with Sec. Mgr.
runtime in a sendenitiated small reconfiguration. But
for now it is assumed that the actual module properties

are specified in the configuration file of the upper API.Figure 17. Potocol Initialization
The generation of this configuration file may be auto-

mated, and coupled with the Security QoS engine.

6.10 Potocol Termination

During the _git functions of the cryptographic C-mod-

ules, thg are unrgistered from the SM, and albging
material that is currently held by the modules is dgstio PrOtOCO|

(cf. Figure 18.). Termination
6.11 User Interface ?

\

The user intedce to the security managerfesé two ]
functions at the moment (cf. Figure 19.). First, tieg k Unregister Module
management library of the PGP subcomponent can be i

invoked, allaving for the handling of the certificate and
key database. Second, a command can be issued to the
security manager such that the security function in all
modules can be toggled on of.dfoggling this for a spe-

cific protocol only is a tiial extension, as the security o
manager knas what protocols are gistered with it, and ~ Figure 18. Potocol Termination

Delete Keys
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will hold the information on what application thappertain. Another addition will be the possibility to
dissociate an application from [@aPo++ via the security managtris is a management function that
can be gtend to control the actual parameters of an application and its instantiated protocols.

The user intedice communicates with the @aPo++ via
an internet soak, and currently no access control is per- User Inte rface
formed. A special communication thread runs in the core

system, accepts requests from the sgc&nd inokes the
corresponding functions in the SM.

Process User Input

6.12 Send Data

The two flow charts ‘send data’ (cf. Figure 20.) and
‘receive data’ (cf. Figure 21.)describe the operation of the
encryption module. Bep in mind that the authentication
module performs aery similar operation, the only 6
ence is that the out-of-band communicatiowfidrom the
recever to the sender if reag-nonrepudiation has been
requested. Reogrnon-repudiation has not been imple-
mented.

Keymgmt Call?

Processing of data to be sent happens on the ‘request’ side
of the module, the indication side only famds informa-
tion to the net module. When data comes in, the security
on/off flag is checkd first and, if securityis disabled the
data is forvarded without further processing. In the header
and indication is set that securityasvturned dfon the
sending side. If security is enabled, the module checks f Toggle Security in
the «istence of a fresh sessioryk If none «ists or the Selected Protocols
current sessioney is too old, a n& one is generatedaR
of the generation happens synchrongusgmely random
material is requested from the SM, thea&nded kys for Figure 19. User Interface

the algorithms are generated using this random material as

the nev session & and the sessiorek is forwarded to the

control interbice of the module. The control intecé is markd ‘ready’ such that it will be avtted
when the Da&CaPo++ lift checks its state thexnéime. As a last step, the header in the patk be sent
is marled such that the reeer will detect that a e session &y is required.

When a sessionel is present, the data is padded and encrypted andrided to the né module.

Asynchronouslywhen the control inteate is mar&d ready and is thusxecuted' by the controlling
thread, the sessiorekis signed using the prate ley of the module and encrypted using the pubdg k
of the peer of the module. Thosey& have been gthered during protocol initialization. This encrypted
key paclet is then send as an out-of-band message to the peer module.dfglie ke transmitted are
the first sessiondys, the actual IDs of the empled asymmetricdys are also transmitted, to alldor a
cross-check on protocolvel and minimize the risk of undetected inconsistencies ofiged keying
material.

6.13 Receaie Data

The first performed check is whether the protocol is switched to ‘secufrifgfFigure 21.). Currently
this is done by xamining the status field of the incoming petckf security is df the packt is for-
warded to the ne module directly

If the paclet has been encrypted, the header field for the gmgblsessiondy generation number is
checled. If the currentlyailable sessiondy matches with the one empkxd to encrypt the paek nor-

mal processing continues. If the sessieg kas changed, the indication procedure of the module is
replaced by one which fetches data form a sessgrstiack, where asynchronously incoming session
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keys are stored by control-In, the out-of-band reeebdf this module. If the correcekis not in this

stack, the indication procedure will be callediaga short time late©lviously, this works only if the
out-of-band data transmission is reliable, which is usually the case as the connection manager protocol is
employed. The indication procedure finally initializes the cryptographic algorithms with wheession

key that was fetched from the stack and normal processing continues by replacing the indication proce-
dure.

? Send Data f Receive Data

Data In Data In

New
Session

Key?
no
* Get Get Key;
Random Data Get Key Ctrl In
Pad Data * from Stack
* Setu Decrypt K
Encrypt or AIgontkPms Decrypt Data ecrypt Key
Authenticate Data or validate Hash *
* Y Certify Key * Validate Key
Data Out | Unpad Data *
Certify * Y Push Key
Key Data Out in Stack
Encrypt Key Figure 21. Receie Data
Send Key:
Ctrl Out

Figure 20. Send Data
Normal processing simply decrypts the data, nscay padding, and forards the data to the xte
module.

When ley paclets arnve on the ctrl-In integce, thg are decrypted using the installed asymmeteisk
and the intgrity and authenticity of the sessioeyks check by alidating the certificate appended to the

Implementation Documentation 41 August 25, 1997



session &y on the sending side. If theykgeneration number or the transmitted initiey kDs do not
match, or the alidation tils, an error is returned.
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7. Multicast Aspects of Da CaB++

Multicasting within Da CaPo++ is supported by a multicast-capable Connection Manager as part of the
Da CaPo++ core system and protocol support for multicasting connections as part of configurable mod-
ules to prwide necessary protocol processing support. The detailed design document refithiagen

though the errecontrol layer has not been igrated by implementation into the Connection Manager

A stand alone implementation isadable within MCF (Multicast Communication Framark) that

proves the feasibility of the detailed design.

Summarizing, Da CaPo++ implements a basic multicast model where the creator of a multidast flo
the only sendefParticipants are, thereforeyays receiers. Multicast flavs must be part of a session, as
every Da CaPo++ fle. Multicast flavs inside a session originate all from the same machine. Multicast
flows must not be med together with unicast fis in the same session, since the connection manager
expects homogeneous sessions.

Dynamic join and leee is allaved,e.g., participants can attach to a running multicast sessionevén
the session is controlled by the creator ofilye multicast dynamics prent a global reconfiguration.
This means that the protocol configuration is based on the ceeapglication requirements only
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8. Application Framework of Da CaPo++

A huge number andaviety of traditional and modern applicationgeofa broad range of useriented
services. Therefore, a hierarchical structure of control and, subsequeagiical user intestes of
these applications has been identified to structureargielements. Tlyeinclude,e.g., audio and video
transmissions, picture phones, video conferencing, tele-banking, tele-saglerahopping, tele-teach-

ing. Due to a set of well-defined fdifences between these applications, this spectrum of applications
looks quite unstructuredoFinstance, a tele-seminar includes features and functionality of a video con-
ferencing; a picture phone includesvitably the transmission and presentation of audio and video data.
Additionally, the type of control applied and used within these applicationdasedif. As data transfer
requires a simple intea€e onlya picture phone has tofef a separate graphical user irded for sui-
ciently controlling the handling and manipulation of audio and video data. Fiaalgle-seminar
involves meta-control for inggating floorcontrol issues, managing and synchronizing video, audio, and
data flavs, or joining ne participants.

The basics for defining the application frameek for the KWF-Da CaPo++—Project comprise a layered
hierarcly. Especially a defined three-layer hieraretiows for a \ery flexible and modular design and
implementation of aariety of application scenarios. Theviest layer comprise application components

that are placed directly via a specified application programmingantedn top of the Da CaPo++ core
system. In the middle layeapplications are constructed out of application components in addition to
special application functionality and a separately usable graphical useadateltfi the upper layer
application scenarios are used to consolidate multiple applicationspiidvide extensive functionality

and features for complauser requirements, including a specifically designed graphical useadetéof

control and meta-control purposes. All these elements (application components, applications, and appli-
cation scenarios) are placed in one of the layers based on their specifivebpati features.

The application component — just component in short — forms the halsim block for the applica-
tion framevork. It defines in the leest level of the hierarch differentiated and separately usable parts
of traditional applications. Tlyeprovide a separated functionality onby set of tightly bound features
including an application programming intack, lut no graphical user intexfe. Examples includeub
are not limited to, audio/video presentation, messaging service, or application shadiitgprial appli-
cations, such as picture (video) or standaaic@) phone or video conferencingyvbaeen placed in the
middle of the hierargh However, within the frameork they are functionally structured out of single or
multiple application components. Additionallgpplication preide a separate graphical user iraegf

for controlling eactly this one onlySpecific user control features to run this applicatiofickerfitly is
provided. Nevertheless, an application in this sense is able to run stand alone., Eirfallye ariety of
applications may be combined for designing comglpplication scenarios — scenario in short — that
provide functionality graphical user inteates, and meta control intaces to fulfill emeging user
requirements in tele-operatingwimonments. In the defined terminologypodern applications such as
tele-seminar or tele-teaching belong to the layer of application scenarios.

Compared to an object-oriented design or reusable code and elementsvedgpeithin the applica-

tion framevork the layered structure of elements describes &l rapproach. Applicationuiding
blocks allav for the fleible construction of applications, their control parts, and their graphical user
interfaces.

Within the folloving the etended WWW semr and Bravser are discussed. In addition, the video
viewer, an audio playemland the shared video wer including the video daemon are presented. Finally
the file client and seer, and the multimedia sezvand sender are sho.

8.1 Introduction into the Extended WWW Sever and Browser

A traditional World Wide Web (WWW) application dérs access to humerous information stored on
seners in the Internet. These sers are called WWW Segvs. The information is presented using so-
called WWW pages that are written in ykrtext markup language l&kHTML. Clicking on a kiper-
link, the requested data is transmitted via an HTTP (Hyxeftansport Protocol) link to the user site.
in general all data is transmitted first before it is processed resp. presented on shmadgrie. This
may result in time gps. Also the HTTP protocol does not alléor bandwidth reseation or for the
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specification of QoS requirements for the transmission. Thisrisimcorvenient, especially if continu-
ous media is to be transmittech @ercome these restrictions iw decided toakilitate the establish-
ment of a link folleving a communication protocol alling for the guarantee of QoS requirements and
the continuous transmission and processing of data via an HYp#rlmk on a usual WWW page. The
requested multimedia data will then be transmitted via thvdynestablished communication link.
DaCaPo++ vas chosen as protocol for the data transmission.

This document describes the designs as well as the implementation of the WWW application scenario in
the Da CaPo++ project. It also describes the used A-Modules iBoRile and AudioFile) as well as

the relerant out-of-band communication in these modules. As the Da CaPo++ project inclbidaddc

WWW Bowseras well, this document includes the description of the implementation dittzenic
multicastin case of video data, as this alofor the realization of the Shared WWW f&ser The

Shared Weo Mewer scenario is described in detail in this document. Also synchronization issues are
mentioned, as tlyemay be releant in future File Client applications.

8.2 Extended WWW Birowser and Sever

The Extended WWW Bruser and Serr scenarib enables the transmission of multimedia dater o
connections established with the Da CaPo++ protocol. All in this scenaramet®mnnections as well

as the included segvs and protocols are sho in Figure 22. for multimedia data, that is transmitted in
one session. This figure sesvas reference for all future discussions in this document. The whole sce-
nario will be introduced first before details will beptained.

Da CaPo++
Multimedia
Sender

Extended WWW Server

Da CaPo++ Multimedia |
Server

Entry and Configuration Session

Multimedia Data Sessior|

Da CaPo++ Connections

Extended| (Da CaPo++ 1. Hyperlink

www File 2. Specification File (Da CaPo++ MIME Type)
Browser| | Client 3. Session Configuration File of the Link

4. Address of the Session Entry Point

_ 5. Control Data (Play, Pause, Stop, etc.)
6. Multimedia Data

Figure 22. Extended WWW Bowser in Case of Multimedia Data Tansmission

Comparing this document with former design documents, you will notice th&al@aPRo++ File
Serverhas been split up into thea CaRo++ Multimedia Serverand theDa CaPo++ Multimedia
SenderThis was done during the implementation. The design of the form&@adPa++ File Serer and
its port administration is described iarBgraph 8.15.2, whereas the implementation of thEdko++
Multimedia Serer and Multimedia Sender is described in Subsection 8.16.

A user clicks on ayperlink demanding data from an Extended WWW 8ervhe Extended WWW
Sener recognizes a specific MIME (Multipurpose Internet Mail Extension) type for the demanded data,

1. in this document it if referred to as an application scenario. It also is an application that may be included into
other application scenarios.
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which in fact is a specification fite and transmits it to the cliestmachine. The Extended WWW
Browser on the client' machine will recognize the specific MIME type and starts a script itself starting
the application that establishes a Da CaPo++ connection to the multimeaia asivdemands the
requested data. This establishment is based on information in the specification file.

The whole scenario folles the concept dExternal \ewers. This concept is based on the recognition of
MIME types. Ewery data referenced by an HTMlygerlink has such a MIME type assigned to. A
WWW Browser recognizes the MIME type and performs an action for these data. These actions are
specified in the filenailcap As part of such an action, a program can be started, referre@xteasal

Viewer.

To enable this the folieing changes he to be made.

8.2.1 Extended WWW Sever

The Extended WWW Seev has to recognize thewdIME type application/x-dacapoln our imple-
mentation we used the httpd Semfrom CERN. In its configuration file the folng line is to be
added:

AddType .dacapo application/x-dacapo 7bit 1.0

This line assigns to each file with thaension.dacapothe MIME typeapplication/x-dacapoThis is all
to be done tox@end the WWW Seer.

8.2.2 Extended WWW Bowser

To extend a Unix WWW Brwser for our purpose, files hae to be changed. In the filmimetypes
the following line is to be added, so that theveser may recognize the MIME type sent by the serv

application/x-dacapo dacapo

In the file.mailcapthe following line was added:

application/x-dacapo; xterm -T “Da CaPo++ File Client” -n “File
Client” -e /proj/dacapo/class/src/appl/www/video_client/video_client %s

That is, wheneer a file of the MIME typapplication/x-dacapas read, axtermis automatically started
to start thevideo_clientprogram on the cliert’site. Thextermis not necessaryubuseful to see the pro-
gram’s output lile, e.g. varnings.

8.3 Multimedia File Client and Multimedia File Sewer

The program started by the Extended WWWAigser when recging data with the MIME typepplica-
tion/x-dacapomay of course also be started stand-alone under the premise that a specification file is
passed to the application. Therefore the rest of the documenirees the design of a stand-alone Mul-
timedia File Serer and Multimedia File Client. The later will then be startefxsrnal \ewers in the
Extended WWW Seer and WWW Bravser scenario. The implementation of the@aPo++ File Cli-

ent as well as of the D@aPo++ Multimedia Seer and the D&aPo++ Multimedia Sender is described

in this document, too.

8.4 Presenting Multimedia Data: General Concepts

The scenario of the Multimedia File Client and Multimedia File &efin short: File Client and File
Sener) seres for the transmission of continuous multimedia data via the Da CaPo++ communication
protocol. The data will be stored on a multimedia file seand be transmitted to the usesite. In the

1. The grammar of the language used to write the specification file is defined xtréhdozument “The Specifica-
tion File”. The meaning of this file i¢plained in the follaiing sections of this document.
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Da CaPo++ protocol stack, data is passed to/from the application/Upper API via A-Modules. In case of
multimedia data these A-Modules also present and process data.

In case of the File Segv and File Client the A-Modules:

* read the data from the file

¢ present the data (video, audio) on the outpuicge

¢ provide functionality as playpause,dst forward, etc.

The A-Module itself is embedded in the BaPo++ core. The A-Module is part of the protocol graph
and “communicates” directly with theknel, i.e. the functionality of thesknel is directly used. There-

fore the A-Modules are written in C. In this chapf@esenting the general functionality and the design
of the irvolved A-Modules, some technical details can notvmédzd.

8.4.1 Communication in A-Modules

The A-Modules for File Sear and File Client are designed for the falilog scenario:

—Jp Multimedia Data L
application
g Control Data
5l send contol
e
= ( Upper/Lower API )
|

out of band

sending receving
A-Module 7 A-Module
i
f
Da CaPo++ corg Da CaPo++ core t
Communication link /

Figure 23. Scheme of the Communicationghs Between A-Modules

 Sender: The sending A-Module reads the data from a file and transmits it. Furthermore, all VCR
control the user initiates, is at last performed hevedd'so, the A-Module recgds the control com-
mands from the recdng A-Module. Therefore, a communication between the A-Modules on both
sides is necessaryhis kind of communication is calledit-of-band communication the
DaCaPo++ contd. The data paeks for the out-of-band communication are transmitted by the
Connection Manager

* Recever: The recaiing A-Module receies the data and presents it to theicke Furthermore it
recevves the control information via the wer API and sends it to the peeA-Module to be pro-
cessed. During the initialization process it may also veaaiit-of-band communication from the
peer This occurs in the SudeoFile A-Module, when the sender sends the required size of the X-
Window displaying the video data to the reci

Figure23 on pagd7 gives an gerview of these diierent forms of communicationvalved.

The sending A-Module reads the data from the file (1), generates a daagathkands the paatkto
the Lift (2), which in its turn sends the patk to the pees’site. In general, this is prided within the

1. VCR control: VCR is the video record playBtay pause, stopabt forvard, etc. are understood as VCR control
functions in this document.
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functionasindiA-Module-Name(). The return alue for the Lift will besbDataOk . For the con-
tinuous media audio and video the transmission of one datatpatkggered by a timewent.

The Lift on the recsing site, after receing the data, will call the function (Z¥IndiA-Module-
Nameor arRequA-Module-Name in the receiing A-Module. These functions process the reeei
data and present it on the outpuvide (4).

This functionality is sufcient to continuously transmit data from a multimedia file as long as there is
still data left and to display it on the usesite. In case of pvading additional control to the user as are
the VCR functions, theut-of-band communicatigorovided by DaCaPo++ (5 to 7) is required.

8.4.2 Concept of the Out-of-band Communication in D&€aPo++

Transmitting control data from the user to the A-Module on the FileeBsite inolves the application,

the Upper and the weer API, both A-Modules and the Connection Manager on both sides. The Connec-
tion Manager is responsible to correctly transmit the out-of-band data to the other site. Appla@nea

in the DaCaPo++ core documentation and is not scope of this document.

Figure24 on pagd9 illustrates all functions wolved in the out-of-band communication as imple-
mented within the File Seev A-Modules. These functions are furthgplained in the follaing para-
graphs.

8.4.2.1 Registration of Call-back Functions

Several call-back functions arevialved in the whole out-of-band communication process. These func-
tions hae to be rgistered in the entity of the B@aPo++ core that calls these functions during the com-
munication process.

An application has the possibility to send control ptsio each flo. As explained in the document on

the design and implementation of the API, the Upper APl communicates contretyeedeied by the
application to the Lwer API via an IPC mechanism. These control p&lare neither interpreted nor

are the corresponding functions yided by the Laver API. The Laver APl communicates the control
paclet to the A-Module belonging to theits protocol graph insteado™o so, the Lewer API calls a
function in the A-Module, a so-called call-back function. The A-Module hagyistee this function at

the Lowver API. This registration is performed by calling the functitapi_RegisterAModule

This function gets te function pointers as parameters, one pointer to the call-back function processing
data, that is transmitted from the application via the IPC mechanism, the other to the function processing
the control data.

The A-Module also has togsster a function alling the out-of-band communication to its peek-

Module to the Da&CaPo++ core. This is done by defining tladues for thddC_Module structure. This
structure contains one field to specify the function for sending out-of-band data, as well as a field for the
function to receie out-of-band data.

These tw function are called by the Lift algorithm. The redmj function is ivoked wheneer the
Connection Manager reseis out-of-band data from the pee€onnection Managefhe sending func-
tion for out-of-band data iswked after the functioniftFullStatusTreatement was called
within the A-Module. Giing sbControl as parameter to this function, the out-of-band sending func-
tion will be invoked by the Connection Manager

8.4.2.2 Tansmitting Contr ol Data Via the Out-of-band Communication

Figure24 on pagd9 outlines ho control data is transmitted from the application to the sending A-
Module. All VCR control is transmitted in thisay as these functions ¥&a direct impact on the read-
ing of the data from the file, i.e. the processing of the A-Module in the FileiServ

The application can sermbntrol padetsto each flav. A control packt contains a string and is send to
the Upper API indicating the identification number of the/ftbe packt is designatefbr (1). The con-
tent of the control pa&h is written to a shared memory and thevepAPI is informed that there is con-
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Figure 24. Sending Contol Information Via the Out-of-band Communication

trol data for the specific fl@A-Module!. The Laver API then inokes the call-back function of the A-
Module, this corresponds to a notification (2). The A-Module can get the contrelt paekthe content

of the shared memarypy calling the functiodapi_RcvCitrl (3+4). The receing A-Module will
interpret the control paek's content and generate control information for the A-Module on thespeer’
side. After generating this informatignthe functionLiftFullStatusTreatement is called to
invoke the out-of-band communication.(5) On the sesdste, the A-Module reocais the out-of band
information (6) and performs the requested functiondligpending of this functionalityhe sending of
data is resumed or stopped, or modified (eagt, forward instead of normal speed playback).

8.4.3 Timer Concept

In the DaCaPo++ core therexist different kinds of timers that can be usenindrs can be used to trig-

ger alarms mgularly. They can be initialized with their period. These timers are used on the sending side
to send the continuous media with a specific rate in time in theid&oile and the AudioFile A-Mod-

ule. The timer is created with the commarwsic_TimerCreate (&timer, callback,

lift_pointer) . The DaCaPo++ core create a periodic timer and each time, the timer triggers an
alarm, the callbadk function is called by the Lift. This function, then, calls the function
lift_DataAvailable which in turn calls the indication function of the A-Module, so that data is

1. The flav on application and Upper APMel corresponds to an A-Module on theney API level.

2. The control information is intermediatly stored in the module instance paoiutitestancePtr of theDCn-
ode data structure.
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sent. Thus, data paets are sent periodically which leads in the locairenment, to an acceptable
video and audio qualityHow synchronization may be performed andywhwas not intgrated in the
DaCaPo++ system is described in SecBoon page®5.

8.5 Presenting Multimedia Data: The Sun\deoFile A-Module

This paragraph ges an gerviev on the current implementation of the SisbFile A-Module. The
SunMdeoFile A-Module is designed folling the abwe mentioned principles for File Servand File
Client respectiely A-Modules. The code for the A-Module is in the flie/amod/sunvideo-
file/a_sunvideofile.c

The mwie data for the SundeoFile was encoded in JPEG with tisein video card. Th&-Imaging
Library Xil from Sun which was delered withSolaris 2.5 was used to process tliempressed
image sequence (cis).

8.5.1 Restrictions fom theXil Library

The use of thXil library in the SunideoFile A-Module led to some un-gbnt implementations to
overcome the restrictions of this library:

* To obtain one single video frame and get its length we could not use onedirigtetion. There-

fore, we used a function returning a pointer to the video data from the current image up to the end of
the cis. This functions also returns the number of Bytes in the image sequence as well as the number

of frames. V& called this function for the curretis as well as for theis when rgarding the net
image of the mae. Taking the diference of the length information for batls and shrinking the
memory space pointed to by the first pointendactly this length, we obtained the image data for
one video frame. This data than can be send asGaPa++ pacht to the pees site.

¢ At the baginning of thecis is some releant information for the receér to initialize its avn cis. As
our performance measurementswgéd, the sender may need up to 3 seconds (!) to read this infor-
mation. This leads to a high initial deldy case oflynamic multicastthe information of the first
frame has to be transmitted to thevneceving A-Module before it can display wdata, as the
information in the first frame is ralant to correctly initialize theis. For this reason the first frame
has to be retransmitted to alWmeoming receiers, which may block the sender for the time to read

the frame and leads to a presentation pawgepgwhateer in the other receérs?

8.5.2 \ideo File Instance Binter

Each A-Module has one instance pointer pointing to all dateargidor this instance of the A-Module.
The instance pointer alreadyigting in the A-Module for the Picture Phon@asvnot sufcient for the
SunMdeoFile A-Module and, thus, has been aydal The n& instance pointer consists of the elements
as shan in Table12.

Table 12. The \Wdeo File Instance Data Structue

valid
name type structure meaning context
vilnstPtr Videoln- the video instance pointer as used in the in both A-
stan- Sun\Mdeo A-Module Mod-
cePtr ules
videoFileName | char * the name of the video file read by the A-| in the send-
Module ing A-
Module

1. For this reason, thXil is not suited to transmit video data that require a specified quality
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Table 12. The \Wdeo File Instance Data Structue

valid
name type structure meaning context
playing int 1 - perform playing in the send-
0 - do not play ing A-
this parameter see¢ for the implementa- Mod-
tion of play pause and stop ule?
fast_play int 1 - fast forvard in the send-
2 - fast revind ing A-
0 - normal playback speed Mod-
this parameter controls the playback ule®
speef]
second_clieft | 1 sender: in both A-
1 - if set, the et frame has to be sentfora  Mod-
newly joined recevrer ules
recever:
1 - if set, the A-Module belongs to a “not
yet totally initialized” late receer in
dynamic multicast
compr int this parameter indicates the compression in both A-
type of the film Mod-
ules
outofband CtrlPacket | char dataf] this parameter contains the out of band | in both A-
int size data receied by the A-Module of the Mod-
peers site or the data that shall be sent  ules
to the peer
max_frames int this parameter indicates the maximum | in the send-
number of frames in thas ing A-
Module
current_frame | int this parameter indicates the current posit in the send-
tion in thecis ing A-
Module
frames_per_seqd long this parameter indicates the number of | in the send-
ond frames that hae to be sent in one sec- ing A-
ond Module
window_sizes | VideoWin- | unsigned int this parameter contains the video frame | in both A-
dowlIn- xsize information necessary to create the X Mod-
foPtr unsigned int Window to display the video data ules
ysize
unsigned int
nbands
XilDataType
datatype
timer Rsrc_Tme timer for the sending of the video data within the send-
r-Ptr a specified number of frames per sec ing A-
ond Module

a. It would be more reasonable to use tlikie in the recging A-Module, too, to @id sending
of un-necessary control paatk (like “play” during the already performed playback of the

movie).

b. It may also be used to control the playback direction. E.g.dloe 3 could indicate toverse

the film data in normal playback speed.

C. see a

d. The namesecond_cliencomes from the shared WWW application, when the dynamic multi-
cast of video data sent from a filas\first used.
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8.5.3 VCR Contmol Commands

For JPEG video files the folling VCR commands & been realized up to today in the SigdedFile
A-Module. Two fields in the instance pointer structureénbeen defined to control the video playback:

¢ playing if this variable has thealue 1, playing is performed. If thalue is 0 the retrnial of the
video data is stopped.

e fast play in case of &lue 0 the playback is performed with the normal speed. In castuefast
forward is performed whereaast ravind is performed when thealue is set to 2.

The control commands are performed as fodlo

Play. Theplay command iokes the sending A-Module to generate video frames and send them to the
peers side. After atopor pausecommand the sending of video frames is resumed, when this command
is called. The frames are generated depending orathe of thefast_playvariable. If this ariable indi-
catesfast forwad, play provides sending of data in tliast forwad mode. If the last frame is sent, the
reading and transmission of video data is stopped.

Stop. The stopcommand stops the sending of video frames in the sending A-Module. The Wwift, ho
ever, is not stopped in the current implementation. The transmission of the data is resunvedihy in
the play command.

Pause.The pausecommandn the current grsion is performed in the samayas thestopcommand.
As pausein general is performed only with the purpose to stop the data transmission for a short time
only, it is not planned to stop the Lift in the future while performingpéaesecommand.

Fast Forward. Thefast forwad command preides a &st play of the video data. This is realized by

skipping 9 frames during the playback, i.e. onrgrg 16" frame is sent to the pesrA-Module. The
variablefast_playis set to 1. Calling of thiast forwad command for a second time resumes the normal
play back speed.

Fast Rewind.The commandast rewind is performed similarly to the commariast forwad. The

variablefast_playis set to 2 and in thewénd mode gery 11" frame is playeﬁ If the commandast
rewind is called for a second time, the playback speed is reset to normal.

Forward. The commandorward sets the pointer of thes to the last frame, i.e. the video data can
only be displayed in thiast rewind mode,

Rewind. The commandewind sets the pointer of the cis to the first frame, i.e. the video data can be
displayed from the lggnning.

Commands that may be povided in the future.A reverse command could be prided in
the future. This could be easily realized by playing batekye?d frame in the reerse mode.

The following table presents the control commands that may be sent to thiel&afilé A-Module.

Table 13. The Contol Commands br SunVideoFile

control packet
command | structure meaning status
play PLAY the playing of video data is started or reset implemented
pause PAUSE the sending of video data is paused implemented
stop STOP the sending of video data is stopped implemented bt Lift
does not stop

1. This results in the same as skipping 9 frames in the norreakemode.
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Table 13. The Contol Commands br SunVideoFile

control packet
command | structure meaning status
forward FWD skip to last video frame implemented
fast forvard | FF display each 18 frame while displaying | implemented
rewind RWD go back to first video frame implemented
fast revind FR display each -1 frame implemented

8.5.4 Initialization of A-Modules

Before displaying video data, the correspondiisg has to be created. Thiss contains information
needed to create a corresponding ¥Wéw. This information cannot be obtained before reading the
cis . The sending A-Module may create a XAdbw to display the data as soon as it createctithe

The recering A-Module may not create the Xiddow before receiing the first frame. As the creation
of the X-WIindow takes a certain time in whichseral video images may be sent, aswdecided to cre-
ate the display winde on the receiing site before transmitting the video data.db so, the sending A-
Module sends the necessary information as out-of-band data to thenggéeModule. As soon as the
receving A-Module has created the Xildow, the transmission of the video data is initiated.

For performance reasons on the sender side, in case of thel€olRlé A-Module, the sending A-Mod-
ule does not display the video data.

In which concerns the SuidéoFile A-Module we hee to distinguish tw different cases for the initial-
ization phase of both A-Modules:

1. thestand-alone A-Module applicatidior testing purpose: this application is useful as long as there
are tests running testing the data transmission as well as the data presentation. This A-Module can be
tested by transmitting data written to a file with &dixdedicated name. In this case, the name of the
file to read needs not to be transmitted from the veeto the sending A-Module.

2. theFile Server application using the A-Moduie this application the name of the file to read can be
chosen by the client and must be transmitted via the out-of-band communication from tre client’
site (= recaiing A-Module) to the serr’s site (= sending A-Module) after the A-Module ree€li
the file name as control data from thevés API.

In all cases the sending A-Module has to open the file to be read, create the correg®nding) send
the information needed to create a correspondingiXd@ and thecis to the receiing A-Module.
There is only one A-Module used in case of the application contds. To distinguish these twcases,
one global ariable vas introduceda_VideoFileName of the typechar * . This \ariable contains
the (fixed) name of the read file defined by the stand-alone A-Module application aNtid @ointer
in case of the File Client application. The initialization process in both casay isimilar For this rea-
son Figure25 on pagé®>5 illustrates the process for both cases. Thelved control packts and func-
tions are gplained in the follaing paragraphs.

Table14 on pag&4 gives an werview on the control paeks irvolved in the initialization process of the
A-Modules.

8.5.4.1 Initialization of a New Recaier in Case of Dynamic Multicast

As already stated in Secti@®5.1, in case of dynamic multicast the sender must transmit the first frame
of thecis to the nav receier for him to correctly initialize itsis .* This is controlled and performed

1. If this is not done, th&il simply crashes.
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using seeral out-of-band control paets, one header Byte in the data maskand thesecond_client
parameter in the ideo File Instance Pointer

Table 14. The Contpl Packets for the Initialization Pr ocess in A-Modules

control packet parameters meaning

INIT filename the file name of the file to read is sent from
the recering to the sending A-Module

FPS number of video frames pef the number of video frames that has to be

second sent per second is specified by thatue

OPEN the receting A-Module demands the send-
ing A-Module to open the file

X-WINDOW-INFO VideoWindowlInfo structure | the necessary data to create the Kl is
sent from the sending to the radag A-
Module

START-TRANSMISSION the recering A-Module indicates that it cre-

ated its display winde and that the video|
data transmission may start

A new receving A-Module in a multicast group asks the sender for the retransmission of thedgwW
information as well as of the first frame of #tie . To do so, it sends an out-of-band patcRETWIN-
DOWAINFO to the sendeiThe receier has realized to be ameecever, by receving data pacits while

its own cis is not yet created. When sending@ET-WINDOAM-INFO paclet to the sendgethe receier

sets the parametsecondclientin the Video File Instance Structure to 1 so that the sender does not
receve oneGETWINDOAM-INFO for every normal data paek the client recees. The sending A-Mod-

ule sends a paekX-WINDOA-INFO so that the receer can initialize and create its Xidow. When

the receter has initialized its X \idow, it sends the control paekSECOND-CLIENAREADY to the
senderThe sender no sets itssecond_clienparameter to 1 and retransmitts the first frame iciststo

the multicast group when the timer triggers its periodic ai‘aTmpre/ent the other recegrs from dis-
playing this frame that is not in its normal place within the image sequence, the sender sets the data
header to 1. A normal data pathas a header of O angtey recever that is not in the process of initial-
izing as nev recever in case of dynamic multicast ignores the paekith a header of 1. After sending
the first frame with the header 1, the sender resetsetend_cliento 0. This is also done by the
recever after it has receed the first frame in a data patkvith header 1.

Table 15. The Contol Packets for the Initialization Pr ocess of New Recetrs in Case of
Dynamic Multicast

control packet parameters meaning

GET-WINDOW-INFO a nav recever asks for the X-WIND®@/-INFO control
paclet from the sender

X-WINDOW-INFO VideoWndow- the necessary data to create the Kl is sent from

Info structure the sending to the reséiilg A-Module

SECOND-CLIENFREADY the nev recever indicates that it has initialized its X-
Window and asks for the (re-)transmission of the first
frame

1. To avoid problems if this paek gets lost, the merecever should start a timer and retransmit its SECOND-CLI-
ENT-READY paclet in case of not éng receved a packt with the header 1 in the meantime. This is not
implemented.
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N - window()
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|
START-TRANSMISSION | START-TRANSMISSION

\l\ /
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| |

| start the D&CaPo++ Lift |

control packts:
INIT ;filename - FPS:framenumber - OPEN - X-WINDON-INFO - START-TRANSMISSION

functions:
sender_init_video_window() - receiver_init_video_window()

Figure 25. The Initialization Process in A-Modules

8.5.5 Implementation of A-Modules

8.5.5.1 Hard coded elements

The current implementation of the Sud®oFile A-Module has the folleing hard-coding:
* The compression standard is hard coded to be JPEG.

8.5.5.2 File a_suwidedfile.c

The following functions are defined in the fée sunvideofile.c

¢ void data_ctrl_back
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¢ This function is the call-back function for the sending of data from the application to the A-Module
(flow). As this is not praided in the SunideoFile A-Module, an error message is generated.

* void sender_ctrl_back

This function is the call-back function for the sending of control data in the sending A-Module. As
this is not preided by the SuniMeoFile A-Module, an error message is generated.

* void receiver_ctrl_back

This function is the call-back function for the control data in the vemeiA-Module. The content of
the control pacdt is copied to theutofbandfield in the instance pointer and the out-of-band commu-
nication is ivoked calling the functiofiftFullStatusTreatement

¢ void sender_OoBCommand

This function is called in the sending A-Module. The content obthefbandfield in the instance

pointer is interpreted and the corresponding actions are performed. These actions consist mostly in
setting the appropriataiues for the ariablesplayingandfast_play The initialization of the sending
A-Module is performed within this function in case of the File Client GdanW#hen the sending A-
Module receies theSTARFTRANSMISSIONontrol command, the Lift is started. In case of

dynamic multicasting the control patkGETWINDOW-INFO andSECOND-CLIENIREADY are
recognized and the appropriate action is performed.

¢ void receiver_ OoBCommand

This function is called in the reeinlg A-Module and performs the out-of-band commands in the
receving A-Module (especially during the initialization process of the A-Modules). The implemen-
tation is similar to the functiosender_OoBCommand. The only walid control packt in the

recever is theX-WINDOA-INFO paclet.

e Lift Status videoFile_rcvOutin

This function is called by the D@aPo++ core in case the Connection Managernres®eiut-of-band
data for the receing A-Module. The data is copied into thetofbandfield of the video file instance
data structure and the functiceceiver_ OoBCommand is called.

e Lift_Status videoFile_rcvOutOut

This function is called in the resiig A-Module and preides the sending of the out-of-band data.
The content of theutofbandfield of the instance pointer is written into a ©CaPo++ paost. The
return \aluesbDataOk informs the Lift that there is a pastkto send.

¢ Lift Status videoFile_sndOutln

This function is called in the sending A-Module and reeeihe out-of-band data. This data simply
is copied to theutofbandfield in the instance pointer structure and thevaboentioned function
sender_OoBCommand is called.

e Lift Status videoFile_sndOutOut

This function is called in the sending A-Module andvites the sending of the out-of-band data.
The content of theutofbandfield of the instance pointer is written into a ©aPo++ packt. The
return \aluesbDataOk informs the Lift that there is a pastkto send.

¢ void receiver_init_video_window

This function initializes theis and the X-Vihdow in the receiing A-Module. It is called after the
control packt X-WINDON-INFO was receied. When the X-\Wdow is created, the control pastk
STARTFTRANSMISSION sent to the sending A-Module using the out-of-band communication
channel. The compression type is hard-coded to JPEG. The sen8ilgRFTRANSMISSIOMfter
initializing the recaier’'s windaw in case of dynamic multicasting neskthat the sender sends one
frame out of synchronization with the time, and thus leads to making up the 1 frame delay in the
sending of the video sequence afterihg repeated the first frame.

Implementation Documentation 56 August 25, 1997



* void sender_init_video_window 1

This function initializes theis in the sending A-Module. After initializing theés the video for-
mat information is sent to the reeigig A-Module. The compression type is hard-coded to JPEG.
The periodic timer is created based on thlei® inframes_per_second.

e Lift_Status aslInitVideoFile

This function is the initialization function in the sending A-Module. The call-back functions are noti-
fied to the Laver API using the functiolapi _RegisterAModule . In case of a stand-alone A-
Module, the instanceaviablesframes_per_secorghdvideoRleNameare initialized and the func-

tion sender_init_video_window is called.

e Lift Status asExitVideoFile
This function is called in the sending A-Module and degsttbecis.
e Lift Status asIndiVideoFile

This function preides the sending of the video data to the clgesite and is part of the sending A-
Module. The ®lues ofplaying and offast_playare talken into account within this function. As
already stated, the Lift is not stopped for instance vgtaying is set to 0. Instead the function is
returned at once with the@lmesbNoData.

If playingis set to 1, theis is set to the né frame depending in thealue offast_play(to the nat

frame in case of 0, to the drame in case of 1, to the  frame in case of 2). Then the video
frame to send is computed by usingtpointers as stated in thegning of Sectior8.5.1.

In case okecond_clienbeing set to 1, the sender sends the data of the first frameocd theith a
1 in the data pa@t headerotherwise the header Byte is set to 0 and tlepeelet in the frame
sequence (depending on treue offast_play)is transmitted.

¢ static void asTimerVideo
This function is the callback function for the periodic timer in the SdedFile A-Module.

¢ Lift Status asInfiVideoFileEmpty, asEmpty, asStartVideoFile andasS-
topVideoFile

These functions are called when the Lift is started and stopped reslyetti the
asStartVideoFile the Lift is not yet started.

e Lift Status arlnitVideoFile

This function is called for the sending A-Module. The call-back functions are notified tovlee Lo
API and thecis to tale the recefed data as well as the X wingddo display the data are initialized.

The X windav size as well as the compression type are hard coded for the moment.
e Lift Status arExitVideoFile

This function is called for the reefiig A-Module and destys thecis as well as the X winda
e Lift_Status arStopVideoFile

This function is called by the Lift in case the protocol is stopped.
¢ Lift Status arRequVideoFile

This function is called by the Lift when data is reee€i. The receed video frame is written to the
cis and displayed within the X windo If this function is called and thes is not yet initialized,
the recering A-Module belongs to a dynamically joined reegiin a multicast group. The
second_clienparameter is set to 1 and>3& FTWINDON-INFO control packt is sent to the sending
A-Module.

* The rest of the fila_sunvideofile.c provides some functions for CoRA in case it will be inte-
grated as well as the definitions of the A-Module data structures for the database.

1. The function name is quite misleading. In the fiestsions of the A-Module, the sender also displayed the video
window. When this vas stopped, the nameasvlept neertheless.
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8.5.5.3 File xilcis_colah

The file xilcis_color.h contains among other definitions the definition of \deoFileln-
stance data structure, which is the redat instance pointer for the Sud&oFile A-Module.

8.5.5.4 File xilcis_colac

The file xilcis_color.c is located in thesrc/amod/library directory as it contains some
function used by the Sumiéo as well as by the SuitéoFile A-Module. Its functions are the faolle

ing:
¢ XilLookup suvCreateCmap

This function creates a lookup colormap for XileLibrary. This colormap is used in case the system
does not preide truecolor.

¢ Xil_boolean suvErrorRHandler andsuvErrorSHandler

These tw functions are the error handlers neededfbfor the receiing and the sending A-Mod-
ule. They do abort the process by generating an appropriate error message.

¢ void suvStartXil
This function starts and initializes tid.
* void suvMakeCis
Thecis is created within this function.
¢ void suvMakeWindow
The X windav is created in this procedure.
¢ void suvPrepareDecompressedOutput

The decompressed output is prepared (creatiorXdfimage, installation of the colormap if neces-
sary).

¢ void suvCelllnstallCmap
This function installs the colormap for Cell and CellB compression/decompression.

8.5.5.5 The File memmap.c

The file memmap.c which is also suited in the directosyc/amod/library provides four func-
tions to map one input file inNFile data structure. These functions are:

* void openfile
This functions opensMFILE structure for reading.
¢ void init_memfile
TheMFILE is initialized.
* void detach_file
The MFILE structure is empty and the storage freed after this functiercadled.
¢ void attach_file
The MFILE structure points to the file to read.

8.6 Presenting Multimedia Data: The AidioFile A-Module

This paragraph ges an werview on the current implementation of the AudioFile A-Module. The
AudioFile A-Module is designed folaing the in Sectio®.4 described principles for File Servand
File Client respectely A-Modules. The code for the A-Module is in the fiee/amod/aufio-
file/a_audiofile.c.

The data in the audio fileag captured from a music CD and is sent and played in CD qU#léysend-
ing of the data is controlled by a timer
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8.6.1 Audio Instance Pinter

Each A-Module has one instance pointer pointing to all dateargidor this instance of the A-Module.
The AudioFile instance pointer has the nafadiolnstanceand the follaving structure:

Table 16. The Aidio Instance Pvinter

name type structure | meaning valid context
audioFd int file descriptor for the audio both A-Modules
device
aufd int file descriptor for the sample fil¢ in the sending
A-Module
offset int offset into sample data, e.g. thg in the sending
header A-Module
period long long period of samples in microsec-| in both A-Mod-
onds ules
lastsent long long last time a frame ®as sent (to in the receiing
control if a frame \&s lost) A-Module
count int counter for the receéd frames | in the recaiing
(to compare with the frame A-Module

number in the header and
control if a frame \&s lost)

timer Rsrc_Tmer timer for the sending of the in the sending
Ptr audio data A-Module

audioFileName | char * the name of the audio file to readin the sending
A-Module

playing int 1 - perform playing in the sending
0 - do not play (= send) A-Module

this parameter see¢ for the
implementation of plagy
pause and stop

fast_play int 1 - fast forvard in the sending

2 - fast revind A-Module

this parameter could be used tg
implement &st forvard and
fast revind. This is not done
in the current implementatior]
of the AudioFile A-Module

outofband CtrlPacket char datal[] | this parameter contains the out| in both A-Mod-
int size of band data recegd by the ules
A-Module of the pees site

of the data that shall be sent
to the peer

8.6.2 VCR Contmol Commands

In the AudioFile A-Module three control commands arevigled using theplaying parameter in the
Audiolnstance Structure.

Play. The play command iiokes the sending A-Module to read audio data from the file (triggered by
its timer) and send it to the peesite. This command starts the sending at tggwbing and resumes
sending after @pauseor astopcommandWith this command, the parametdayingis set to 1.

Stop. Thestopcommand stops the sending of audio data in the sending A-Module. Thenignds
not stopped in the current implementation. The transmission of the data just is stopped bylagiting
to 0.
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Pause.The pausecommand in the currenexsion is performed in the samayas the stop command.
playingis set to 0, whereas the timer is not stopped.

Commands that may be povided in the future. There are seeral commands that may be
provided in the future, especialfgrward, rewind, fast forwad andfast rewind. The implementation of
these commands is prepared in the out-of-band functions of both A-Madwiadnot realized.

Table 17. The Contol Commands br Audio File

control
packet
command structure meaning status
play PLAY the playing of audio data is started of implemented
reset
pause PAUSE the sending of audio data is paused | implemented
stop STOP the sending of audio data is stopped| implemented, bt Lift
does not stop
forward FWD skip to end of audio file prepared, not imple-
mented
fast forvard FF prepared, not imple-
mented
rewind RWD go back to bginning of audio file prepared, not imple-
mented
fast revind FR prepared, not imple-
mented

8.6.3 Initialization of A-Modules

The initialization of the AudioFile A-Modules on both sides is not as complicated as process as of the
both Sun\tdeoFile A-Modules. The reogir just sends aNIT paclet to the sender indicating the audio

file name. The rest of the initialization process as already done automatically in @&PDat init
functions of the both A-Modules. BefordPh AY command can be performed, @®ENcommand has

to be called.

Table 18. The Contol Packets for the Initialization Pr ocess in A-Modules

control packet parameters meaning

INIT file name the file name of the file to read is sent
from the receiing to the sending
A-Module

OPEN the receaiing A-Module demands the
sending A-Module to open the file

8.6.4 Implementation of A-Modules

8.6.4.1 File a_audiofile.c

The file first contains the necessary definitions of the audio configuration and sound structure as well as
of theAudiolnstance  pointer

The following functions are defined in the fie audiofile.c:

* void a_data_ctrl_back

This function is the call-back function for the sending of data from the application to the A-Module
(flow). As this is not preided in the AudioFile A-Module, an error message is generated.
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¢ void a_sender_ctrl_back

This function is the call-back function for the sending of control data in the sending A-Module. As
this is not preided by the AudioFile A-Module, an error message is generated.

¢ void a_receiver_ctrl_back

This function is the call-back function for the control data in the vempA-Module. The content of
the control pacht is copied to theutofbandfield in the instance pointer and the out-of-band commu-
nication is ivoked calling the functionkftFullStatusTreatement

¢ void a_sender_OoBCommand

This function is called in the sending A-Module. The content obthefbandfield in the instance

pointer is interpreted and the corresponding actions are performed. These actions consist mostly in
the setting of the parametglaying The control commandsrward, fast forwad, rewind andfast

rewind are prepared hereibnot implemented. When theIT control packt is receied, the func-

tion sender_start_audio is called.

e void a_receiver_ OoBCommand

This function is called in the reeiig A-Module and performs the out-of-band commands. As there
are no walid out-of-band commands in the raéeg A-Module, a varning message is generated.

e Lift_Status audioFile_rcvOutin

This function is called by the D@aPo++ core in case the Connection Managerves®iut-of-band
data for the receing A-Module. The data is copied into thetofbandfield of the audio instance
data structure and the functianreceiver_OoBCommand is called.

e Lift Status audioFile_rcvOutOut

This function is in the recéing A-Module and preides the sending of the out-of-band data. The
content of theutofbandfield in the audio instance data structure is written to £&Ro++ paoht.
The return aluesbDataOk informs the Lift that there is a pagtkto send.

e Lift_Status audioFile_sndOutin

This function is called by the D@aPo++ core in case the Connection Managerres®iut-of-band
data for the sending A-Module. The data is copied intothefbandfield of the audio instance data
structure and the functiam sender_OoBCommand is called.

e Lift_Status audioFile_sndOutOut

This function is in the sending A-Module and yides the sending of the out-of-band data. The con-
tent of theoutofbandfield in the audio instance data structure is written to €&Ro++ paost. The
return \aluesbDataOk informs the Lift that there is a pastkto send.

¢ void setAudiolnfo

This function is called by the ree@g A-Module and sets the audio information (channels, sample
rate, precision, etc.) of the audiovite.

¢ int sender_start _audio

This function opens the audio file, initializes the vate \alues in the audio instance pointer and cre-
ates the timer to send the audio data.

e Lift_Status aslnitAudio

This function initializes the sending A-Module. The A-Modulgiseers itself in the er API. In
case of atand-alone A-Modulthe user has to set thevennment \ariableAUDIODATA. If this
variable is set, it indicates the audio file that is to be read. In this case the function
sender_start_audio is called in the init procedure, otherwise the function is called after the
INIT control command has been reeei by the sending A-Module.

e Lift Status asExitAudio
This function is called in the sending A-Module and closes the audio file.
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e Lift Status asIndiAudio

This function is called whener the timer triggers an alarm, i.e. whegrean audio data paekis to

be sent. Iplayingis set to 0, this function simply returns. Otherwise, audio data is read from the
audio file and written into a D@aPo++ paost. The functions returrsbDataOk , so that the Lift
sends the data to the peer

¢ void asTimerAudio

This function is the call-back function for the periodic timer created in the sending AudioFile A-
Module. It calls the Lift functiotift_DataAvailable so that the Lift then calls the function
asindiAudio

e Lift Status asIndiAudioEmpty
This function is empty
e Lift Status asStartAudio
This function is empty and called when the Lift is started.
¢ Lift Status asStopAudio
In this function, the periodic timer is desteal.
* int start_receiver_audio

This function opens the audiouiee for the receing A-Module. The releant \alues of the audio
instance data structure are initialized with th@ues of the audio dee.

e Lift Status aslnitAudio

This function rgisters the A-Module in theer API and calls the function
start_receiver_audio

e Lift_Status arExitAudio

This function closes the audiouiee.
e Lift Status amStopAudio

This function is empty and called when the Lift is stopped.
e Lift_Status arRequAudio

This function is called by the Lift whewer a data paek arrives for the recging AudioFile A-Mod-
ule. It is controlled, if the paek arrives too late and the data is written to the audiicde

* The rest of the fila_audiofile.c provides some functions for the CoRA in case it will be inte-
grated as well as the definitions of the A-Module data structures for the data base.

8.7 (Multimedia) File Client

The Multimedia File Client (File Client in short) is the application on the sisi#e, that enables the
receving and displaying of multimedia data sent from the Multimedia Fileeé8€Rile Serer in short).

The fact that the data is read from a file enables also the use of VCR control commaptsyliause

and stop. The scope of this chapter is the design of the File Client as well a its current implementation
status. Moreeer, we will see hw the “File” Client may also bexéended to recee ary other multime-

dia data (een live data).

The File Client is, as well as the File Sarvan application or an application scenario within the
DaCaPo++ application franmork. Therefore, the design of the File Client falothe object-oriented
paradigm. The implementation is done in the object-oriented language C++.

8.7.1 File Client and the Specification File

The File Client gets a specification tilas input. This file is parsed and the information is stored in the
global variableSpecification . This\ariable is defined as:

1. The language used in the specification file is defined in the document “The Specification File”.
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AlternativeSpec *Specification;

The clasdAlternativeSpec is a data structure taking all redmt information that is obtained from
the specification file by the parséis definitions are in the filappl_types.H  and its implementa-
tions in the fileappl_types.cc . In the specification file diérentalternative specificationéwhich
are enclosed by thBEGIN_ALTER_SPECand theEND_ALTER_SPEQokens) may be specified.
Each such specification contains:

* the type of the File Client needed to process the data.

« for each inolved File Serer’: the address of tHdultimedia Serverthe DaCaPo++ port and the
multicast address of thentry and configlation sessiorand a service flag for the data transmis$ion.

¢ for each session the session type (consistingicastor multicas) the name and all fles with the
related synchronization specification.

¢ for each flev the name of the file to be read, thevfliype in the semr’s and in the cliend’site, the
name of the flav and the application requirements.

This information is used to instantiate the appropriate File Client type, to create the configuration files
needed for the Upper API, as well as to connect to thersand to demand the transmission of the
required file data.

While parsing the specification file the parser automatically generates the configuration files needed for
the Upper API. These files are automatically named and stored on the tempaitatplissf the current
machine. The naming ceantions for the files are:

/tmp/config  pid .Is.tmp for the sender and
/tmp/config ~ pid .lc.tmp

for the client, wheregsid is the current process id of the File Client &niddicates the number of the
actually parsed session within the alten@tpecification, e.gtmp/config.3s.tmp or /tmp/
config.1c.tmp . The language in the files folle the grammar rules for the configuration files.

The File Client application has to specify the glotmiablefinished  as followvs:

int finished = 0;
before instantiating the clagslientControlComponent . This global wariable indicates if the
parser has finished parsfhgf the specification file, i.e. the parser has reached the end of the specifica-

tion file. In case an error occurred during the parsing process, the application will be stopped at once, as
this is considered as atél error to abort.

8.7.2 Starting of the File Client Aoplication

When all this information is appropriately created the File Client starts the required File Client type. The
flow chart in Figure26 on pageé5 illustrates this process, which may be highly iteeaitn case of mul-
tiple failures in connecting sessions and multiple alteraatpecifications.

The in the flov chart shavn steps are presented in detail in the fellay sections.

8.7.2.1 Rrsing of an Alternative Specification

As already mentioned the block enclosedBBGIN_ALTER_SPECandEND_ALTER_SPEorre-
sponds to an alternaé specification. The parser parses one such specification, creates the required con-
figuration files from the session blocks (included witBBGIN_SESSIONandEND_SESSION and

1. The most general Multimedia File Serscenario consists in n File Sers which send data to m File Clients.

2. for instance this flag is used to determine whether the connection shall run on Ethemwetr(on A’M
(wwwatm)

3. This variable also is set 1, if a File Client/File Samapplication has successfully been established. In this case
the other alternate specifications are no longer relat.
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stores all releant information in the ariable Specification . Then the parsing process is stopped
and the File Client process continues.

8.7.2.2 Instantiating an Aopropriate Class br File Client Type

Several diferent File Client types are possible and shall be introduced hmreakEh File Client type
one specific class is to be implemented.

The Video Viewer. The Mdeo Mewer File Client type enables the redeg and displaying of one
video stream on the cliestsite within a multicast session. The application instantiates one session con-
taining one flav of the typeVIDEO_RECV_DEVICEThe video data on the sers site is read from a

file. Therefore, the type of the Woin the File Serer application is/IDEO_SEND_FILE. Alternative
specifications for the ideo Mewer follow the folloving scheme:

BEGIN_ALTER_SPEC

TYPE VIDEO_VIEWER,;

PEER (address, group_address, service, interface);
BEGIN_SESSION

SESSION_TYPE MULTICAST;

SESSION video;

FILE name_of file_to_read;

FLOW VIDEO_SEND_FILE VIDEO_RECV_DEVICE video_flow

/* all necessary application requirements */
}
ENDFLOW
END_SESSION;
END_ALTER_SPEC;

The Mdeo Mewer is already implemented. Its implementation is presented in S&ction

The Audio Player. The Audio Player File Client type enables the client to vecand display one
audio stream within a multicast session. The audio data is stored in a file.Wypoon the clien$
site isAUDIO_RECV_DEVICEand on the seer’'s site AUDIO_SEND_FILE The Audio Playes
alternatve specifications follw the folloving scheme:

BEGIN_ALTER_SPEC

TYPE AUDIO_PLAYER,;

PEER (address, group_address, service, interface);
BEGIN_SESSION

SESSION_TYPE MULTICAST;

SESSION audio;

FILE name_of_file_to_read;

FLOW AUDIO_SEND_FILE AUDIO_RECV_DEVICE audio_flow

{

/* all necessary application requirements */
}
ENDFLOW

END_SESSION;
END_ALTER_SPEC;

The Audio Player also is implemented. Its implementation will be described in S@dtion

8.7.2.3 Connect to File Seer (Entry and Configuration Session)

Each File Serer provides entry points that specify antry and configuation sessionvhich is listening

to clients to connect. The characteristics of these sessions are simpleoifiteén one flav to transmit

ASCII data. No special QoS requirements are defined for this session. The configuration file of this ses-
sion is knevn to all possible File Seevs and Clients and dedired directly with the File Seev and File

Client program.
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Figure 26. Flav Chart of the Initialization Pr ocess in the File Client

8.7.2.4 Sending Configuration File(s) to File Seer

After the connection to the File Senvs established, the session configuration file(s) the parser created
for the serer (config pid .Is.tmp ) is (are) sent to the File Sen!

1. In the current implementation the Multimedia Sar(= File Serer) does only support client applications with
one session. This could be changed easily when necessary
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8.7.2.5 Receiing Session Entry Bint(s)

When the session(s) for the application is (are) created and listening, thessards its (their) entry
point(s) to the client to connect to the session. This thie design idea. As thistenmethod of the ses-
sion class is a blocking procedure, the address has to bbesemrtthe session is really listeningo T
avoid race conditions, the File Clieniits for 3 seconds after reemig the address(es) before connect-
ing to the data session (s).

8.7.2.6 Connecting to Session(s)

After receving the session entry point(s) for the session(s) in the FileeGéme File Client itself will
create session(s) using the configuration filegepfig pid .Ic.tmp ) the parser created. When its
session(s) is (are) properly connected to the FileeBsrssion(s), the File Client/File Serapplication
can be run and the data can be transmitted fronersgrclient.

8.7.2.7 lterations in the Initialization Process

As long as no successful connection to the File &€y is established and as thexesteat least one

more alternatie specification, the File Client tries to connect to the FileeBewcording to the specifi-

cation information parsed from the specification file. The File Client has to be designed carefully so that
in case of iterations all already created and possibly connected sessions are properly disconnected and
closed.

8.7.3 Implementation of the File Client

8.7.3.1 Class ClientContolComponent

The File Client is implemented within one single cl@signtControlComponent . The structure
of the class is the folleing:

Table 19. The Class ClientConwlComponent

name type description + parameters
public ClientControlCom- constructor instantiation of the Da CaPo++ Client
ponent
RunClientControl method return \alue: wid

iterative parsing and instantiation of the appropriate
class of File Client type

parameters:

int algc, char* agv[]: these parameters are passed
to the File Client type class as the Tcl/Tk use
interface depends on them

~ClientControlCom- | destructor
ponent

pro- DCmagr DaCapoClient*| reference to the Da CaPo++ Client object
tected

The Da CaPo++ Client has to be initialized once for a whole applicatien ifemultiple sessions are to
be connected. As can be seen in Figden pag&5 it may be possible that multiple sers may be
connected before the File Client/File Samapplication is running.df performance reasons, the Da
CaPo++ Client is initialized within the constructor of @igntControlComponent

Possible Security Poblem. As the Da CaPo++ Client is instantiated during the class’ constructor
this may imply some security problems. It is possible, thégreéifit alternatie specifications in the spec-
ification file specify diferent File Client types. This mek sense, e.g., in case that a connection to a
sener providing video and audio data is tried first and, if no connection is possible, connections to
sener(s) only preiding the video or the audio information or xtteal representation of the wie's
content are specified. This may lead to problems in case that the applicatidds giferent security
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levels or in case that some applications are certified and others aremost&nce, it &s decided that

the Da CaPo++ Client is instantiated in the construet®it seems to be most probable, thdediht
alternatve entry points of one or more alternatiFile Serers proiding the same application for an
identical File Client type are specified within a specification file. If, later on, the File Client specification
file is used to describe fent possible application scenarios as alteresfif the first cannot be estab-
lished then the second is tried) and if these alteremti@e different security characteristics, the class
ClientControlComponent will be subject to change. Thiestantiation of the Da CaPo++ Client

will have to be mwed into theRunClientControl function!

8.7.3.2 Function RunClientContol

The functionRunClientControl contains the core functionality of the File Client. The frame for
this function is the follaving:
wwwin = fopen (“file_to_parse”, “read”);
while (finished == 0) {
wwwparse ();
if (! finished) {
switch (Specification->get_type()) {
case VIDEO_VIEWER:
/*
* instantiate class for the Video Viewer
*/
break;
case AUDIO_PLAYER:
/*
* instantiate class for the Audio Player
*/
break;
/* other cases.... */

¥
The \ariablefinished  senes to control the iterations in the parsing process. It is set 1if and only if:

1. The parser reached the end of the specification file to parse. In thisc#se [ifarser to set than+
able to 1.

2. A successful File Client/File Sexwapplication has been established. In this case it is the implemen-
tation of the instance of the File Client type class which setsatfigie to 1.

In general the functioRunClientControl provides a loop to control the iterations of the parsing
process and to instantiate the appropriate File Client type classes.

Instantiation of the Da CaRo++ Client. As stated in the Sectign“Possible Security Prob-
lem; on page66, it may be desired in the future to instantiate the Da CaPo++ Client for each possible
alternatve specification. @ do so, the code instantiating the Da CaPo++ Client has to be eliminated from
the ClientControlComponent constructarThe n&v code for theRunClientControl function
should follaw the follonving scheme:
wwwin = fopen (“file_to_parse”, “read”);
while (finished == 0) {
wwwoparse ();
if (! finished) {
switch (Specification->get_type()) {
case VIDEO_VIEWER:
I/ provide the relevant security information in the
/I structure Securitylnfo secinfo

/I instantiate Da CaPo++ Client for this alternative

1. How this may be done ixplained inSection  8.7.2.3
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I/ specification
DCmgr = new (DaCaPoClient &seclnfo);

/*
* instantiate class for the Video Viewer
*/
// destroy the Da CaPo++ Client
DCmgr->~DaCapoClient ();
break;
case AUDIO_PLAYER:
/l analogous handling

kh

In this case the Da CaPo++ Client is created before a File Client type class is instantiated gredidestro
directly after the destructor of the class has been called. This has tovimegrike that as the Da
CaPo++ Client is started with the security information.

8.7.4 Restrictions in the Implementation

As a filure in the connection process of a session leads to errors in @Hda+ system, the applica-
tion can hardly reoger from the initialization process as indicated in Figure 26. has not been imple-
mented. The File Client just tries the first alten@specification. If thisdils, the process is stopped. It
should be possible to implement theusbinitialization process after stabilizing the OaPo++ core.

8.7.5 \ision of Future File Clients

The File Client as well as the language for the specification dited@signed as general as possilie. F

this reason manother File Client types as planned for instance are possible. First of all, we may think of
File Clients that enable the synchronous ngngiof audioand video data. File Clients can be specified
that support the recgng of audio and video data stored orfefiént serers. Clients are possible, that
allow for different sessions with audio and video data, i.e. the paralelofidifferent mwies. File Cli-

ents may be designed to rewetext data via a ftp lik session and in parallel some animating audio data
to shorten the witing time for the file transfer to finish. il the File Client concept as presented here
applications lile the Picture Phone, thedéo Conference, etc. may be established.visyeapplication
component, application and application scenario is supposed to be designed according the object ori-
ented paradigm and to be implemented in Cvernepossible Da CaPo++ application and application
scenario may be woked by the File Client, under the precondition that the corresponding File Client
type is defined and appropriate classdsteThe only thing to do to start these application will be the
creation of appropriate specification files.

8.8 File Client Type Classes

As mentioned abe, for each File Client type one designated class igd®d that contains the func-
tionality of this class. Each class that implements the functionality of one dedicated File Client can be
named &ile Client type classThe base class for all these classes is ca@ll€tlComp and has the
interface according toable20, whereas all methods are virtual and abstract.

All File Client type classes are inherited from this class and fmimplement ab@ mentioned three
virtual functions.
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Table 20. The Class CICtrlComp

name type description + parameters
public CICtrIComp Construc- | Constructor
tor DaCaPoClient *DCmgr: the wate attrilute pointing
to the Da CaPo++ client is set to point to DCmgr
event_handler method return \alue: int
this method is supposed to pide the handling of
events if ay relevant ezents occur for the File Cli-
ent
parameter:
int EVENT: denotes the number of theeat occurred
RunCitrlinterfice method return \alue: void
this method is supposed to pide an interfice to the
functionality of the A-Modules belonging to the
File Clients flavs to the user
parameter:
char *astring: this parameters denotes the program
name and is needed for Tcl/Tk GUIs
error_handler method return \alue: int
this method is supposed to pide handling of errors
parameter:
int error_id: denotes the error id
~CICtrlIComp destructor
protected DaCaPoClient attribute points to the Da CaPo++ client
*DCmgr
Session attribute the pointer to the entry session of the File Client
*entry_session
int entry_rcv_flov | attribute the id of the flav in the entry session
Str pid attribute the process id of the File Client process

8.9 Interface of File Client Type Classes

8.9.1 Motivation

The current implementedideéo Mewer does not prade kut a \ery rudimentary GUI. The GUI can be
seen (as a screen shot) in FigRveon pag&9. The current GUI is implemented in Tcl/Tk. As the name
does alreadyxpress, the GUI does not pide kut an user friendly graphical based access to the func-
tionality of the \ideo Mewer. Each File Client is supposed to get a GUI. These GUIs may be subject to
change according to the users the program isiged for or according to me knowledge on GUI
design. ler this reason the GUI is not part of the File Client type classeswAlass has designed pro-

viding a general integice to the File Client type class for the GUI.

Open File '

Il
]
I

=]
=
=

PLAY | PAUSE|

Current Video Fle Hame:

Rewind | FRewind |

| Forward | FForward |

Figure 27. The Rudimentary GUI br the Video Viewer File Client
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8.9.2 Interface Class GenericFct

The classGenericFct  was designed on account of the needs of Tcl/Tk. Pressitignb like the
“PLAY” button in Figure27 on pag&9 initiates the call of a Tcl/Tk command. These commands are
created within the application by command lines:lik

Tcl_CreateCommand (interp, “play”, IPlayVideo,
(ClientData) NULL, (Tcl_CmdDeleteProc *) NULL);

whereasnterp is the Tk interpreter aniélayVideo is a C function praiding the functionality of
the commandglay . The functionlPlayVideo calls theplaying functionality of the Weo Mewer
class.

It is possible that multiple dérent File Client type classesigt using the same GUI to discard their dif-
ferences in the implementation to the u3erprofit from the challenges of object-oriented programming
as much as possible by enablingetiént File Client classes using the same GUI and related functions
and re-using as much code as possible, the GlassricFct  was proided.

8.9.3 Class GenericFct

The class definition dBenericFct  is presented in the foliing table!
Table 21. The Class GenericFct

name type description + parameters
public GenericFct constructor
CallFct method return \alue: int

this methods pnides the intedce to
the functionality of the class

parameter:

int flag: this parameters denotes the
desired functionality to be per-

formed
~GenericFct destructor
char method this function returns the name of the
*get_filename() file to be read
protected | char attribute name of the file to be read

*read_file_name

The classes inheriting fro@enericFct  have to implement the functioallFct . This function
gets an intger \alue passed and based on thisgatealue the demanded functionality is yieed.
8.9.4 Interface to the File Clients Functionality

To provide an inter&ce for GUIs to the functionality of File Clieat'egardless of the class names a glo-
bal variable

GenericFct *FileClient;
is defined within the application.

In the File Clients functionRunClientControl this pointer is initialized in the foleing way:
case VIDEO_VIEWER:

1. In the momentary implementation there is also the read_file_name agtaiithe class and an additional
method to obtain the file name called get_filename. This should be subject to change, as this is only sensible in
case of one GUI for one singlewilolf there are multiple flos being read from files, multiple names of files to be
read would be needed.dF this reason it is much more sensible to locate this information in the File Client type
class.
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/*

* instantiate class for the Video Viewer

* et VideoViewer point to that instance

*/

if (successful connection) {
FileClient = VideoViewer;
VideoViewer->RunControlinterface (astring);

/* clean up */

That is, the global pointdfileClient points to the File Client class type. Therefore, all other func-
tionality being in this class cannot be accessed by-ile€lient pointer Instead this pointer is a
global ariable pointing to the inteate of File Client type classes aralid in all cases of diérent pos-
sible File Client types and implementations.

The \alid values of the parametéag depend on the type of the File Client. In generaly thay be
defined as an enumeration type and so implicitly be casted geinsdues.

The GUI of a File Client needs only to call tBallFct  of the File Client type class and to pass the
flag value corresponding to the desired functionality

Annotation. In spite of the “most general” design, the GUI has of course to be chosen with respect to
the functionality of the specific File Client.

8.9.5 Integration of New GUIs 6r Alr eady Existing File Client Type Classes
On account of the alve mentioned design it is quite simple to createva @& for an already»asting
File Client type class. There areaithings to be done:

1. The nev GUI has to preide access to all desired functionality of the File Client. This is to be done
with respect to the File Client type and the defifi@gl values belonging to this class. The File Cli-
ent’s functionality simply is called by calling ti@&allFct  of the File Client. This is done by using
the global ariableFileClient . The function call is

1. FileClient->CallFct(flag);

1. whereadlag denotes the desired functionality

1. A new class has to be deed from the alreadyxésting File Client type class which pides the fol-
lowing changes:

Table 22. The dewed class ér the File Client with new GUI

name type overloaded functionality
public newClass constructor | call the constructor of the base class
RunCitrlin- | method copy the function of the base class amdtenge the call of
terface the function to run the GUI
~nenClass | destructor | call the destructor of base class

Nothing more needs to be changed tosple a nev GUI for an already»asting File Client type class. If
the programmer wishes to enhance tenehandler and/or the error handler function, he/she is free to
do so if these functions were specified to be virtual in the base class.

8.10 Mdeo Viewer

The Mdeo Mewer has already been implemented enabling clientsatchwideo muies via the Da
CaPo++ protocol. The ileo Mewer is an application consisting in one session containing one single
video flov. The corresponding A-Module for thedéo Mewer video flav is theSun\tdeoFle A-Mod-

ule already described in SectiBrb. The File Client type class implementing thideé Mewer is the
classVideoFileCICtriComp presented in the rResection.
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8.10.1 Class \deoFileCICtrIComp

The clas/ideoFileCICtriComp has two base classes:
1. the clas<ICtrIComp which defines the functionality a File Client type class has wge@nd
1. the clas$GenericFct  defining the intedce for the File Client.

2. The class definition is gén in Table23.

Table 23. The Class MeoFileCICtrIComp

inherited
name type from description + parameters

public VideoFileCICtrl- constructor description: see belo

Comp DaCaPoClient *mgr: this parameter
points to the Da CaPo++ Client fo
the Mdeo Mewer

RunCitrlinterbce | method CICtrIComp | return\alue: wid

the GUI function is called within this
method

parameter:

char *agstring: this string has to be
passed to the GUI function (at least
for Tcl/Tk)

~VideoFileCICtrl- | destructor closes the session; calls the destructors
Comp of GenericFct  andCICtrl-
Comp

event_handler method CICtriComp | returnalue: int

the return alue denotes the error code
if an error occurred

this function preides the handling of
events; in this class not imple-
mented

parameter:

int EVENT: this parameter indicates
the event that occurred

error_handler method CICtrIComp | returnalue: int

the return alue denotes the error code,
if the error could not be reeered

this function preides the handling of
errors; it is not implemented

parameter:

int error_id; this parameters denotes
the error occurred

CallFct method GenericFct return alue: int

the return alue is 0 if the obtained
control was \alid and 1 of it vas not
valid

this function sends the control to the
video flow (detailed description seg
below)

parameter:

int flag: indicates the functionality
being called

get_filename method GenericFct | not overloaded, therefore not visible i
the Class’ definition. T
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Table 23. The Class WeoFileCICtriComp

inherited
name type from description + parameters
public GM_Attach method return \alue: \oid
this function is called by the group
management system for the appliga-
tion sharing and attaches axne
Video Client by contacting the
Video Demon on the machine and
sending the relant information for
dynamic multicast
parameters:
int ref
this is the group management reference
id for this request
char *host_name
indicates the name of the host the
application shall be shared with
GM_Detach method return \alue: \oid
this function is called by the group
management system to detach a
host in the application sharing scet
nario. Akill paclet is sent to the
Video Demon on the machine to be
detached
parameters:
int ref
this is the group management internal
reference id
char *host_name
indicates the name of the host to detach
pro- Session *\teo- attribute the pointer to the video session in the
tected FileSession Video Mewer
int VideoFlov attribute this integer is the FlavDescriptor alue
for the video flav which is needed
to send control or data to the vide
flow via the Upper API
char *FlavName | attribute contains the fiw name being obtained
from the specification file
char *FileName attribute contains the name of the video file to|
be read
Session attribute the pointer to the demon session for the
*demon_sessio application sharing scenario
n
int attribute the flov descriptor for the sending flo
demon_send_fl in the video demon session
ow
int attribute the flav descriptor for the recéing
demon_recv_fl flow in the video demon session
ow
char attribute GenericFct | name of the video data file
*read_file_nam
e
DaCaPoClient attribute CICtriComp | pointer to the Da CaPo++ Client
*DCmgr
Session attribute CICtrIComp | pointer to the entry session
*entry_session
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Table 23. The Class \eoFileCICtriComp

inherited
name type from description + parameters
pro- int entry_rcv_flov | attribute CICtrIComp | the flov descriptor for the data fhoin
tected the entry session
Str pid attribute CICtriComp | the process id of the File Client
In the folloving sections the constructor and the functiBusnCtrlinterface andCallFct are

presented in more detalil.

8.10.1.1 Constructor: Design

The constructor of the ifeo Mewer establishes the connection to the File &edepending on the
information in theSpecification data structure. The fdochart in Figure 28. illustrates this process.
In general the fl chart follavs the process already st partially in Figure26 on pagé5. Only the
specific, numbered details argtained here:

¢ ad “successful creation of session” (1): It is possible that for some reason a session cannot be created
properly This case has to be treated by an appropriate action in the applicatioidta brute and
improper aborting of the application.

* ad “time-out or disconnett(2): it is of course possible that in spite of a successful connection to the
sener, for some reasémo session entry point is sent to the File Clieata/bid endlessvaiting, the
File Client starts a timer when sending the configuration file to therserv

¢ ad “connection established” andilifure” (3+4): the successful or not successful connection to the
Video Serer is equialent to theVideoFileSession pointer pointing to a session or being a
NULL pointer respectiely.

¢ ad ‘A" the configuration file used to create the session isateld with the \leo Mewer as it is
identical for all entry and configuration sessions

¢ ad “B”: the address to connect is the peaddress specified in the specification file

¢ ad “C": the configuration file used to create this session is created by the parsesasttiwed
from the information in the specification file

* ad “D": the address to connect to the session is the session entry point sentideoh®ever dur-
ing the entry and configuration session

If the connection of the sessiormsvsuccessfully established, the File Name of the file to be read is sent
to the \ideo Serer with an INIT control paait3

8.10.1.2 Constructor: Implementation

The design of the constructor is more general and motestétan its current implementation. This is

due to thedct that the D&aPo++ core generatesadal error in case that connections cannot be estab-
lished. For this reason the constructor implements the entry and configuration session as described in
Section8.10.3.

8.10.1.3 Function RunCtrlinterface

The functionRunCitrlinterface provides the follaving steps:

set the File Client inteafce to the currently instantiated object.
¢ if the connection to theitfeo Mewer could not be established abort the function

1. The disconnectwent is performed by disconnect padet that is sent from File Segv to File Client to indicate,
that the File Semer cannot perform the cliesttequest.

. This may also include adilty implementation of a File Sew

w N

. see also dble13 on pag®?2.
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creation of session successful? no
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< connect to seer entry point )
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N

. no
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< send configuration file )
v
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timeout? disconnect?

v

no
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( receve session entry point )

v

> set pointer to WdeoFileSession = NULL

no
C | creation of session successfyt? >
¢ yes
( connect to session entry point ) I
o
v e
=
D connection successful? no > If
¢ yes
3 connection establishedjdéo Mewer successfully
constructed

Figure 28. Connection Establishment in the deo Viewer

* set the globalariablefinished  to 1 to indicate that a successful connection has been established
* start the graphical user intade by inoking the function preiding the GUI
8.10.1.4 Function CallFct

TheCallFct  function’s functionality is based on the definition of the possible flags to be passed to the
function. The flags defined for thedéo ewer are:

Table 24. Flags Defineddr the Video Viewer

flag meaning control packet structure?
V_OPEN send open command to A-Module OPEN

V_PLAY send play command to A-Module PLAY

V_PAUSE | send pause command to A-Module PAUSE

V_STOP send stop command to A-Module STOP

V_FWD send forvard command to A-Module FWD

V_FF send &st forvard command to A-Module FF
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Table 24. Flags Defineddr the Video Viewer

flag meaning control packet structure?
V_RWD send revind command to A-Module RWD
V_FR send &st revind command to A-Module FR
V_DISPL do nothing; this command is necessary only when the GUl i© control packt
AY_FR in the same process thread as the video displaying unifand
AME in case of Tcl/Tk to be pvided as defult command (and

thus gve control to theCallFct  regularly, even if no
command btton is pressed). This function is not necest
sary in the Da&CaPo++ ewronment if using Tcl/Tk.

V_ATTAC | call the GM_Attach method no control packt
H

V_DETAC | call the GM_Detach method no control packt
H

a. These paadhts are the same as defined for the SdedFile A-Module in &blel3 on
page52

The control pacsts corresponding to the flags are generated in the fur@aitiict and sent to the A-
Module using the IPC and the out-of-band communicatioxgiaieed in Sectio8.4.2 on pagd8.

8.10.2 GUI of the \ideo Viewer

The graphical user intexfe of the Wleo Mewer is implemented in Tcl/Tk as can be seen in Figure

on pages9. Its implementation is in the fisgopl_VVtcltk.cc . The file preides the follaving func-
tions:
¢ void IxxVideo: wherexx is: Play, Pause, Stop, Fwd, FF, Rwd, FR and the func-

tionsplaying  andlOpenVideoFile

These functions prade the Tcl/Tk commands created to call the File Clgsfuthctionality The
functions call theCallFct  of the Mdeo Mewer with the flags (the sequence corresponds to the
sequence of functions a®):V_PLAY, V_PAUSE, V_STOP,V_FWD, V_FF,V_RWD,

V_FR, V_DISPLAY_FRAME, V_OPEN

¢ void RunVideoViewerGUI

This function implements the Tcl/Tk graphical user irgteef The Tcl and the Tk command inter-
preters are created as well as are the Tcl comnhafids Tcl/Tk windev is created and the control is
given to the GUI until the user presses the “quitttdn in the GUI. The Tcl/Tk input file that defines
the GUI isappl_VVgui.tcl In case of a shareddéo Mewer, the GUI has to be put onto the
display.10 . Also theGM_Chet function has to be calledg&larly.2

8.10.3 Implementation of the Entry and Configuration Session

In theentry and configwation sessionthe Mdeo Mewer sends information on the service to get (espe-
cially the configuration file of the seswsession) to the File Servand retriges an address of the entry

point for the \deo Session. The entry and configuration session is implemented as a multicast session.
As the DaCaPo++ sessions for data transfer must be closed on both sides to propertiidegpplica-

tion and stop data transfand display the entry and configuration session is retained during the whole
application. It is used, too, forleavemessage in either case, the File 8ebeing shut den or a File

Client being closed on user request.

An application on the client side must be identified on thiersAs the entry and configuration session is
a multicast session, all possible clients reegiaclets like address paeks or the request that one spe-

1. The creation of the Tcl commands is alreadyshm the Rragraph 8.9.2.
2. For more details on the share@l¥o Mewer see Sectio8.11
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cific client shuts den. For this reason the paets hae to identify unambiguously the client thare
meant for For this identification the paihfst_id, pocess_idhas been used.

As described in Sectidh 16 the File Serer has been implemented as a Multimedia &eawd a Multi-
media SendeiTheleavemessage from the client is regsd in the semr which stops the process of the
Multimedia SendeWhen the application is stopped from the seside, this is controlled by the Multi-
media Serer which stops the sender process and sendsathiegmessage to the client.

8.10.3.1 The Data Bckets r the Entry and Configuration Session
Following data packts may be sent from thedéo Mewer to the Multimedia Seer:

Table 25. Rickets from Client to Sewer during the Entry and Configuration Session

packet structure

SESSIONFILE;[host-
name][proces-
sid]VIDEO[remote_interf
ace]{sessionfile}

meaning

this paclet contains the configuration file for the video file session. The
sener gets the flayIDEO to identify the application. The pair [host-
name][processid] is used to clearly identify the client. The remote inter-
face is used so that the Multimedia Sender can correctly set the atmFlag.

LEAVE[hostname][proces-
sid]

this paclet is sent if the user has left the application

The entry and configuration session is a multicast session and the sending direction goes from File
Sener to Mdeo Mewer. For this reason, the paets from the \leo Mewer to the File Seer are sent
using the out-of-band communication.

These packts are sent from the Multimedia Serto the \Weo Mewer:

Table 26. Rickets from Sewer to Client during the Entry and Configuration Session

packet structure meaning

ADDRESS]client_host]{clie
nt_pid][sender_name][da
capo_port][dacapo_multi

this paclet contains the specification of the client it is meant ferthe cli-
ents pair of host name and process id. Then the entry point for the
session is described by the host name, th€&Ro++ port name and

data

cast_address] the multicast address to use to connect to the Multimedia Sender

LEAV- this paclet sends the leang message to tell the client withient_hostand
INGJclient_host][client_p client_pidthat the sender is being shutao
id]

8.10.3.2 Initializing a New \deo Session

Wheneer a client connects to the entry and configuration session of a Multimedex, Seevserer

obtains goin event of the DaCaPo++ core system. The joiveat includes the client host id. The estab-
lishment of the connection of the entry and configuration session is indicatestdny event on both

sides. The deo Mewer sends itSSESSIONFILBpaclet to the Multimedia Seer. The Multimedia

Sener starts a Multimedia Sender andpdes to the sender the addresses it shall use for the video file
session as well as the configuration file for the session. The addresses are also sent to the client which, in
turn, can na/ connect to the appropriate session in the Multimedia Sender

8.10.3.3 Le&ing a Video Session

Both, the \i{deo Mewer and the Multimedia Sendeanay stop the video file session. As CaPo++

requires a disconnect and close of the session on both sides, the other side has to be properly informed
that one side is closing do the session. This informatiornahange is done between the Multimedia

Sener and the \dleo Miewer in the entry and configuration sessidn case the client application is shut

1. with this concept of leang of sessions, thentry and configlation sessiogets the role of eontol sessionThe
name vas retained due to “historical reasons”.
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down, the Mideo Mewer sends to the Multimedia ServaLEAVE paclet indicating its host name and
process id. The Multimedia Semvlooks up the process id of the correspondent Multimedia Sender and
send &SIGTERMsignal to the Multimedia Sendérhe Mdeo Mewer application sleeps for 2 seconds so
that the Multimedia Sender as creator of the session may disconnect and close the se$sion first.

The Multimedia Sender has no control inéed. The sending application can be shurdon sender
side by iwoking the commandill in the menu of the Multimedia Senvfor the specified sendén this
case d_EAVING paclet is sent to the ideo Mewer and aSIGTERMsignal is sent to the Multimedia
SenderSo both, the Meo Mewer and the Multimedia Sender do properlykethe application, i.e. dis-
connect and close the video file session.

8.11 Shaed MVideo Viewer

In the project plan 8haed Extended WW\tenario has been described. In this scenario, the Extended
WWW scenario as described in Sect®8 is to be sharedoTdo this, thexwedg, as deeloped in a
former RACE project, vas to be used to perform the application sharing. As sharing of continuous mul-
timedia data cannot be performed easily by the xwedge, the diigritof the video data information
was to be done by the [mPo++ system. The xwedge itself could not be fullygirstied in
DaCaPo++, thus, it still is runningzer TCP/IP For this reason ahared \Vdeo \fewer concept had been
developed and implemented as a proof of concept the Shared Extended WWW scenario could be
provided using D&CaPo++.

8.11.1 Ppcess Model

To realize the Shareddéo Mewer concept, seral processes arevimived. A complete outline isggn
in Figure 29.

The following processes areviolved in the scenario:
* DaCaPo++ Core on each machine

* Da CaPo++ Multimedia Server andDa CaPo++ Multimedia Senderin the sender side. As
described in Sectio®.16, the File Sermr consists of tw processes, the servand the sender pro-
cess.

e DaCaPo++ Video Viewer is the in Sectio®.10 presenteditfeo Mewer. It is sharing ware and
communicates with the GM control process and with tidedDemon.

* GM control is the interace to the application sharing. It allothe \ideo Mewer to get information
if the application is shared.

¢ Application Sharing, PC and PSis the xwedge implementation. PC is the pseudo client and PS is
the pseudo seev. In fact, pseudo client and pseudo setare alvays present if the xwedge is started,
but the PS is used on the machine thabts to share an application and PC is used on the machine
that receies the data of the shared application.

¢ DaCaPo++ Video Demonis the process that controls the retwj of the shared video data on the
receving machine. It communicates with the DaPo++ \tleo Mewer.

¢ DaCaPo++ Video Viewer2is the video recging application on the reaair of the sharing. It is
started and stopped by the DaPo++ \tleo Demon.

8.11.2 Goup Management Interface of the Aplication Sharing

The group mangementas implemented in this scenario yides an intedice between the D2aPo++

Video Mewer and the application sharing, i.e. the xwedge akt decided not to change the xwedge for

this scenario. As the application sharing itself is performed by the xwedge, that shares the graphical user
interface in our scenario, and as only thdeé Mewer knavs the relgant data for a secondidéo

1. otherwise the D&aPo++ core system may get some problems.
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Figure 29. The Pocess Model in the Shad Video Viewer Scenario

Viewer to join the multicast session in the OaPo++ Multicast Sendeboth processes Y& to be

involved in the sharing process andséddo communicate to each oth&his task is praided by the

group management process. A CaPo++ Weo Mewer that can be shared has tgiseer itself to the

group management. The group management informs itheo Wewer whenger a sharing client is

added to or remed from the sharing process. Thieldb \ewer then is responsible that the sharing cli-

ent starts or stops the representation of the shared video data. The xwedge, in turn, is responsible that the
sharing client retriges or not the GUI of theifeo Mewer application.

The group management processvites a simple, ASCII based user inéed that allevs for the speci-
fication of commands as the change of the floor control or thevedtaestatus information. Only
commands are relant in the Wleo Mewer, too. The commandddusemeans that the application shall
be shared with another machine. Itaakhe machine name as command. The commeluderstops
the sharing of the application with a specific machine that is specified as pardmeser tw com-
mands arexplained in more detail later
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8.11.3 Irvolved Packets

The following paclets are send from the aPo++ \eo Mewer to the DaCaPo++ \Weo Demon.
While Table27 defines the directioni®&ver to Daemon, dble28 defines paaks heading from Meo
Demon to \Weo Mewer..

Table 27. Rackets from the Video Viewer to the MJdeo Demon

packet structure meaning

CREATE_CLIENT[request_id][sender| this paclet is the request to thédéo Demon to create awe
_host_id][sender_port_id][sender_re Video Mewer2. It already contains all information needed by
mote_interéce] the second Meo Mewer to connect to the Multimedia Sende

=

SESSION({sessionfile} this paclet contains the configuration file data for the video data
session betweenideo Mewer2 and Multimedia Sender

KILL[request_id=0][process_id] this paclet is sent from Weo Mewer to Mdeo Demon to indicate|
that the \tdeo Mewer2 with the Process fatocess_idhas to be
terminated. The request_idnable is not yet used.

Table 28. Rckets from the Video Demon to the \eo Viewer

packet structure meaning

INVALID_PACKET]] this paclet is sent to theideo Mewer in case the i[deo Demon
had not been in the state to accept the giagcered

PID[latest_request_id][process_id] the Mdeo Demon sends the process id of thelypereated sec-
ond Mdeo Mewer to the \leo Mewer

8.11.4 Pocess of Sharing the Meo Viewer
Figure 30. shws the setup of the sharing of thel&o ewer.

The Mdeo Mewer has to rgister itself at the lggnning using the functio®M_Register . This func-

tion gets as parameters the windial of the X-windav of the GUI as well as pointers to theotfunc-

tions of the \Weo Mewer that shall be called by the group management in case the sharing shall be setup
or stopped. Those functionsveato be pure “C”As the \ideo Mewer was designed and implemented
following an object-oriented approach to allfor the averloading of functions, it s decided to imple-

ment theattach anddetad function for the sharing as methods (see aluleR3). Pure “C” functions

were implemented and their pointers are used as parameters @MthRegister function. These
functions call C-lile C++ functions which in turn call tH@allFct  in the Mdeo Mewer with the flag
V_ATTACH or V_DETACH. This function then calls the attach and detach methods of the class.

When the user of theitleo Mewer application decides to share the application with a user on another
machine, it types in the commaadduser The group management process then calls the attach function
in the Mdeo Mewer, which, at last, calls theM_Attach method of the class. This method connects to
the session of theileo Demon. This sessionwalys has the same session configuration file on all
machines as well as the same@sPo++ portdacapo6 ) and group addres44.1.1.99 ). For this
reason the by the group management processde host name is didient to properly connect the
Video Demon Session. Thedéo Mewer then sends GBREATE_CLIENTpaclet to the \Wleo Demon.

This paclet specifies the whole address to connect to the Multimedia Sédidewards, it sends also

the session configuration file aSBESSIONbaclet to the tleo Demon. The Meo Demon, after recei

ing both packts, forks itself. The child process starts the secdddovMewer with the sender host
name, the sender port, the sender group address, the sender remote address and the name of the locally
saved session configuration file as command line parameters.idée Memon parent process returns a
PID paclet to the shareditfeo Mewer. The pid pac&t contains the process id of the fedkprocess, the
second Weo Mewer. The shared Meo Mewer calls the functiotsM_UserAttached of the group
management with the reference id and the process id of the semmw \Wewer as parameters. The
group management process thus hag the information, which process at the pgeriachine acts as
second Ydeo Mewer.
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Figure 30. Setup of Sharing of the Meo Viewer

The user can stop the sharing of théed ewer by typing the commarakluser malsine_namen the

group management menu. The group management, then, calls the detach function which, at last, calls the
GM_Detach method of the \deo Mewer. This method gets the pegehost name as well as the process

id of the second Meo Mewer as parameters. Thdd€o Mewer connects the session of thal&b

Demon if it has no longer a connection and seridB paclet to the Wtleo Demon. Theequest _id

parameter of the kill pael is not used and, thus, for instance, just set to 0. Tden\Demon sends a
SIGTERMsignal to the process specified by the process idvexté the kill packt. So, the second

Video Mewer is stopped.

The group management controls that the application sharing is started for the specifiedickimdeen
theaddusercommand is receed and that the application sharing is stopped, whetelisercommand
is receved.
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8.11.5 Shaed Video Viewer

The Mdeo Mewer had to be modified to enable the sharing. The modifications are not restricted to the
additional methodsGM_Attach and GM_Detach. The Mdeo Mewer must rgister itself in the

group management process. Before this can be done, the group management process has to be started.
Also the xwedge must be started on the machine, as the group management process cannot be run with-
out a present xwedgeofFthis reason, theitfeo Mewer can be started in tndifferent modes, a normal

mode and a shared mode. In this paragraph the additional points of the shared xptadeeadén short.

To start the ¥eo Mewer in the shared mode, the flalgared has to be the second command line
parameterthus is, the third gument. If this flag xé@sts, the main routine of the File Client initializes a
variableshared, which normally is 0, with 1. In case of thianable set to 1, the X windofor the

GUI is sent to displa0 as demanded by the application sharing in case of the Shiaiesal Wewer

scenario. The Meo Mewer then rgisters itself to the group management process. In case of a normal
Video Mewer, the GUI is sent to display and the rgistration procedure is not called. In this case, the
process is controlled by Tcl/Tk until the GUI is degad. The commandk_MainLoop (); is

called. In case of the sharedl¥o Mewer, the functionGM_Checkmust be called gilarly to give the

process control to the intade between ideo Mewer and group management. So, the group manage-
ment can call the detach or attach function if neces$hg/corresponding code is:

while (tk_NumMainWindows >0) {
Tk_DoOneEvent (0);
Tk_DoWhenldle(myGM_Check, (ClientData) NULL);

}

Besides these changes, tHdao Mewer’s code is xactly the same for the normal and the shared case.

If the Multimedia Sender closes the connection, the secalebWewer(s) has (ha&e) to be informed to
properly close their video session(s@r Ehe prototypical implementation theédéo Mewer does not
keep a list of all current secondd€o Mewers related with its applicationybknows if it is shared and
knows the pid as well as the host name of the last sharing reqaestidreason, theileo Mewer can
call the detach function itself if it is shared and if the Multicast Sender closes the conneceédend
this feature to properly closewtn all second \eo Mewers that may»ast on diferent machines, a sim-
ple list administering process ids and host names of thesergienust be added to th&dgo Mewer.

8.11.6 Second Meo Viewer

The second Meo Mewer is called by the deo Daemon and enables the retleof video data via the
multicast session at the Multimedia Sendére second Meo Mewer has command line parameters.

Table 29. Command Line Aguments of the Second Meo Viewer

argument
number name meaning
1 video_client2 programme name
2 sener_name name of the host the Multimedia Sender is running on
3 sener_port name of the D&aPo++ port, the video session is connected to in the
Multimedia Sender
4 group_adr the multicast address for the video session
remote_intedice | the interfice for the video session (to distinguish ti@&/Arom the
Ethernet case)
6 file_name name of the locally stored session configuration file for the video ges-
sion. This file vas stored by theifeo Demon on the local maching.

With the information of these parameters, the secaddd/Client creates a B@aPo Client, connects to
the video session in the Multimedia Sender and, thus, vetrithe video data. Necessary changes to
enable this dynamic multicast are described in SeétlwnA signal handler also is implemented. In case
of the signaSIGTERMreceved by the WWleo Demon, the video session is closed and the sedded V
Viewer &its from running.
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8.11.7 \ideo Demon

The Mdeo Demon is the program that controls the sharing of the video data stream on thegrecei
machine. The GUI data is reeed and shared by the xwedge, that has to run on the machine, too. The
Video Demon creates a multicast session and listens. Wérethe machine shall be the reesiof a
shared Weo Mewer application, the shareddéo Mewer connects to theieo Demon and transmits a
CREAE_CLIENTas well as &ESSIONvaclet. In case these pagtk arrve in a wrong ordethe \ideo
Demon ignores them and sendsliWALID _PACKET paclet back to the shareddéo Mewer. When

the SESSIONpaclet is receied, the \leo Demon stores its content into a local file and forks itself. The
child process starts the seconildd Mewer. The parent process sends the process id of the recently
forked process to the Shareitl®o Mewer. If the ideo Demon shall be used to controfeiént sharing
processes in parallel, the patk echanged between Shareii® Mewer and \Wdeo Demon should
contain the host id of theitleo Mewer as well as its process id, too, to enable both processes perform
correctly and to ally the shared Meo Mewer to ignore paais not meant for it.

In case the sharing of video data shall be stopped,itle®¥Demon recees aKILL paclet with the pro-
cess id of the seconddéo Mewer process to stop. It sendSESGTERMsignal to the process specified
by the process id.

8.12 Audio Player

The Audio Player has been implemented enabling clients to listen to CD quality audio data via the
DaCaPo++ protocol. The Audio Player is an application consisting in one session with one single audio
flow. The corresponding A-Module for the audioafles the AudioHle A-Module already described in
Section8.6. The File Client type class implementing the Audio Player is the AladisPlayer-
CICtrIComp presented in the Resection.

8.12.1 Class AdioPlayerCICtrIComp

Like the classvideoFileCICtriComp , the classAudioPlayerCICtrIiComp has two base
classes:

1. the clas<ICtrIComp which defines the functionality a File Client type class has wige@nd

2. the clas$zenericFct  defining the intedce for the File Client.
The class definition is gén in Table31.

The constructor as well as the functRanCtrlinterface of the Audio Player class is analog to the
constructor and the function of théd¢o Mewer class. The implementation has been realized in an ana-
log way, too. The \Weo Mewer sends th&ESSIONFILEpaclet in the entry and configuration session
with the flagVIDEO. The Audio Player sends it with the flLAQDIO. Please refer to Secti@10.1.1,
Section8.10.1.2, SectioB.10.1.3 and Sectid®10.3 for details of the design and of the implementation.

8.12.2 Function CallFct

TheCallFct  function’s functionality is based on the definition of the possible flags to be passed to the
function. The flags defined in the Audio Player are:

Table 30. Flags Defineddr the Audio Player

flag meaning control packet structure
A_OPEN send open command to A-Module OPEN

A_PLAY send play command to A-Module PLAY

A_PAUSE send pause command to A-Module PAUSE

A_STOP send stop command to A-Module STOP
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8.13 GUI of the Audio Player

The graphical user intexe of the Audio Player as implemented in Tcl/Tk can be seen in Figure 31..

implementation is in the filappl_APtcltk.cc

Table 31. The Class AdioPlayerCICtriComp

name

type

inherited
from

description + parameters

public

AudioPlayer-
CICtriComp

constructor

description: see belo

DaCaPoClient *mgr: this parameter
points to the Da CaPo++ Client fo
the Audio Player

RunCtrlinterace

method

CICtrIComp

return \alue: \oid

the GUI function is called within this
method

parameter:

char *agstring: this string has to be
passed to the GUI function (at lea
for Tcl/Tk)

5t

~AudioPlayer-
CICtriIComp

destructor

closes the session; calls the destruct
of GenericFct  andCICtrl-
Comp

Drs

event_handler

method

CICtrIComp

return \alue: int

the return alue denotes the error code,

if an error occurred

this function preides the handling of
events; in this class not imple-
mented

parameter:

int EVENT: this parameter indicates
the event that occurred

error_handler

method

CICtriComp

return \alue: int

the return alue denotes the error codg
if the error could not be reeered

this function preides the handling of
errors; it is not implemented

parameter:

int error_id; this parameters denotes
the error occurred

2]

CallFct

method

GenericFct

return alue: int

the return alue is 0 if the obtained
control was \alid and 1 of it vas not
valid

this function sends the control to the
audio flav (detailed description seg
belaw)

parameter:

int flag: indicates the functionality
being called

get_filename

method

GenericFct

not overloaded, therefore not visible in

the Class’ definition.

pro-
tected

Session *Audi-
oSession

attribute

the pointer to the audio session in the
Audio Player

h

int AudioFlowv

attribute

this intager is the FlavDescriptor alue
for the audio flav which is needed
to send control or data to the audi
flow via the Upper API

D
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Table 31. The Class AdioPlayerCICtriComp

inherited
name type from description + parameters
pro- char *FlavName | attribute contains the fiw name being obtained
tected from the specification file
char *FileName attribute contains the name of the audio file to
be read
char attribute GenericFct | name of the audio data file
*read_file_nam
e
DaCaPoClient attribute CICtriComp | pointer to the Da CaPo++ Client
*DCmgr
Session attribute CICtrIComp | pointer to the entry session
*entry_session
int entry_rcv_flov | attribute CICtriComp | the flav descriptor for the data fhoin
the entry session
Str pid attribute CICtriComp | the process id of the File Client

Play | Pause | Stop | Quit

Figure 31. The GUI br the Audio Player File Client

The fileappl_APtcltk.cc provides the folleving functions:

void IxxAudio :wherexx is: Play, Pause andStop and the functiohOpenAudioFile

These functions prade the Tcl/Tk commands created to call the File Clients function@iiy
functions call theCallFct  of the Audio Player with the flags: PLAY, A_STOP, A_PAUSE,
A_OPEN

void RunAudioPlayerGui

This function implements the Tcl/Tk graphical user irgeef The Tcl and Tk command interpreters
are created as well as are the Tcl commands. The Tcl/Tk wiisdereated and the control isygn

to the GUI until the user presses the “quititton in the GUI. The Tcl/Tk input file that defines the
GUl isappl_APgui.tcl

8.14 Implementation of the File Client

The File Client is easily implemented with the adanentioned classes (Sect®d to Sectior8.12.)
Some global ariables are to be defined:

serverf, clientf, errorf of the typeofstream have to be defined. These stream point-
ers are needed by the parser to write theesemd client configuration files and the error file.

BASE_DIR of the typeStr has to be defined and must be initialized with the name of the directory
the configuration files and the error files shall be written into.

finished, parsing_started, Specification, FileClient of the typesnt,
int, AlternativeSpec *, GenericFct * respectiely have to be defined.

1. See also the document “The Specification File”.
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After defining these globalaviables the relent code implementing the File Client (which may be as
general as possible if the required classes areda) consists in the foleing statements:

ClientControlComponent *ClientControl = new ClientControlComponent ();
ClientControl->RunClientControl (argc, argv);
ClientControl->~ClientControlComponent ();

The File Client is implemented in the fileleo_client.cc

8.15 Design of the File Seer

The design of the File Seawis shortly presented here by furtheplaining the three main points con-
cerning its functionalityThe File Serer's design is quite easy to understands as it reflects directly the
required counter part to the File Client design. A File &ecan sere multiple File Client sessions at
one time. Br this reason the File Setvhas to somelmpadministate the File Clients it is communicat-

ing to and thesessiongelated to these communicationsr Ehis purpose we define the teuser ses-
sion. A user session is the set of all sessions belonging to one designated FagFSerClient
application between the servand one File Client. The File Servequires the possibility to shutvdo

one user session in its entity (e.g. to free resources). Of course this should not be done auittiogit w
the client and without looking for other solutionsit the fcility really is necessary to prde a File
Sener being able to runver a long period of time without the need of being restarted.

Each session has one specific entry point belongingptutan the serer's machine. As the number of
ports is limited the seer has to someloadministate free and used ports

Similarly to the process of connection establishment in the File Client as presented in &é@iom
page63 the process of connection establishment in the FileSmmot trvial, even more comple As

the data transmission is directly performed by the A-Modulegith&erver outineconsists mainly in
connection establishment and closlmgfween File Seer and File Client. These three issues concerning
the design of the File Seswwill be presented in detail in this chapter

8.15.1 Administration of User Sessions

One user session may contain multiple@#o++ sessionsoFthis reason the class of user sessions
contains a list of all related D@2aPo++ sessions. One list element does not only contain a pointer to the
sessions and flotype information bt also the port number of the session. The class for the user session
needs the follwving methods:

Table 32. The Classdr the User Session

name type description
public UserSession constructor

get_id method returns id of user session

get_first_session | method returns first session of session list

get_n&t_session method returns current session pointeuarrent points to the
next session in the list after the function

set_current_to_first method sets the current pointer to the first session

add_session method adds one session to the list

delete_session method removes one session from the list

~UserSession destructor
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Table 32. The Classdr the User Session

name type description
protected id integer number to identify the user session
session_list Session- points to the first element of the session list
List?

current SessionList| points to the session to be refdd from the list at
next

some user information information required from the user on the File Cli-
ent’s site

a. SessionList is a class that implements a list of sessions, whereas each element has the
flow type information, the port of the session and the sessiame as well as a pointer
to the nat session in the list and the connection information.

The class of the user session itself is an element of a list of user sessions. The ligtdd prahe class
UserSessionList and administrated by the clddserSessionAdm.

Table 33. The Functionality of the User Sessions Administration Class

name type description
public UserSessionAdm | constructor
add_session method adds one UserSession to list
delete_session method discards one UserSession from list
parameter:
user session id: to identify the session to bp
deleted
get_first_session | method gets pointer to first UserSession
get_net_session | method gets pointer to current UserSession, current

points to the nd session in the list after
the function

set_current_to_firsf method sets current pointer to first UserSession

~UserSessionAdm| destructor

protected session_list UserSes- pointer to a list of user sessions
sionList
current UserSes- pointer to the session to be refgd from the
sionList list at next

A graphical user intesice shall be praded to gve the File Serr service praider easily access to the
user session administration functionality of the File 8erv

8.15.2 Prt Administration

The port administration administrates a list of free and used ports. The implementation of this class is
based on the assumption that the File &eobtains an input file specifying free ports it can use for its
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connections. These ports then are assigreldigvely to the File Semr during its whole run time. The
port administration clag8ortAdmin provides the follaving functionality

Table 34. The Classdr the Port Administration in the File Server

name type description

public PortAdmin constructor | parameter:

char *file_name: this parameter specifies the name
of the input file containing all ports that are
assigned to the File SawAll these ports will be
written to the list of free ports

get_free_port| method return \alue: name
the function returns the name of a free port
free_port method return \alue: \oid
the functions adds a port to the list of free ports
parameter:

Str port_name: this parameter denotes the name|of
the port to be freed

~PortAdmin destructor

protected free_ports PortList list of free ports

used_ports PortList list of used ports

8.15.3 Connection Establishment and Closing

The processing of the connection establishment for a user session is presented by the state table depicted
in Table36, whereas thedend is included indble35.

Table 35. Legend

name meaning

ECS entry and configuration session

U the actual user session in an entry and configuration session

y; one user session in the user session administration

StC session to connect; the File Serhas sent the session entry point to the client, the ses-
sion is listening and aiting for the File Client to connect

EC entry and configuration state

Cs connected session: one already connected session within a user session

SEP session entry point

Table 36. State @ble for the File Sewer (Without Err or Handling)

main
state incoming event condition performed action next state
START create ECS WAITING

connect ECS to listen
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Table 36. State @ble for the File Sewer (Without Err or Handling)

main
state

incoming event

condition

performed action

next state

WAITING

ECS connected

instantiate class: U = me(UserSes-
sion)
start ECS timer

EC

time-out of St@of
y;

disconnect sessions in U
stop all timers for sessions in U

callfree_port  for the ports of the
sessions in |J

call destructor of all sessions in U
remove U from user session adminis

tration
call destructor of

WAITING

connect of Stpin
y;

mark StG as connected in;U
stop StC timer

WAITING

disconnect CS in U

disconnect all sessions in U
stop all timers for sessions in U

callfree_port  for the ports of the
sessions in J

call destructor for all sessions in U

remove U from user session adminis
tration

call destructor of U

WAITING

shut devn File
Sener

for all sessions |.do:
disconnect all sessions in U
stop all timers for sessions in U

callfree_port  for the ports of the
sessions in PJ

call destructor for all sessions in U
remove U from user session adminis

tration
call destructor of U

END
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Table 36. State @ble for the File Sewer (Without Err or Handling)

main

state incoming event co

ndition

performed action

next state

EC ? configuration file

of session

get_free_

port
returns
port name
(free port
available)

create session St@ith configuration
file

add St¢to U

start timer for Stp

connect session St@ Listen

send SEP to client

EC

get_free_

port
returns
NULL
(no free
port avail-
able)

disconnect all sessions in U

stop all timers for the sessions in U
call destructor for all sessions in U
disconnect ECS

call destructor of ECS

create ECS

connect ECS to listen

WAITING

disconnect of ECS

add U to user session administration
call destructor of ECS

create ECS

connect ECS to listen

WAITING

time-out of Stq:of
Ui

unconnected sessions in U
stop all timers for sessions in U

callfree_port  for the ports of the
sessions in Y

call destructor of all sessions in U
call delete_session for; U

EC

connect of Stpn
Ui

mark StG as connected in;U
stop timer for St

EC

disconnect CS in U

disconnect all sessions in U
stop all timers for sessions in U

call free_port for the ports of the
sessions in J

call destructor for all sessions in U

remove U, from user session adminis
tration

call destructor of U

EC

shut dovn File
Sener

for all sessions |.do:
disconnect all sessions in U
stop all timers for sessions in U

callfree_port  for the ports of the
sessions in Y

call destructor for all sessions in U
remove U from user session adminis

tration
call destructor of U

END

8.15.4 Eror Cases in the File Serer

Table36 does not contain the state transitions yf @mor occurred. There may occur errors in each con-

structor destructor or connection routine which wilMeahe follaving efects:

error in theconstructorof session S

if it is the constructor of ECS the File Senhas to be shut dm (after sending aarning message to

the clients),
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in case of ay other session constructpthe user session S belongs to, has to be closed (disconnect-
ing of all sessions, call of all destructors, call of destructor of user session)

e error in theconstructor of a user session
fatal, the semr has to be shut dm
* error in adestructor
fatal, the semr has to be shut dm
* error in theconnection of a session S
if it is the ECS =>dtal, serer has to shut dm
in case of ay other session, close the user session the session belongs to
¢ error in thedisconnection of a session
fatal, serer has to be shut dm
* error in thesending of the SEP
the ECS has to be closed and all sessions inve taebe disconnected and destructed

8.15.5 \alidation of the Design

The DaCaPo++ File Seer has not been implemented as describegieabithe port administration as
designed s not suitable for D&aPo++. In D&aPo++, the Connection Manager ok® session
occupies tw DaCaPo++ ports. & each flav two more ports are allocated, one for the communication
in each direction. The port administration must kerded to support dérent numbers of ports allo-
cated per session and, thus, also per user session.

The compl& and \ery general state machine for the entry and configuration session of the Fde Serv
has not been implemented as described her

The prototypical implementation of the @@aPo++ File Sewrr, that has been realized with the processes
Multimedia Serer and Multimedia Sender is described in Sedid6.

8.16 Implementation of the DaCaPo++ Multimedia Server
and the DaCaPo++ Multimedia Sender

As mentioned abe, the DaCaPo++ File Seerr has been prototypical implemented i tprocesses,
the Multimedia Semr and the Multimedia Senddthe Multimedia Semr provzides the entry session for
DaCaPo++ File Clients and controls thefeiiént File Client applications.of each application, one
Multimedia Sender is started. The Multimediav&eand Sender concept is well-suited for multiple
applications seed by the same ger. Its implementation is based on tlaetf that for the Meo Mewer
application as well as for the Audio Player application one session with onlywors flostantiated. In
the followving paragraphs, the twprocesses will be described.

8.16.1 DaCaPo++ Multimedia Server

The DaCaPo++ Multimedia Ser seres as entry point for multimedia applications and as control inter-

face. It creates the entry and configuration session as a multicast session and listens to clients. The ses-
sion configuration file for the entry and configuration session is standardized and the counter part to the
configuration file of all File Clients.

The DaCaPo++ File Client connects to the entry session of th€dPo++ Multimedia Seer. As
already described in Secti@nl0.3, the D&aPo++ File Client sendsSESSIONFILEpaclet as out-of-
band packt to the Multimedia Seer. The Mdeo Mewer sends the flagIDEO and the Audio Player
sends the flag\UDIO with the file. The Multimedia Seev is currently only implemented to support

1. In this case the segvis in State EC
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these tw applications. As both application just consist of one session with endHhport “adminis-
tration” in the Multimedia Sewrr has been simplified a lot.

8.16.1.1 The Brt Administration

Every application that is supported by the current Multimediae8emnsists of one single Woin one
session. Br this reason,very application needs 4 ports. 2 ports for the Connection Manager and 2 more
ports for the flav. For this reason,very application gets one port as first port it can use from the Multi-
media Sergr. The Multimedia Semr just has a counter for the numhesf applications ports va been
assigned to sa@f. It then calculates the first port to assign towa application ay = 4*n + 20.The port

name for the application is thdacapoy where y is the préously counted numbeT he first port that

is used for multimedia application is thdacapo20 . dacapoO to dacapo3 are used for the entry

and configuration session andcapo6 to dacapol2 are used for the demon session and, thus,
already reseed.

In the prototypical implementation of the BaPo++ Multimedia Seer, the ports assigned to for appli-
cations are not re-used.

Besides unique port numbers, applications also need unique group addresses.

8.16.1.2 The Goup Address Administration

Like the port administration, the group address administration also hasdogemuech simplified. Each
multimedia application gets itsMm group address assigned to. This is done by simply adding 1 to the
last of the 4 parts of the group address. As the group adti?ésk1.1 s the group address for the
entry and configuration session of the Multimedia 8eand a224.1.1.99 s the group address for

the demon session in thédéo Demon, the Multimedia Sewin its implementation can thus assign 97
different group addresses to the applications withogtiak.

8.16.1.3 Setup of a New Multimedia pplication

When the Multimedia Seer has recged aSESSIONFILBpaclet, it saes the session file on tftenp

disk. The sessionfile gets a unique name that is specified with the process id ofahtgetker with
the number of clients connected so'fThe serer then determines the port number for the application
as well as the group address. ADDRESSaclet with its avn host name, the determined port name as
well as the group address is sent to the File Client. Theepageks the process id as well as the host
name of the client as identification. These tmlues were tadn from theSESSIONFILBaclet sent by
the client. The seer forks itself. The child process starts the Multimedia Sender withwhehost
name, the port name, the group address, the remoteaggexfracted from theSESSIONFIELpaclet

and the name of the session configuration file@snaents. The parent process adds the process id of the
currently started Multimedia Sender together with the applicationAdBI0O andVIDEQO) and the cli-
ent's host name and process id in a simple list. The list definition is apfile PidAdm.H and the list
implementation irappl_PidAdm.cc . The File Client, after héng receved theADDRESSpaclet,
connects to the Multimedia Sender

8.16.1.4 Multimedia Sever Control Interface
The Multimedia Serer control interdce is ASCII based, simple and can be seen in Figure 32.

It shaws a list of the current agg Multimedia Sender processes on the machine. Those processes are
identified by a sequence numpiire process id of the sengtre application flag as well as the host and
the process id of the File Client of this application. The “user” of the MultimedizSémas the possi-

bility to shut devn the serer which closes all applications as well as to stop specific applications. The
interface fulfills monitoring functions in theay, that the service pwider can obser which applica-

tions are currently running. The user ind&d and the stored information on the applicationseig v

1. This must be subject to change if multiple clients are to be supported.
2. In general this is the service pider of the multimedia data applications.
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number process_id application initial client ¢host, process_id}

1 23688 VIDED (kom2h, 41740
2 2383 AUDID  Ckom2h, 41750
3 2371 VIDED (kom23, 29700

menut ko number - kill application, q - leave MM Server
your choice:

k2

The Da CaPo++ Hultimedia Server - processes

1 2968 VIDED ({kom2h, 4174}

w3 2971 VIDEQD  (komZ3, 29703

o menu: k rumber - kill application, g - leave MM Server
% our choice:

S

Figure 32. The User Interface of the Multimedia Sefer

rudimentary at the moment. The information could easilyxended by information from the Security
Manager lile the user id of the user of the File Client. The use of multimedia applications coelgtbe k
track on a user el in the Multimedia Seer for chaging purposes and applications could be stopped if
the user has reached its credit limit, e.g. The user anterds praded in the prototype just sivs the
monitoring and controlacilities that are possible in the Multimedia Serapplication.

As mentioned abea, the service prader has the possibility to quit the whole Multimedia ®ermappli-

cation as well as to stop certain multimedia applications, i.e. to stop the corresponding Multimedia
Sender processeso To so properlythe afected File Client must get information that the sender shuts
down to properly close its session and the@zdPo++ client.

8.16.1.5 Shutdwn of Multimedia Senders

To inform the File Client of a Multimedia Sender process that will be terminated by tlee teeve
exist two possibilities. The Multimedia Sender could send a skrtdoessage to the client in form of a
control message that is transmitted by the date fldnis would result in an application specific, data
type independent control message that is transmitted by and can besdhnetlve A-Modules. The
code to forvard this control information to the applicatioouwid to be duplicated in all relent A-Mod-
ules. This wauld run contrary to design principles that were fgid in DaCaPo++. The second possi-
bility is to use the entry and configuration session to also transmit shutdimrmation. The sender has
to inform the receier so that it properly closeswln its session.

The sender getsaveevents for gery recever that leges the dynamic multicast session. It cowdeéfxa
list and automatically shut dm if the last receier has made a lea. The serer should be informed,
too. To do so, the senderonld have to send a signal to the senprocess. This & not implemented.
The shutden is automatically performed on the sending side, if the initialregehe first File Client,
stops the application. It send& BAVE paclet to the semr. Parameters of this paekare the host name
of the clients machine and the process id of the File Client. Theesenmpares the name and the pro-
cess id with its list and if there is an application process thatimitiated by this client processSiG-
TERMsignal is sent to the corresponding Multimedia Sender

In case the service prider decides to stop one current Multimedia Sender application, thex sends

the SIGTERMSsignal to the sender process and sendBA/ING paclet indicating the initial cliens

host name and process id via the entry and configuration session. The clients compare the information in
the paclet with their avn parameters and only thdeadfted client closes its session.
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If the Multimedia Serer is completely shut dm, theSIGTERMsignal is sent to all Multimedia Sender
processes in the list of the Multimedia SerandLEAVING paclets are sent to the clients for all multi-
media sending processes the sehas controlled.

8.16.1.6 Futue Work

The prototypical design of the Multimedia Sernleads to problems in case multiple clients connect via
multicasting to the same multimedia data session. If this is not initiated by theidiest Wewer with

the application sharing scenario, neither the fiide® Mewer nor the Multimedia Seev knav of the
second client. The second client itself has noatedge* of the host name and the process id of the ini-
tiating client. for this reason the second clierdwld not be shut den properly in case of a shutwlo of

the senderAlso the first client wuld completely stop the sending process by sendirigs(E paclet in

the entry and configuration session of the Multimedia&emhich, then, stops the sending processi e

if there is another client reséig the data. This problem can only be sdhby e&changing control
information between sender and saror by controlling the shutdam by the sender process not by the
serner process.

The Multimedia Sersr could also be on a tBfent machine as the Multimedia Senderdo so a con-
cept of aSender Demosimilar to the concept of aideo Demon used in the application sharing sce-
nario could be used to start and stop processes on a remote machine. Hsthisplemented, the
Multimedia Serer would sere to do load-balancing betweenfdient possible senders. lbwld hae

the role of aVetaserver

8.16.2 DaCaPo++ Multimedia Sender

The DaCaPo++ Multimedia Sender is the process that creates a multimedia multicast session with one
flow. Its command line parameters are includedabld37.

Table 37. Command Line Aguments in the Multimedia Sender

argument
number name meaning
1 mm_sender programme name
2 peer_name name of the initial client
3 port_id name of the D&aPo++ port to use as first port
4 group_address name of the multicast group address for the session
5 remote_interdice remote interdce flag to use (to determine between
Ethernet and AM)
6 file_name name of the session configuration file locally stored |by
the Multimedia Serer

The DaCaPo++ Multimedia Sender is ary simple program that just instantiates the session with the
given configuration file and the specified address information. It also implements a signal handler to
properly close the session in case of ndngiaSIGTERMsignal.

1. and probably should not Y ary knowvledge due to pvacgy issues.
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9. Synchonization of Data Flons

The termsessiorwas once introduced in the @@Po++ project to group fis, especially for synchro-
nization purpose. It as decided to implement a synchronization feature iIC&Ro++. Br a detailed
description refer to the diploma thesis of M. Bamert.

The synchronization of data Wis has not been restricted tofobelonging to the same session. Instead
modifications in the A-Modules as well as a Synchronization Control Componeret tigoUpper API
have been proposed to enable synchronization efsflbelonging to dferent sessions and possibly
being sent from diérent senders. Data ¥is that hae to be synchronized are grouped ingyadroni-
zation goup.

The synchronization is realized by guaranteeing intra-stream synchronization within thevaaiseflo
respect to the global time and guaranteeing that all synchronizatigametentrol commands as PYA
FF, STOP etc. are alays performed at the same time point within all datagldMth this, interstream
synchronization is guaranteed, too.

9.1 Assumptions

The synchronization approachrisceiver contlled. The diploma thesis is based owesal assump-
tions:

¢ all data packts hae time-stamps. The time stamps may be the sending time in the. $enbsr
case the receer can compute the presentation time by adding the maximum delay between sender
and recaier. The time stamp can also indicate the optimal presentation time in theerecei

¢ all machines share a global time. This isay\strict assumption. In a locah@&mnment we can
assume this with a certainvdation. If this deiation is less than 40 ms, the synchronization will be
acceptable.

* a maximum end-to-end delay for control petsk(out-of-band communication) can be guaranteed.

¢ a maximum end-to-end delay for data petsks guaranteed. The lasetassumptions are based on
the facilities ofered by DaCaPo++.

9.2 Architecture and Design
The architectural scheme of synchronization components {DadPa++ is gien in Figure 33.

The releant components are shortlypained in the follaing paragraphs.

9.2.1 Applications

A DaCaPo++ application component, application or application scenario #ms wo use the imple-
mented synchronizatioradility, must instantiate the class implementing 8ymtironization Contol
Componentlt must pass the information of thevil® to be synchronized and of the sessions, thesflo

are part of, to the Synchronization Control Component. This component also needs information on the
application requirements in what concerns the maximum d&apfications without a guaranteed max-
imum delay cannot use the synchronizatiacility.

9.2.2 Synchonization Control Component

The Synchronization Control Component controls the synchronization of the eaaTloe synchroni-
zation itself as the presentation of dataviphas to happen in the A-Modules to be processed in real
time. To avoid IPC communication and its deJaie communication between the Synchronization Con-
trol Component and the A-Modules must be minimizeat. this reason, there aredvphases for the
synchronization. Thénitialization phaseand thesyndironization phaseThe Synchronization Control
Component needs to compute its synchronization delay for all commands. This delay is
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Figure 33. The Releant Components br the Synchronization of Data Flovs

3mmax+3|:thC+tA

whereasA,,, denotes the maximum delay of out-of-band communication of all data fitothe syn-
chronization groupt, . denotes the time for the inter process communication in the sendef and
denotes the processing time in the A-Modules.

All control commands must be sent from the application to the Synchronization Control Component.
The Synchronization Control Component determines whether the control command is a synchronization
relevant command, i.e. a command that has to be performed for all dedasfiaultaneously lik PLAY

or FF, or if the command just refers to one single streara,“lkden the video frame”. The case of non-
synchronization relent control commands is simply treated by farging the command to thefedted
A-Module. This case is not further mentioned here. If the command is synchronizatrantglee Syn-
chronization Control Component foands it to all A-Module in the synchronization group indicating the
tamget time, that is the current time plus the synchronization d&ley synchronization delay as com-
puted abwe is lage enough to alle for sending the control command to all sending A-Modules,vrecei

ing error messages in the re@sj in case a sending A-Modules cannot perform the command, and
stopping the whole command in all A-Modules, if one cannot perform it. If no error occurs, the control
command will be performed in the senders’ side and all the data ftlanain synchronized.

Thus, for all synchronization relent control commands, the Synchronization Control Component com-
putes the tayet time for the command and sends the command together withghetiare to all A-
Modules belonging to fles in the synchronization group. If an error message is sent to the Synchroniza-
tion Control Component, the control command cannot be performed while remaining in the synchro-
nized state. & this reason, the Synchronization Control Component generates an error message for the
application and stops the performance of the control command in all dege flo
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9.2.3 A-Modules

The recering A-Modules recefe the synchronization relent control command together with thegtetr

time. The command has to be sent to the sending A-Module together withgeitetitae. The sending
A-Module has to control if it can properly perform the demanded control command. If not, an error mes-
sage must be generated and sent to theviegeh-Module which directly fonards this error message to

the Synchronization Control Component. If at least one sending A-Module has generated an error mes-
sage, the Synchronization Control Component sersigpanessage to all A-Modules. The A-Modules

have to send the stop message to the sending A-Module. Thus, the formezdewgitrol command is
canceled. If the sending A-Modules do not reee stop message, theave to start the control com-

mand at the tget time minus the maximum delay specified for the data connection of this speaific flo

All data recered data paaks are delayed in the redgeig A-Module until the optimum playout time
(target time for this pacekt) is reached or until the maximum delay has been passed after the sending
time of the pacét. If a packt is lost or is receed late, the A-Module sends an error message to the Syn-
chronization Control Component which fards this message to the application.

9.3 Integration into DaCaPo++

The synchronization as described abbas been prototypically implemented by M. Bamert. It is inte-
grated into the D&aPo++ system,ub commented out.€bts hae shaevn, that the verhead produced by

the synchronization feature leads to a quality decrease compared with a non synchronized application. It
is not yet fully irvestigated if this is due to thread changasffdr management questions, or due to the

fact that Da&CaPo++ is not supported by a real-timeiemment, especially a real time schedulér

timer routines called by periodic timers cannot be performed at once, this may lead to ‘et arri
paclets that are thion avay.

Implementation Documentation 97 August 25, 1997



10. Da Cab++ References

/Bame97/ M. Bamert: "Synchronisation multimedialer Datenstréme"; Diploma Thesis, Computer
Engineering and Netwks Laboratory TIK, ETH Zirich, Switzerland, February 1997,
43 pages.

/BCCC96a/D. Bauer G. Caronni, C. Class, C. Conrad, B. Stjlist. Vogt: "Architectural Design:
KWF-Da CaPo++ — Project"; Internal Project Report, ETH-AD-97, Computer Engineering
and Netvarks LaboratoryTIK, ETH Zirich, Switzerland, February 20, 1996, 40 pages.

/BCCC96b/D. Bauer G. Caronni, C. Class, C. Conrad, B. Stjllet. Waldwogel: "Detailed Design:
KWF-Da CaPo++ — Project"; Internal Project Report, ETH-DD-21, Computer Engineering
and Netvorks LaboratoryTIK, ETH Zurich, Switzerland, July 20, 1996, 80 pages.

/Brei96/  O. Breig: "Firmenberatung in derirtellen Bank — Prototypische Implementierung einer
kundenspezifischen Produktgestaltung”; Diploma Theséghikochschule Furamgen,
Fachbereich Wtschaftsinformatik, GermanAugust 1996, 141 pages.

/BSPI96/ D. Bauer B. Stiller, B. Plattner: "An ErretControl Scheme for a Multicast Protocol Based
on Round-Tip Time Calculations"; 21st IEEE Conference on Local Computer dl&sy
Minneapolis, Minnesota, U.S.A., October 1996, pp 212-221.

/Buch97/ M. Buchi: "Entwurf und Implementierung einer Multicastunterstitzung fir Multimedia-
Anwendungen”; Diploma Thesis, Computer Engineering and diksv_aboratory TIK,
ETH Zurich, Switzerland, March 1997, 60 pages.

/CCCS97/ G. Caronni, C. Class, C. Conrad, B. Stjllet. Waldwogel: "Implementation Documenta-
tion: KTI-Da CaPo++ — Project”; Internal Project Report, ETH-DO-25, Computer Engi-
neering and Netarks LaboratoryTIK, ETH Zirich, Switzerland, Julg5, 1997, 96ages.

/CoSt97a/ C. Conrad, B. Stiller: "A QoS-based Application Programming laterfor Communica-
tion Middlewvare"; Broadband Netwrking Technologies — SPIE SymposiunlV3233 on
Voice, Mdeo, and Data Communications, Dallaexds, U.S.A., Neember 1997.

/CoSt97b/ C. Conrad, B. Stiller: "The Design of an Application Programming laterfor QoS-based
Multimedia Middlevare"; 22nd IEEE Conference on Local Computer Neks, Minneap-
olis, Minnesota, U.S.A., Nember 1997.

IKGGuU96/ A. Karduck, A. GeiserT. Gutekunst: "Multimedia 8chnology in Banking"; IEEE Multi-
media, \0l. 4, No. 3, \Mter 1996, pp. 82 - 86.

/GUuRU96/ T. Gutekunst, E. Ritsche: "KWF-Projekt Da CaPo++: Anwendungsszenarien”; Internal
Project Report, SBV Basel/XMIT Zirich, Switzerland, January 1996, 9 pages.

/Heng96/ U. Hengrtner: "\eérwaltung on kryptographischen Schliisseln undist Relations"; Stu-
dent Thesis, Computer Engineering and Neks LaboratoryTIK, ETH Zurich, Switzer-
land, February 1996, 51 pages.

/Nigg96/  G. Nigg: "Multicastmodule fiir Da CaPo"; Diploma Thesis, Computer Engineering and Net-
works LaboratoryTIK, ETH Zirich, Switzerland, March 1996, 54 pages.

/SBCC97a/B. Stiller, D. Bauer G. Caronni, C. Class, C. Conrad, B. PlatthdrVogt, M. Waldwogel:
"Da CaPo++ — Communication Support for Distietdl Applications —"; TIK-Report
No. 25, Computer Engineering and Neftks LaboratoryTIK, ETH Zlrich, Switzerland,
January 1997, 18 pages.

/SBCC97b/B. Stiller, D. Bauer G. Caronni, C. Class, C. Conrad, B. PlatthvrVogt, M. Waldwogel:
"Project Da CaPo++,dlume I: Architectural and Detailed Design"; TIK-Report No. 28,
Computer Engineering and Neivks Laboratory TIK, ETH Zirich, Switzerland,
July 1997, 144 pages.

Implementation Documentation 98 August 25, 1997



/SBCC97c/B. Stiller, G. Caronni, C. Class, C. Conrad, B. PlattiMerWaldvogel: "Project Da CaPo++,
Volume Il Implementation Documentation”; TIK-Report No. 29, Computer Engineering
and Netvorks LaboratoryTIK, ETH Zurich, Switzerland, Augudi997, 99 pages.

/SBCC97c/B. Stiller, G. Caronni, C. Class, C. Conrad, B. PlattMerWaldwogel: "Project Da CaPo++,
Volume III: Evaluation”; expected TIK-Report, Computer Engineering and Neks Labo-
ratory, TIK, ETH Zirich, Switzerland,»@ected Octobet997.

/Stil96/ B. Stiller: "An Application Frameork for the Da CaPo++ Project"; 5th OpeniMkshop for
High-Speed Netarks, ENST Paris, France, March 20-21, 1996, pp 4-17 — 4-27.

/Stra96/  D. Straulino: "Sprache zur Definitiororn Kommunikationsparametern"”; Student Thesis,
Computer Engineering and Neivks Laboratory TIK, ETH Zirich, Switzerland,
July 1996, 55 pages.

Implementation Documentation 99 August 25, 1997



	Text6: Also publ. as: Computer Engineering and Networks Laboratory (TIK), 
Swiss Federal Institute of Technology Zürich (ETH), 1997, TIK-Report No. 29
	Text7: Konstanzer Online-Publikations-System (KOPS)
URL: http://www.ub.uni-konstanz.de/kops/volltexte/2007/2438/
URN: http://nbn-resolving.de/urn:nbn:de:bsz:352-opus-24381


