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Abstract

As the variety of applications, especially distitibdd multimedia applicationsxplodes, their&quirrments on commu-
nication-relevant tasks in@ase Besides a communicationchitecture for dealing with taditional communication
protocol pocessingmulticast featurs and securityaquirements have to be considédrin an intgrated mannerTheke-
fore, a multicast-capable and security-awaztommunication subsystem iseleped to povide necessary functionality
to support an intgrated set of@useable application elemengsg, audio/video-pesentation, application sharingic-
ture phoneextended WWW bwsey tele-bankingor tele-seminafThe main goal includes theguision of a eal-world
application famevork, whee different traditional and emeying applications can be maged modularily Their needs
and communication demands in terms of Quality-of-Service (QoSlutsilae specified by numerical valuesg,
bandwidth equirements, delay boundarieslinbility issues. Furthermer functional featues, sub as multicast
groups, encryption desis, or authenticationequests can be selected. In turn, thesttgpoed communication subsystem
allows for the pepaation of fleibly adjusted communicationgiocols that povide requested functionalitg.g, error
contmol sthemes, multicast adessing encryption, or authenticationirkally, a best suited service for these application
requests is édred.

1. Introduction

As bandwidth increased and error rates decreagedtioe last f&/ years, nwadays multi-media
data can be shared between geographically distdblocations. Therefore, within a highly distri-
buted emironment communicatioratilities between diérent locations, such as warsities, com-
panies, research ganizations, or enterprises, wroquite significantly A great number of
distributed applications, most of them including multi-media datae ha be supported by well-
suited communication subsystems including communication protocols and, additibpaiigh-
speed netarks, e.g., Asynchronous ansfer Mode (AM). Nevertheless, the communication sub-
system performs in mgucases as the bottleneck due to e that communication protocols do
not offer proper protocol functions for handling continuous data adequately or the run-time en
ronment for protocol processing is not able to cope with high data rates.

Under these circumstances, egieg applications tend to irgeate \arious features and functiona-
lities that used to be considered separately in traditional approaches. Rangplestele-seminar
shavs, communication protocols v&to pravide data transmission functions for audio and video in
addition to proper error detection and correction functions dealing with continuous media. At least
a uni-directional one-to-mgrcommunication between a single trainer and multiple students has to
be established also. Scenariogoining financial transactions or transmission of confidential data
require a ariable dgree of securitysuch as for encryption or authentication. Angné¢ed solu-

tion for the communication subsystem has to/jg® this functionality for real-arld applications.

Following the basic principle of a best reachable transpgreetveen applications and communi-
cation subsystems, a homogeneous iaterbbetween them has to hide all communicatiornaate
details from the application. On one hand this transpgrexpioites the independeynof applicati-
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ons and communication subsystems. On the other hand, a lack of control information transfer from
the application to the underlying communication subsystem leads to architectures that are characte-
rized by inherent inétiencies.

For these reasons, an application programming axterhas been designedithh a set-up phase
of a required association between remotely disteith peers this intex€e allovs for the transfer of
application requirements in terms of Quality-of-Service (QoS) atg#h During the actual data
transfer phase from the application to the remote peer anderise, \a re-rgotiation of these QoS
attributes is possible. Consequenthgrtain requirements can be adjusted and change requests can
be satisfied. QoS attrbes include numericalalues for e.g., bandwidth, delayor bit error rates,
they allow for the specification of certain security requirements, suchrasug dgrees of puacy

or different mechanisms for authentication, owythrelude attrilntes for multicast groups and their
addressing. The data transfer phasegs is strictly bound to pveously determined QoS attribes
unless thg are markd eplicitely negotiable. In this case a fible adaptation of QoSalues or of
communication protocol functionality has to ¢gilace.

1.1 Environmental Prerequisites and Goals

The communication subsystem is based on a concept for Dynamically Configuring Protocols (Da
CaPo) where protocol functionality is determined by application requirements in terms of Quality-
of-Service attrilntes. This dynamic process of configuration is supported by a number of compon-
ents,eg., the Configuration and Resource Allocation component (CoRA) for configuring the com-
munication protocol, the Connection Manager for setting-up associations between multiple
participants, and a Monitor for monitoring current status of Gd&es. The communication subsy-

stem /PPVW93/ is already supported by a run-time system specifically adapted for processing pro-
tocol-releant task /VPPW93/. raditional netwrks using Tansmission Control Protocol (TCP)

and Internet Protocol (IP) or high speed rwksg,e.g., applying AM communication protocols are
supported.

However, security and multicast features within a communication subsystem and an application fra-
mework have not been considered in an gri&ted manner yet. Therefore, currexteasions in the
so-called “Da CaPo++ communication subsystem* include a multicast-capable association set-up,
handled by anx@ended Connection Managemd multicast-capable transport protocol functions.

In addition, security modules,g., encryption and authentication, are greged to der cryptogra-

phical functionality Due to thedct that banking efronments require a highly deee of security

the range of configurable and parametrizable security functionality inclaaesqy dgrees of
authentication and pracy. A set of QoS attriltes allovs for the specification of security algo-
rithms or for the setting of lifetime properties of cryptograpleysk

In addition to these basic communication-valg tasks residing within the communication subsy-
stem, the deslopment of an application framerk for banking emronments and tele-seminars has
been done. The fram®erk includes support of modular multimedia applications to be used on top
of the communication subsystem. Including application components, applications, and application
scenarios the framerk offers this set of re-useable application elements to construct future appli-
cations. Therefore, a threeAs hierarcly of building blocks for these elemets prde traditional,
special, and future services as necessary

Finally, the design of the communication subsystem as well as the applicatiow&me inde-
pendent of ay specific netwrk infrastructure, as long as itfefs minimal features or Qo$.g.,
bandwidth, delayor bit error rates that are requested by an application and that are required to ful-
fill user demands entirely




This paper is @anized in the follwing manner The subsequent Section 2veos briefly main

issues of the communication subsystem’s architecture, its current state of implementation, and rela-
ted work. Section 3 presents the design and implementation of the application programming inter-
face between the subsystem and multiple applications. Furthermore, Sectigargl redbwant
multicast and security enhancements. Section 5 deals with the applicatiowdr&naad its ele-

ments. FinallySection 6 summarizes th@tk and dravs conclusions.

2. Suwey of the Da Ca++ Communication Subsystem

The communication subsystem of Da CaPo++vipes the possibility to configure end-system
communication protocols. This process is based on currevdiiable application requirements,

local resources, and netvk prerequisites in terms of QoS attribs. The result of this configura-

tion process is defined as a best possible communication protocol under these specifically conside-
red circumstances. Basigailtling blocks, in particular protocol functions and mechanisms as well

as their properties, form the basis for the configuration process. Configuration is directly supported
by a number of components within the subsystem (cf. FIGURE 1.). Theitgthilinslation accepts
application requirements and translates them into a structure suitable for the configuration and
resource allocation. An appropriate protocol graph is calculated, consisting of a formal description
of selected protocol functions /PPVW93/. Finatlye protocol graph is locally instantiated by the

data transport component and digitéd to peer systems by the Connection Mandder Security
Manager walidates users and applications and assures that necessary modules are contained within
the protocol graph to comply with requested security requirements. Fiaatpnitor supervises

the execution of communication protocols within the end-system and issues notifications if applica-
tion requirements are violated.

An application requests a certain type of service from the subsystem, whikidglia set of QoS
attributes and alues. The best suitable protocol configuration consisting ouaradus protocol
functions called C-modules (communication-moduleg), a selectie retransmission function, a
compression function, and agseentation function, will be determined applying a configuration
algorithm. A specific A-module (application-module) yices user data access to the communica-
tion protocol. Local system resources, such as merhaffer space, and processing time, and net-
work resourcesg.g., available bandwidth or delayare considered additionally to determine
important properties of the run-timevai@nment or the infrastructure access,, in terms of adap-
ters. Diferent netwarks are supported, in particular EthernetofPATM, by including a special-T
module (transport-module) in the protocol.

On a module basis a specific run-time system supports protocol processing tasks. Modules are the
basic element within the run-timev@émonment to perform \eery type of processing, similar to
STREAMS modules /GoCo94/ubusually of a finer granularitfvodules ofer an &tended, bt

generic interce for user data manipulation and control, for protocol configuration, out of band
data transmission, and monitoring as welithi the communication subsystem a communication
protocol, represented by a protocol graph, acts as the basiation unit, which in turn consists of

a well-defined number of modules. The communication subsystem associates three processing tasks
with each protocol which deal in decreasing order of priority with monitoring, datamamt from

the netvark up to the application and from the applicatiomnvddo the netwrk. The monitoring

task periodically checks the actual performance of the protoeahsigapplication requirements

and triggers a reconfiguration if the latter are violated. Both dat@mment tasks are instances of

the data transport algorithm. This algorithraits for a data paek, either from the application or

from the netwrk, and requests the modules to do the protocol processing. Although the basic struc-
ture of a Da CaPo++ communication protocol looks similar to a sequence of STREAM modules, it

3



differs in protocol construction andexution. While a STREAM has to bailh by the application

and is rather static, Da CaPo++ communication protocols are tailored to the actual application
needs and may be adapted dynamically to changingorieand end-system properties. Further-
more, Da CaPo++ knes the @ecution properties of protocols and has contvelr grocessing ele-
ments. This alles for selecting of optimized strgies of data meement and Wffer allocation.
Compared to the-Kernel, Da CaPo++ communication protocols usually remain stable for man
data packts and the processing is optimized for this protocol. Compared to this, eaehtpats-

mitted by thex-Kernel carries the protocol information and, therefore, has to be scheduled and pro-
cessed indidually, thus leading to additional switching between processing elements.

Application Components, Applications, Application Scenarios

Control Access Point Upper API Data Access Points

Security Lower API
Manager

Association f 1 ! 1
Protocol CoRA 1 1
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FIGURE 1. The Da CaP++ Communication Subsystem

Currently the communication subsystem supports multiple protocols fierelit data streams at

the same timeg.g., a picture phone handles outgoing and incoming audio and video data streams
separately which are represented by foufed#int uni-directional fis (sending and receng

audio and video). In general, a number oivle- representing uni-directional transmissions of user

data with similar QoS requirements — are coordinated within a session. Sessions are used to enable
a certain type of synchronization between multiplev§loThe Da CaPo++ communication subsy-

stem is responsible for handling datavoand protocol processing. Da CaPo+ersfunicast- and
multicast-services to applications via its application programming acierf

2.1 Related Wrk

Due to the range of relant topics that are ingeated in the presented approachagdety of dife-

rent areas of relatedonk is important. Main aspects areveced by the follwing areas. Fbable
communication subsystemsveabeen designed to support high-performance applications, such as
F-CSS /ZS&93/ or ADAPTIVE /ScSu93/. In addition, QoS conceptsdndeen designed andae

luated in /Dant94/, /ICCHu94/, and /Stil96/ to alltor sophisticated characterizations of applicati-

ons and specification of communication requirements. In detail, security issues are dealt by a
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number of approacheag., basic vork in /MoKe83/, specific algorithms and protocols are presen-
ted in /Schn96/. A goodvervien of security releant policies and solutions may be found in /
Purs93/. Map algorithms handle multicast communications, such as initak\wn /Deer91/ and /
CaDe92/ detects. AdditionaJlyan ample spectrum of projects deal with the handling of multi-
media applications. Amongst othergamples comprise transmission of continuous media via the
World Wide Web /WFWe96/, /S0094/ or video conference applicationsa®8T. Finally applica-

tion programming intedces in object-oriented wronments hee been studiedg., in /Schm92/.
However, throughout this paper the presented approach handles multi-media applications in an inte-
grated manneincluding a close cooperation between them, the application programmingdaterf
Quality-of-Service concepts, and the communication subsystem itself.

3. Interface for Applications and the Communication Subsystem

The Da CaPo++ communication subsystem as presented in Section 2 is implemented as a modular
system, including a nae application programming intede. This internal intete does not pro-

vide the functionality an application programmesuld expect. © correct this situation, the pre-
sented solution prxades a set of high-lel abstractions that hide all communication subsystem
internal details from applications. These higbeleabstractions introduce an additional processing
layer between the application and the communication subsystem, which may be coupled with a loss
of efficiengy, if no care is ta#n in the design phase. Thus, the main challenge in designing the
application programming intex€e (API) for Da CaPo++ has been avemient trade-dfbetween
“ease-of-use” and Bfiengy. On one hand the fefred abstractions allofor a better understanding

of the communication subsystem features andentak application code more readable. On the
other hand, the guarantee that the application programmer is only granted access to necessary
information. As an important aduatage these abstractions\pde a greater security and reliability

by strictly restricting accesses.

3.1 A-Modules

A-modules are located at the boundary of the Da CaPo++ communication subsysteofter s

their upper side an intexte to the application and upper API, respebti and on their lver side

an interce to the Da CaPo++ data transport algorithm (cf. Section 2). This duality can be best
viewed in FIGURE 2. In general, A-modules yide three tasks, namely passing control informa-
tion to/from the application and user data to/from the communication subsystem, and mapping of
QoS requirements. As a sending A-module may veceimultaneously data and control informa-

tion from the application, a polichas to be set up to deal with this concuryembe solution selec-

ted consists in ging higher priority to control ersus data information. The Da CaPo++
communication subsystem pides a set of predefined QoS atités such as throughput, delay
delay-jitter errorrate. These basic attutes are not necessarily well-suited to characterize the
behaior of some specialized applications directyg, in a video application conte the most
significant Da CaPo++ atttitbe is throughput, although it is &k that a programmer or a user
would rather speak in terms of udevel parameters such as frames per second, colour depth,
image size, and compressi@ttor Actually, the efective throughput can be computed by a combi-
nation of the three lattealues. QoS mapping is performed ey A-module, which is responsi-

ble for the mapping of specialized u$grel parameters into internal Da CaPo++ aiiiéis.




3.2 Interface Structure and Objects

In order to manage these mappings of resources, such as memory and processi@gvpoksta-

tion hosts a single communication subsystem that is implemented within one process. Applications
have their prvate domains and communicate with the Da CaPo++ communication subsystem via
inter-process communication mechanisms (IPC). Therefore, the upper API (cf. FIGURE 2.) is lin-
ked to the application, whereas thevés API remains the inteate to the communication subsy-

stem. This part of the API consists of a single control access point whiats &ip manipulating

and configuring entire sessions that consist vérse flovs. Additionally data access points serv

as means to specify the handling of user data after protocol processing is completed by A-modules
(cf. Subsection 3.1). There are basicallp hata access points (data and control information) for
each protocol graph. The control access point might be used to transfer the specification of the win-
dow in which,e.g., video has to be displayed. The upper APvtes all necessary abstractions to
implement an application using the Da CaPo++ communication subsystem. These abstractions are
on one hand thBaCaPoC i ent object and on the other hand Bessi on andFl ow objects.

Both abstractions arexglained in the tw following paragraphs, while applying terminology as

used within object-oriented programming languages, such as C++. Finally thprodess com-
munication between upper anavier API is &amined in more detail.
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FIGURE 2. The Da CaR++ Application Programming Interface

3.2.1 TheDaCaPoClient Object

Before being authorized toask with a Da CaPo++ communication subsystem, a user has to be
registered properly through an application. This is performed viaDd@€aPoCl i ent object
which sets up a connection to the DaCaPoSecomponent (cf.FIGURE 2.). If thisgistration
succeeds, a reference on this instance oDdt€aPoCl i ent will be implicitely used for each
transaction between upper andvér API identifying further communications. Morem, the
DaCaPoCl i ent object is responsible for processing incomiugrgs from the Da CaPo++ com-
munication subsystem. This is performed by maintaining a list of ses&ahaallback functions,
while the objects act l&k an gent demultipleor. Therefore, for the application programmer the
only visible interbce of theDaCaPoC i ent object consists of its constructor whickpects as
parameters security retent parameters, such as the user nameyoidi(cf. Faragraph 4.2.1).
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3.2.2 Session and Flow objects

Sessions and fles are both application abstractions for Da CaPo++ services and protocol graphs,
respectrely. From an application point of wie a flov encompasses both sending or rneogi of
data/control information to/from a dedicated A-module. Thusysfloome in dierent flavors as

they have to reflect internal properties of protocol graphswHdooperties can also be decomposed
according to the direction (either a sending or kecgiprotocol graph), the data type (either audio,
video, user data or gruserdefined type), and finally theay data is processed in the A-module. A-
modules either interact with a file, a haede deice, such as a camera or a microphone, or directly
with the application through an IPC mechanism. Therefore, per data type a set of 6 instantiable
Flow classes, according to the direction and the origin/destination of data are defined. In order to
facilitate the management ofveeal flovs, the concept of a session has been introduced. A session
encompasses\gral flovs which may be synchronized hierarchicaéyg( audio with video).

CREATOR MULTI CAST
SESSI ON Pi ct ur ePhone;

FLOW VI DEO_SEND_DEVI CE Vi deoQut ;

FPS 10 15 WF_LIN;
DELAY 0.1 0.15 WF_CONST,;
COLOR NG,

END FLOW

FLOW AUDI O_SEND_DEVI CE Audi oQut ;

DELAY_JITTER 0.1 0.2 WF_EXP;
DELAY 0.1 0.25 WF_LIN;
END FLOW

SYNCHRONI ZE Vi deoQut W TH Audi oQut ;

END SESSI ON Pi ct ur ePhone;

FIGURE 3. Example of a Session Configuration File

The creation of sessions andafBocan either be done by static or dynamic approaches.

» The most straightforard solution consists in declaring a st@essi on class with all neces-
saryFl ow objects declared as members. The maimathge of this solution is on one hand its
simplicity, because members and methods of the session are directly addressed via access opera:
tors such as™.or “->". On the other hand, thereist severe dravbacks. Firstlythis is a strong
static solution which preents ag ulterior change in the session description, mainly for synchro-
nization and adding/rermal of flows within a session. Secondly huge number of function
calls is necessary to set up a compgsesi on object, including all flars, their requirements,
and synchronization relations.

» The dynamic solution through the use of a session configuration file (cf. FIGURE Xijoie fle
as it allavs the application programmer to write a human-readable configuration file which can
be parsed automaticallgessi on andFl ow objects are transparently created. This solution
reduces the amount of function calls in the application code and permits for further changes in
the sessioms' structure. Haever, this increases the comgity as flov objects can no longer be
directly addressed via access operators. Additional functionality has to \bdeprdo access
flows via their names.

Due to its greater figbility, the dynamic ariant has been selected. The corresponding upper API
functionality is presented inablel. FI ow objects are addressed via their nanegs, (/i deocut or
Audi oaut in FIGURE 3.) through sessionvld functions. Aoiding several string comparisons for




efficiengy reasons each time awlois addressed, a bypass isvpded with theGet FIl owDesc()
function which returns a reference on the desired iiothe session.

Function Description

Sessi on() A new session is locally created with a configuration file and a reference on the Ba@ant
Podl i ent object. This function is actually the C++ Session olgemthstructorlt is
important to notice that no interaction with the nativis performed at this stage.

Connect () These functions ali® a session to either agtly connect to a peer (gal if multicast) or to

Li sten() wait for incoming connectvents. A callback function is also pided as parameter to pro-
cess incoming session relategets.

Confi gure() All flows belonging to the session are configured according to thepgication require-
ments.

Activate() All flows start or stop respeatly sending/receing data. This corresponds to the aation or

Deact i vat e() deactvation respectiely of the data transport algorithm.

Cl ose() The connection with the peer(s) is stopped and desdrdResources are returned to the Da

CaPo++ communication subsystem and maddable agin.

Get Fl owDesc()

As FI ow objects can only be accessed in a session through their string name , this fun
provides a “direct” reference on ti& ow object without haing to perform each time
expensve string comparisons.

tions

Set RegFl ow()

New application requirements are transmitted to the core system. This can be done wh
ting a nev session or before issueing a reconfiguration. The correspondini fldentified
by the flav descriptor and obtained I8¢t FI owDesc() .

en crea-

Get ReqFl ow()

TheCGet RegFl ow() function returns the actual configureaues of required attrittes, thg
may be diferent to those set initially b§et ReqFl ow( ) . The corresponding flois identi-
fied by the flav descriptor and obtained I3t Fl owDesc() .

SendDat aFl ow()
RecvDat aFl ow()

Sending/Receing of data to/from the corresponding A-module. Both these functions are
provided by the flavs which receie/send data directly from/to the application. The corre
sponding flav is identified by the fl descriptor and obtained I@et FI owDesc() .

only

SendCtr | Fl ow()
RecvCtr| Fl ow()

Sending/Receging of control information to/from the corresponding A-module. Both thes
functions must be madeailable for each fl@. The corresponding flois identified by the
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flow descriptor and obtained I3t FI owDesc() .

TABLE 1. Functionality of Session and Flow Objects

The configuration file parsing process can be decomposed iotaistinct phases. Firstlyhe
script syntax is che@d in the upper API to ensure that the fileysbgrammar rules. Secondly
Sessi on object is created, which opens a connection to terldPI part and gisters itself. If it
receves a positie acknavledgement from the Weer API, it finally dynamically createsery FI ow
object, one at a time, and propégs the responsibility to properlygister with its entire applica-
tion requirements. When completed, 8essi on object asks for a defini registration identifi-
cation of the n& session and closes the communication with tiveldAPI| aftervards.

3.2.3 IPC between fplications and the Da Cal®++ Communication Subsystem

In communicating applications an IPC mechanism is a critical issudfitderedy and reliability In
the API, special care has beewueagi to classical culprits comprising unnecessary datgirg@and

superfluous system calls. The properties of each IPC communication link (cf. FIGURKEeE.) ha
been studied in detail. Three kinds of communication types corresponding to service and data
access points are distinguished and characterized asgollo

* A bidirectional communication for control information between applications and the Da CaPo++
communication subsystem: Performance is not a critical issue for this channel as only general
control information is propaded. On one hand, it is &ky that there will be quite a lot of tferf
at the \ery bginning during session creation and at the end to properly deallocate resautrces, b




not during life time of the communication association. On the other hand, the channel must be
errorfree and reliable. ¢r sending of session-relategeats from the communication subsystem
to applications, diciengy is critical and no losses can be tolerated.

* A uni-directional data communication for eachwflof the session to send or reeeidata
directly to or from the A-module: This channel is only madailable for flavs that &change
data directly with the application. figiency is a critical issue as data rates may kieeenely
large or require lv delays.

* A bi-directional control communication for eachvilomf the session: This channel needs the
same properties as the abomentioned uni-directional data channetept for data trdic
which is bound to be much smaller

Although the general control channel and tiien¢ channel (noted (1) and (2) in FIGURE 2.) are

part of the same logical control access poinfedsht plysical IPC mechanisms y&ato be imple-

mented due to their ddrent properties. The general control channel is implemenedacUNIX

domain sockt, as it pruides a reliable data transfer betweem fvocesses located on the same
machine. All other data transfers are implemented by shared-memory with semaphore synchroniza-
tion. This ofers eficiengy by restricting data cying (compared with traditional soekbased solu-

tions). A further distinctions va@ been made, whether the peickize is constant or not, forents

and notifications, or for general application data. Shared-memory is implemented and maraged lik
a circular luffer. Therefore, the properties of the petkize gentually lead to significant optimiza-

tions.

3.2.4 Buffer Management

The previous Raragraph 3.2.3 introduced a shared-memory based IPC mechanism to transmit data
from the application process to the Da CaPo++ communication subsystem. As Da CaPo++ is loca-
ted in a user process, this means thaveidable data copng will take place when legng the Da
CaPo++ process to enter therikel. A unified bffer management is applied, where the application

is allowved to allocate memory for to be transmitted data gtaciNo data copng takes place until

the data paait is ready to be sent into a netk. Therefore, the inteaite to the semaphore syn-
chronized circular wifer is extended to meet this functionalitdditionally; it is possible to mark

data packts that must not be deallocated instantaneously whgnethe the machineg.g., when

using a retransmission scheme through askedgements. Finallyseveral packts can be linkd
togethere.g., when githering seeral data paaks to finally perform a morefafient compression.

4. Integration of Security and Multicast Capabilities

Security and multicasting are both elements that airgérgy significance in today's netrks. Mul-
ticasting is especially useful in the caoxttef high-wolume multimedia applications, where a group
of users wants to share the same informatieug,, follow the same documentary e, or partici-
pate in a teleconference.fiefent multicasting sas considerable ressources in the sending end
system and in the nebsk infrastructure. Up to ng ‘reliable’ multicasting v&s not an intgral part

of advanced communication systems, and its QoS aspeatsniod been fully &lued. Additionally
security is g@ining importance due to the increased commercial use of todays openkse®ata
protection and the authentication of participantgelhta be preided by modern approaches to form
the basis for real-orld applications.




4.1 Security Capabilities

Securing communication with D@aPo++ is achied by defining protocols that include encrypting
and authenticating modules. Depending on abstract security requirements that may be specified by
the application, the configuration process will empttese modules, taking into account that secu-
rity may be preided by the underlying infrastructureg., secure IPA static ley and certificate
database alles for the application-independant storage and xetrief public leys and related
information. The actual control of security in BaPo++ is done by the Security Manager which
consists of seeral luilding blocks (cf. FIGURE 1.). Security capabilities of the ©Ca&Po++ com-
munication subsystem weer four diferent areas. Firstlyusers hee to identify themsebs to
DaCaPo++ and hee to proe their identity Secondlyapplications that ant to use D&aPo++ in

a securedshion hge to be identified and authenticated by@a&Po++. Another important area is

the machine-machine authentication thatveslaimo DaCaPo++ endsystems to communicate in an
authenticated and secure mannegreif no security ware application or end-user igagable.
Finally, the fourth area a@rs the actual encryption and authentication of data that is transmitted
over an unprotected nebrk. The second and third area may be coalesced into one, if user authenti-
cation is done through the application. Such b®mas not encouraged, as it leads to the necessity
of a multitude of ‘logins’ for the useAll four areas shwo different behaior depending on whether

a del@ation of the respeate identity to the D&aPo++ communication subsystemeslplace. &r
simplicity, this is assumed to be the case.

The functionality of the Security Manager can be separated into three interoperating blocks, which
comprises the association and authentication of users and applications, thtedtaitslation for

QoS requirements, and protocol management consisting of modelgngekevent propagtion,
reconfiguration, anddg management.olhandle time dependant actions and check the current state
of a running protocol the Security Manager possesses uat@rcontrolling thread in the Da
CaPo++ communication subsystem.e©®a dedicated application users may directly influence the
behaior of DaCaPo++, independently from the application thay thee currently using. Tlye

may induce actions l& releying, switching security for one particular protocol graph on @r of
generally controlling the betisr of protocols, and thyeare able to authenticate themsshand
security-unavare applicationswer that interace.

4.1.1 Assuring Aithenticity: Associations and ldentities

Before emplging a secure communication system, participantg la be securely identified and
transferred user data must be atttdole to them in a reliabl@ghion. This assumption ignores
issues lile frequently changing identities and desires for gnmty, but is only releant if authenti-

cation is required. In arxeme scenario, all trusted parties that avelied hae to be mutually
authenticated. These parties consist of the end-systems on whichHda+ is running, the users
involved in the communication, and/or the applications actually producing and consuming data. In
the model emplged by the Da CaPo++ communication system these three entities are ordered hier-
archically If no user authenticity can be prded, application authenticityand iling that,
machine authenticity will be pvaded. The instances participating in the communication can
express their minimal requirements and are notified upon connection establishment with whom the
are actually communicating. Before communication can progress, users and/or applicabiens in
ved are required to dejate their identities to the D@aPo++ communication subsystem so that it
can authenticate data on their behalf, and/@tbeir identity to the peeThis mainly consists in
giving a secret to D&aPo++ with which identities can be authenticated. Thengsecret need not

be the secret that as originally emplged to pree identities, and may be usable only by
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DaCaPo++ for a limited period of time and/or for a limited amout of authentications Ty
typical case, neertheless, will be a full dedgation.

Public key values and user/application identities are stored in a glepaird certificate database,
where application identities consist of arbitrdyt structured strings identifying them. User identi-

ties may consist of a string containing RFC 822 E-mail addresses, bank account numbgrs, or an
other kind of mutually accepted identifying information. Machines are identified by an address on
which they are reachable in the infrastructure that is used to establish the connection.

The association block in the Security Manager of theCBRo++ communication subsystem
verifys identities and notes which protocols are associated with which applications and users. It
communicates this information to other endsystems, if needed amdlaléo A dedicated con-
trolling application, which is used for user authentication in the first place, if not done viduadli
applications, can be used to force modifications in these associatgpns,a user vants to force

an immediate dissociation from an application which turned byzantine.

4.1.2 Specifying and fanslating Security Requirements

To express pnacy and authentication requirements, applicationsehto pass attrites to
DaCaPo++. The attrites are hierarchically ordered in a generic sense and may consist either of
discrete alues from a set of possibilites or specify a range of acceptalolesv The attriltes spe-
cifying security requirements are generally handlgdcty like ary other QoS attribte. This
allows to emply the standard attnlte passing and protocol configuration mechanisms of
DaCaPo++ for the wilding of secure protocols. Special treatment is scarcely neededpr an
attribute containing &ing material or connection set-up authentication requirements.

Security requirements needed for the configuration of secure protocols spgwade range. @

allow for a more transparent and algorithm independent handling in the application, the concept of
requirement translation is introduced in OaPo++. An application specifying only generic appli-
cation requirements will accept the delts that the translation mechanism concludes as being cor-
responding concrete QoS parameters. An application may still specify gslataited parameters

as wanted, lnt may thus create a set of requirements which the system can not fulfill. In that case,
no communication can be established. The results of such a translation dependvailable a
algorithms and machine pyer and on the state of the art in cryptogsaphthe translation process

is kept up to date and the application uses generic security requiremeantsilltkapport adequate
cryptographic mechanisms, not only at the time of creatigtninkthe future too.

The attrilute translation block doing the translation actually resides in the A-module of each secu-
rity-aware protocol and recgds application requirements byayof the lever API, together with
non-security related attiibes. As the attriltes are not interpreted by the ARl passed on trans-
parently no extension thereof is needed fonattributes.

4.1.3 Potocol Management, Reconfiguration, and Kying

A secure protocol which has been configured performes cryptographic operations. These may be of
symmetric naturege.g., DES, IDEA, RC4 for encryption, and MD5, SHA for authentication sup-
port, or asymmetrice.g., RSA, Diffie-Hellman (DH) or EI Gamal /Schn96/. In addition to ficaf
encryption and authentication thavill allow for key exchange if rekying is an issue and may

allow for the receipt and processing of ¢ols preiding sender and recaier non-repudiation
functionality.
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The key management block of the Security Managernviges access to a database containing
public and pwate leys, as the generation of authenticategikg material has been dgided to the
communication subsystemechanges in the running protocol can thus automaticaly pédce,

the protocol management of the Security Manageviges asynchronousek changes. The only

way for an application to change the properties of a secure protocol is to initiate a reconfiguration.

4.2 Integration of Security into the Da CaB++ Communication Subsystem

Introducing security has an impact on nearly all parts of the origin&@ldP&++ communication
subsystem. This section identifies aspeets, QoS parameteC-modules, protocols, or the Secu-

rity Manager that hae been created or modified. Additionallige Connection Manager may be
changed to use a protocol that insuresaay;, especially within the connection set-up time. These
changes mainly result in the Connection Manager using a secure protocol graph by itself. The
system architecture is included in FIGURE 1. Secure IP represents an infrastructure that already
offers security Future Tmodules will hae the intelligence needed to understand #igtence of

such a service and thus optimize the configured communication procol.

4.2.1 Security Support by the Aplication Programming Interface

The application programming intede (cf. Section 3.) transparently famds application require-
ments which an A-module can translate into QoS parmetersafefgph 4.2.2). Additionallyhe
API handles the identification/authentication issues andgee a method to foravrd eents to the
application. A transparent control channelvaikable, by which dedicated applications may com-
municate with the Security Manage., to access theg¢ manager for generating, storing, retrie-
ving, and certifying Bys and certificates.

The upper API has to process and faravthe follaving information upon establishment of a con-
trolling connection between the Da CaPo++ communication subsystem and applications: local user
name, process id, global user name, global application identifier ley 1D, and passphrase.
These information are passed on to the Security Manager (association block) lyeth&Rbd and
verified. Afterwards the laver API receres a clearance or denial message from the Security Mana-
ger and acts accordinglgs secure protocols aneéys can be defined and changed using the gene-

ric (re-)configuration mechanisms, no addition to the API is needed for this purpose.

For end-to-end authentication with non-repudiation the ARIreftwo sets of functions alang

for an tended security protocol to perform, using slightlyfedént semantics. When awlas
created or reconfigured to use a reeenon-repudiation protocol, a proof of receipt will be genera-
ted for each receed message. Abe the APl a message may be limited by arbitrary bounds, defi-
ned by start/stop pairs in the controlfld-or the application leel, the concept of a message has to
be introduced, oralternatvely, synchronous end-to-end authentication/return-receipt requests can
be initiated by one of the peers. Although continuous medi@ ha fixed boundaries, tlyecan be
added by the application.,g., by requesting a return-receipt after each frame or per second.

4.2.2 Application Requirements and QoS Brameter

The following three classes of application requirements in terms of QoS paraxistesrel are
being elaborated in closer detail:

» Abstract application requirements are algorithm independant nalme-pairs which define
abstract properties. Thenay be of quantitate or qualitatre nature and are mainly used by the
attribute trsanslation to dem low-level requirements.
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» Low-level requirements indicate concrete algorithms and specify parameters pertaining to them.
They are either devied from the abstract requirements through the at&ibranslation process
or directly specified by the application.

» Peer authentication requirements specify a minimal authentication to beealci¢h the peer
side, such that a connection can be established succesBhdlactual identity of the peer side
has still to be passed up to the application, such that admission control on application-dependant
authorisation can be performed.

Abstract application requirementspertain to three dérent classes. Tlhealescribe the algorithm
independant properties to be used for encryption purposes, for data authenticationpowitie
access to peprotocol leying material and polic The algorithm independant representation of
encryption is a namealue pair which ¥presses a quantitatl amount of security to be achesl.

attribute abstract privacy = (NONE, 0.1, 0.5, 1..100, mex.)

This security is pressed by assessing the strength of an algorithm to be used as curremtly kno
and estimating the amount of years @ul tale an enemy to break this particular transaction, assu-
ming he ivests one million dollars per year anddsakhe best possible nonsrsive approach at
breaking it. This assessment depends on rapidly changing data and the corresponding translation
tables in the Da CaPo++ communication subsystem and has to be adgpledyréo tale nevly
discovered weaknesses of algorithms and priceeldgment of components into account.

At the same time, the encryption protocol can be optimized for the type of data to be transmitted.
These are implicit preconditions which araleiated by the protocol configuration process itself.
Various preconditions could be:

preconditions set of values = JPEG MPEG H. 261, CellB, ULaw, G 721, Wavelet,
error-free, ordered, none

This allavs the deplgment of encryption algorithms that are adapted to a specific kind of data,
taking adantage of intimate knadedge of the inherent semantics to aghia cost reduction for the
encryption or authentication process. The currently supported preconditions are ‘ordered’ and
‘none’, as no special protocols are designed upwo Bepending on alve preconditions, diérent

modes of partial encryption/authentication are possible:

attribute partial processing = spacial axis, tine axis, enbedded control data
only, variance node

Variance indicates that only areas with ‘significant content’ are to be encrggie@reas in an
image where ‘something happens’. Further requirements of this xygieesy., to specify needed
authentication features such as symmetric, asymmetric, and authenticatidimpreecever-non-
repudiation, and to ale for partial or coarse-granular authentication.

As the name impliedow-level requirementsspecify or depend orewy concrete algorithm speci-
fic behaior. Applications accessing them can influence the\hehaf the Da CaPo++ communi-
cation subsystem concerning securigyydirectly at the risk of not beingvedys up-to-date on the
actual strength of an algorithm.

While application requirements concerning the data transfer in itself are specified by thagecei
and the sending sidpeer authentication requirementsdo not currently xast. Data transfer pro-
perties are actually cheett on runtime and compared to the application requirements. As soon as
the specified limits are surpassed, the monitor is assumed to produce an approenate e
Nevertheless, these requirements are implemented in the application itself, vegpacthe upper

API. Before accepting a communication petr authentication method and identity are passed up
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from Da CaPo++ communication subsystem to the application. Aftdsythe application can
decide if the authentication method thasaused is sfi€ient or if the access is denied, because
end-to-end authentication is not adequate concerning its requirements.

4.2.3 C-Modules and Communication Rstocols

The pravided C-modules for introducing security into the data transfer afell knavn encryption
algorithmssuch as DESyiple DES and RC5 in electronic codebook (ECB) and cipher block chai-
ning (CBC) mode, and pvale alleged RC4 as stream ciphand MD4 or MD5 for message dige-
sting. A module for DH & exchange is used to establish shared secrets, if certified DH public
values are used in the publieykdatabase. Alternadey, a RSA module encrypts and signs data to
convey traffic encryption kys to peers and to sign message digests for non-repudiation purposes.
They behae like DaCaPo++ modules.df the purpose of internal rekng and user dvien (not
application dwen) security control, tlyghave an additional inteaice directly linked with the proto-

col control block of the Security Manager and announce theasétvthe association block on
initialization. Protocol functionality includes encryption, authentication, a combination, and non-
repudiation of send or receid data.

4.3 Multicasting

The Da CaPo++ communication subsyterfersf unidirectional point-to-multipoint multicasting
based on a multicast capable infrastructure. Multicastsflare created by the application pro-
graming interce of the Da CaPo++ communication subsystem taatsnto send user data. Simi-
lar to unicast sessions, multicastwio are part of sessions, wever, multicast sessions are
exclusively controlled by the creator of the session whichxactly the only sendefThe Da
CaPo++ multicast paradigm uses reeeinitiated join. Ne/ participants are alleed to join a run-
ning session, while joining automatically aliMle inside this session. During the set-up phase mul-
ticast connections are supported by a multicast-capable Connection Manager yaratethe
supported by multicast error control C-modules within the configured communication protocol.

4.3.1 Connection Set-up Supportdr Multicast Sessions

The Connection Manager (cf. FIGURE 1.) guarantees that a compatible protocol is used inside a Da
CaPo++ session. Controver a multicast session lies solely with the connection manager of the
creator Additionally, it triggers local configuration and reconfiguration, distels the resulting
protocol graph and starts/stops the protocols. Actiorentak the Connection Manager are initia-

ted either by the local application or by a remote connection mamelgels responsible forxa-

ctly one session. In case of a multicast session, the multicast-capable Connection Manager is used.
A reconfiguration is based entirely on the creatapplication requirementsaficipants are not
allowed to reconfigure a multicast session. Starting and stoping at a partcgtkads to a stop

of the local &ecution of the lift algorthm, especially of the protocol processing. Therefore, no data
paclets are deliered to the participarst’application. Moreeer, the stop operation should only be
executed by applications that tolerate data loss such as audio or video applications.

The tasks of the multicast-capable Connection Manager &eeedif for the creator and the patrtici-
pants. The creator defines the access point where participaetsohagister when thg want to

join a multicast session. In order to do so, the participants send a join request to theTdreator
creator replies with the current protocol graph and its properties, the application requirearents. P
ticipants use this protocol graph to instantiate the protocol. As soon as the protocol is instantiated,
added participants are ready to rgealata. Brticipants lege sessions by sending adeanessage
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to the creatorLeaving participants hae no efect on other participants. Finally a creator leaes
the session, the session is completely released.

4.3.2 Multicast Transport Protocols

Basically two different classes of multicast transport protocaistereliable point-to-multipoint
protocols and nate point-to-multipoint protocols for audio and video. Y¥laee based on a multi-
cast capable infrastructure.

The reliable multicast protocol uses an error control mechanism based on retransmissions for assu-
ring correctness of user data transport. In ordevdaa packt implosion at the sendex ngative
acknavledgement scheme is used. Reees detect loss of data by comparing sequence numbers in
arriving paclets with the gpected sequence numbEncountering aap in the sequence, missing
paclets are requested from the sendlethe sender has no data to send, it sends a so-called heart-
beat packt that contains the last sequence number. g heartbeat paekenables recipients to

detect packt losses, while gular user data is not being transmitted. Heartbeats are sent in well-
defined increasing inteals. Requested retransmissions are multicast to the entire group. Duplicates
are detected by receirs and discarded.

The natve multicast protocol is used as a transport protocol for audio and video. It consistg-of a se
mentation and reassembly mechanism and a transport mechanism. Error detection is optional since
both IP multicasting and ™M Adaptation Layer 5 already prioe error detection methods. This
protocol is used in conjunction with a specialized A-module that directly issues aresdata

from a multimedia déce such as a video board or an audviake

5. Distributed Application Framework

A broad \ariety of traditional and modern applicationgeos an ample range of usaiented ser-
vices. Therefore, a certain structure of functionattyntrol, and graphical user inteces of these
applications form an inherent part of application elementsy Tindude, e.g., audio and video
transmissions, picture phones, video conferencing, tele-banking, tele-setel@ahopping, tele-
teaching. A number of characterizablefeliénces between these applicatioxiste havever, this
spectrum of applications looks quite unstructurexl.ifstance, a tele-seminar includes features and
functionality of video conferencing; a picture phone includegitalely the issueing and presenta-
tion of audio and video data. Additionallyre type of control applied and used within these appli-
cations is diferent. While data transfer requires a simple iamfonly a picture phone has tofer

a separate graphical user ins&é for suiciently controling the handling and manipulation of
audio and video data. Finalla tele-seminar uolves meta-control for intgating floorcontrol
issues, managing and synchronizing video as well as audio, or addirgrigipants.

The basics for defining the application framoek for Da CaPo++ comprise avided hierarci
Especially ahree-level hierarchy for application elements alks for a \ery flexible and modular
design and implementation of arnety of application scenarios. Theviest level comprises appli-
cation components that are placed directly via the specified application programmiragénterf
top of the Da CaPo++ communication subsystem. In the cenétialgplications are constructed of
application components, additional application functionabityd a separately useable graphical
user interaices. In the uppervel application scenarios are used to consolidate multiple applicati-
ons. Thyg provide etensve functionality and features for complaser requirements, including a
specifically designed graphical user indéed for control and meta-control purposes. These applica-
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tion elements are placed in one of theele based on their specific objee and features and are
defined as follars:

Theapplication componentforms the basicuilding block for the application framrk and resi-
des in the lwest level of the hierarchh An application component definesfdientiated and separa-
tely useable parts of traditional applications. Each of thoseda® a separated functionality only

a set of tightly bound features including an application programmingangeréontaining a nat
graphical user inteatce. Examples includeubare not limited to, audio/video presentation, messa-
ging service, or application sharingiaditionalapplications, such as picture (video) or standard
(voice) phone, or video conferencing,vlaeen placed in the center of the hierarétowever,
within the fram&vork they are functionally structured out of single or multiple application compon-
ents. Additionallyapplications praide a separate graphical user irded ofering user control fea-
tures for controling xactly this specific one onlyNevertheless, an application in this sense is able
to run completely stand-alone. Finally huge ariety of applications may be combined for desi-
gning comple& application scenariosthat prawide functionality graphical user intesites, and
meta-control intedces to fulfill emeging user requirements in tele-operatingiemments. In the
defined terminologymodern applications such as tele-seminar or tele-teaching belong teethe le
of application scenarios.

The approach of using reuseable application elements and code vesp&dthin the application
framavork and the leeled structure describes a promising routearads flible concepts. Appli-
cation luilding blocks allev for the adjustable construction of applications, their control parts, and
their graphical user inteates. The ingration of future applications andgenomic user integices

is possible by re-using alreadyigting application components. Furthermore, thevigion of nev
algorithms foy e.g., group management or synchronization with increased performancédreha
can be seamlessly migrated intaséing application elements withoutffefting upper leels of the
hierarcly. To exemplify the usefulness of avel belav the application kel, a number of applicati-

ons is presented in the folling Subsection 5.1. Application components are described in Subsec-
tion 5.2 aftenards.

5.1 Investigations of Aoplications

A subset of tw applications in use for a reabvid scenario hae been imesticated. As the main
focus of the wrk is on the prasion of a comfortable tele-banking and tele-seminairenment, a
video conference application, and atteeded WWW client (bneser) and WWW serr applica-
tion.

5.1.1 \Mdeo Confernce

The video conference application is a yxo-mary (m : n) generalization of a ne¢i audio and
video communication between dwparticipants (1 : 1). Usually the number of senders (m) and
recevers (n) is identical, it an asymmetry may be possible. The video conference application pro-
vides at each participastsite videos for the speais and migd audio coming from all other parti-
cipants. Thus, based on the session and @oncept of Subsection 3.2 each participant has to
create a multicast session containing & flor sending audio and a flofor sending video tovery
other participant. Each time awmeiser joins the video conference, avimeceving session (contai-
ning two flows for audio and video) has to be dynamically createdsery goarticipating machine.
Considering the symmetrical case with n senders and weeseat each participastsite there will

be one multicast sending session and (n-1) vexeisessions. Anxample including one creator
(C) and 2 patrticipants (P1 and P2) is depicted in FIGURE 4. Fissttylticast control session is
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set up from the creator to all participants via channel (1). Secandhylticast session for audio/

video is established from C to P1 and P2 (2). On channel (1), C sen@naddXl notifying to set

up a multicast session to C and P2 (3). It is important to note that participant P1 is the creator of the
multicast session (3). After P1 has completed the setup of the session, it informs C who transmits
the tolen to P2. SimilarlyP2 establishes a session to C and P1 (4). This applicat@rpletocol

is necessary because the Da CaPo++ communication subsystem by itself does rotradiutly
dynamical adding/remal of flows in a session. At this point it is either possible to define a more
sophisticated Connection Manager handling dynamw diceations within anxasting session, or

to design a group management application component in the upper API, vahilchhave a coun-

terpart in the Da CaPo++ communication subsystem. The second soluties falidailoring dedi-

cated solutions forarious Computer Supported Cooperatitork (CSCW) applications, as not

only the video conference application il to need this functionalityrhese properties mutite

the set-up of an application protocol. Each potential veceian be informed when it has to create

a nav session and who the creator (sender) is. Therefore, an application component called Multicast
Support is preided (cf. Rragraph 5.2.2).

C: Creator P1: Participant P2: Participant

. A

(©) (© (M M () (P) (©) (P) ® (P) (P (c)

F=- ==

)
(2)

(c) = session
creator

(p) = session

4) participant

®)

FIGURE 4. Example of a Mdeo Conference Application Setup

5.1.2 Extended WWW Bowser and Sever

A World Wide Web (WWW) application in the traditional senséeof remote access to numerous
information stored on multiple seaxs in the Internet. Applying aypertext markup languages.g.,

HTML /BeCo095/, for the information presentation, a special purpose transfer protocol for transmit-
ting these informatiore.g., Hypertext Transport Protocol (HTTP) /BFFr96/, is used. As HTTP defi-
nes a stateless request-response mechanism, the process wahgetrdormation follavs an
elementary approach. A WWW user selectypehlink, e.g., a link to Internet draft documents, by
selecting a specificégword. In general, data is transmitted via an HTTP link and presented or pro-
cessed on the user machine afemdg. This situation may result in ine@mient behaor. A time

gap «ists before the requested data is presented/processed. Disk space requirements on user machi
nes may bexe@eeded due to an uxpectedly huge file. Finallywasting bandwidth in case the user
does not require the entire file data, does not utilze resources ficesumanner

Due to these dmbacks, an Extended WWW Brger residing on top of the Da CaPo++ communi-
cation subsystemwokes a so-called Da CaPo++ File Client that establishes a Da CaPo++ link bet-
ween the user machine and the serwhere the requested data is stored. In this case data is
transmitted ver an adjusted Da CaPo++ link, whichdakinto accountwery data requirement,
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such as animation data in real-time or video data with isochronous characteristics. As depicted in
FIGURE 4., releant information needed to establish the Da CaPo++ link encompasses, in particu-
lar session and flo specifications, name and address of theesextoring the requested data, and an
identifyer of the file(s) to be transmitted. These are included in a dedicated specification file identi-
fied by a “usedefined” Da CaPo++ Multipurpose Internet Mail Extensions (MIME) type /BoFr93/
and /Moor93/. Running an HTTP connectioreo TCR this specification file is demanded by the
Extended WWW Brwser (1) and returned from the Extended WWW 8e(2). Each yperlink

pointing to such a specification file is referred to as a Da CaPgaerlimk and is needed wherex

a Da CaPo++ data transmission shall vekad within a WWW ewironment. In general, the data

to be transmitted is not restricted to be stored in a file, instgabdafaPo++ application or appli-
cation scenario may bevioked by such a Da CaPo+gerlink. The Extended WWW Bvgser
recognizes the Da CaPo++ MIME type sent with the specification file and automatically starts up a
Da CaPo++ File Client, which in turn establishes the Da CaPo++ link to the Da CaPo++ Fle Serv
to receve the requested data. This specialized data transmission and presentation/processing is
handled by tw different application components called Da CaPo++ Filee8eand Da CaPo++

File Client (cf. Rragraph 5.2.1). Furthermore, the Da CaPo++ FileeBemay be located on the
same machine as the Extended WWW 8erv

Video Data Session

Da CaPo++ Connection

1. Hyperlink

2. Specification File (Da CaPo++ MIME Type)
3. Session Configuration File of the Link

4. Address of the Session Entry Point

5. Control Data (Play, Pause, Stop, etc.)

6. Video Data

Extended | | Da CaPo++
www File
Browser Client

FIGURE 5. Extended WWW Browser in Case of \Weo Data Transmission

5.2 Study and Definition of Aoplication Components

The folloving application components form basic ingredients of the application Virairke
Obviously, they are not limited to the described onest they offer a beneficial approach for sup-
porting already presented applications, which in turn are important elements for application scena-
ros.

5.2.1 Da Cal® ++ File Sewer and Client

A specification file operates as input into the Da CaPo++ File Client (cf. FIGURE 4.), specifying,
amongst others, name and address of the entry and configuration session on the Da CaPo++ File
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Sener and the session andvil@pecifications for the Da CaPo++ link. An initial Da CaPo++ link is
established between client and serfor the purpose of transmitting the session configuration to the
sener (3). The semr creates a me session satisfyingvery flov specification requirement and
transmits the address of the implicitely requested sessto'y point to the client (4). Depending
on the specifications in the specification file multiple sessions may be created.afdterihe
initial Da CaPo++ link between client and saris closed to alle further client connects to this
sener at its specific initial entry point. Additionallg Da CaPo++ link is established between the
client and the ngly created session of the servThis link satisfies all specified requirements and
is used to transmit file data from the serto the client (6), and control data from the client to the
sener (5). In case of video and audio data, data presentation is performed by the corresponding A-
module (cf. Subsection 3.1) on the clisntiachine. In general, data processing is performed within
a specific application routine liekl to or ivoked by the Da CaPo++ File Client. A potential user is
offered a wariety of control &cilities, e.g., open file, close file, transmit data, in case of video and
audio additionallydst forward, st revind, that are madevailable applying a graphical user inter-
face.

5.2.2 Multicast Support

As mentioned in the video conference applicatixengple, an application protocol is necessary to
allow for dynamic creating e session on top of the communication subsystem. Insteadiofjha

to re-implement each time such an application protocol each time a CSCW application is concei-
ved, an additional application component isvited, located in the application componenele
Namely this application support isfefed from the Multicast Support Component . The purpose of
this component is to pvade a functionally tended API to the application programmethile

using well-knavn application components. This is performed through the Multicast Support Com-
ponent which implements the desired applicatiollgorotocol. It becomes possible to create a
“true” m : n multicasting session, actually composed wéis# session objects at the “traditional”
API. To allow reuse of this Multicast Support Component farious CSCW applications, a clear
separation between mechanism and pdtas to be pnaded. The mechanism part describes/ho

the application protocol actually can be supported betweaematenachines control information is
exchanged, whereas the pglipart specifies which concrete actions must bertalpon recging
control informatione.g., dynamic creation of a mereceving session after a weparticipant has
joined a video conference application.

5.2.3 Application Sharing

The application component called application sharingiges a multi-user inteate for coopera-

tive and interactie communications. Especiallg dedicated single-user application can be used
concurrently from manusers at the same time. The application sharing componems &tio col-
laboration transparepaue to thedct that a simultaneous usage of a single application, which are
remotely distrilnted between mgmworkstations, is supported /Gute95/. Therefore, the use of the
application sharing leadsviards a support of interae#éi and cooperate applications that are nee-
ded for handling design issues, management decisions, teaching matters, or agreemesisehat in
mary users in diierent geographical locations.

5.3 Definition of Application Scenarios

An application scenario is composed of a single or multiple applications in addition to a meta-con-
trol interface and a corresponding graphical user iatexf Oliously, a lage number of scenarios
can be defined,ut a limited set of scenarios pides a useful functionality onl{f herefore, the fol-
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lowing plain scenarios kra been identified, which directly arise from a stand-alone useage of appli-
cations. A Wrld Wide Web scenario encompasses a traditional WWWvbeo and/or the features

of an etended braser and shared baser respectely. Within this scenario the use ofguar
HTML documents as well as audio and video data is possible. Espeitialiptgration of multi-
media data in the WWW gimonment ofers various chances for up-to-date layouts for numerous
information. Furthermore, sharing of a multimedia-capable WWW/&eo allavs for the interac-

tive, joint, and remote surfing through internet sites. Finallstand-alone video conference may
offer various enhancements to the video conference application. This happens in terms of a parame-
trizable group management int&ce for dealing with dynamic joins andvea of group members,

and \arious synchronization functionalties that can be selected fereaft group members due to
different destinations or connection requirements.

Additionally, two important application scenarios for readd ervironments hae been inesticp-

ted. A tele-banking scenario /GuRU96Ge0$ a modern approach to support bank customer require-
ments in an dicient and cost decreasing manrigasically a customer uses artended automatic

teller machine on a self-serbasisge.g., for cash services, electronic fund transfenggstments in

capital stock, or information retxial of foreign currencies.df these reasons, the applications of
secure messaging, videatgh/send, audio listen/send, andeeded WWW brasers are used.

Due to ungpected dificulties or undecidable questions the customer may need an inversg-

port. Therefore, a bank’s clerk may enter the session and helps out with the current detected pro-
blems. Especiallythe application sharing component @altofor an interactie advice in addition to

the picture phone.

The scenarios of tele-seminar and tele-report are quite siBdtr scenarios &dr functionality to
interactvely teach a remotely distubed audience. éle-seminar is based on a virtual classroom
concept, where multiple participantateh and listen to one teacher or sgeakhe participants

may interact, like in a video, conference or may be restricted to talk one by one to the teacher only
Relevant applications included encompass the video conference application or a plainatc®o w
send and audio listen/send application to transfer video and audio data in addition to an optional
messaging serviceele-report is based on the idea to interconnect one epeitk a single remote
audience, that has a whole a single access possibility to request questions. In this casgchdeo w
send and audio listen/send applications aricgerit, since no video conferencing features are nee-
ded.

Finally, a number of additional scenarios may be defined usisgrg and future application ele-
ments. These scenarios encompass at least thevifajloones: tele-teaching, telesvk, tele-
learning, tele-shopping, tele-mating, electronic commerce, tele-libraries, or infotainment. Due to
these em@ing scenarios a set of to be identified applicatiems, €lectronic cash or smart mgne

and application components.q., electronic fund transfer or data base queriegg lba be added

into the application franveork. Furthermore, additional enhancements to the Da CaPo++ commu-
nication subsystem, especially in terms of protocol modules for protocol procesgingpplica-

tion coding or data base access, arevagie

6. Summary and Conclusions

The three-leel application framwork comprising application scenarios, applications, and applica-
tion components allgs for the design and implementation of reusabi&ling blocks that can be
combined to define compleeal-world application scenarios. Currenttite implementation archi-

tecture applies an object-oriented approach in close correspondence with the design architecture.
Application components and applications areveatibjects simply described by their names and
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interfaces. Creating meapplication scenarios, an elementary reuse of objects and code is especi-
ally important as there are still maonanswered questions concerning the user acceptance of mul-
timedia applications in general. Marwf these questions V& to be inesticated in future field

trials. The design of a ftéble and modular application framerk based on top of an adjustable
communication subsystemfefs a broad range okgerimental choices and definaslting blocks

within an application toolkit.

In addition, the design and implementation of an application programmingaceeofers the
required dgree of transparegdetween applications and the communication subsystem. While the
complity of the communication subsystem and of communicatiovaatetasks is completely
hidden from the application programmaruseful gploration of the subsystem is still possible due
to desired Quality-of-Service attute specifications. Although breaking the transparenche

first place does not introduce disadtages, tt offers a magnitude better altervats in preiding

from the communication subsystem’s point ofwie best-suited communication protocol and ser-
vice. Even in case of ignorant applications, communicatamilifies are preided by the communi-
cation subsystem relying on pre-defined standard communication protocols.

The Da CaPo++ communication subsystem itself accomodatmsety\of applications due to its
internal configuration capability for communication protocols and services. Multicasting and secu-
rity, being part of the undertak extensions compared taisting communication subsystemsfesf
necessary prerequisites for supporting readlavapplications in an information distuting/retrie-

ving and insecure @monment of netwrks and wrkstations. The nel approach to this problem

in DaCaPo++ intgrates security into thexisting frameavork of QoS attribtes, thus reducing its
originally isolated status. The properties of secure protocols are as changeable as those of an inse-
cure protocol, praded that both parties agree to the change. Underlying secure infrastructures can
be used as well. & management using a web-of-trustliknfrastructure, handles publieys of
participants, and D@aPo++ automatically tries to determine their authenticity

Finally, the werall approach of inggating applications and supporting them by a modern commu-
nication subsystem is promising. As a number of future field trials with reddh\8cenarios are
planned and »haustve evaluations of application functionalities will follp a control of user
acceptance for the designed graphical user atesfis important as well. Only if artensve user
approal of modern and emging multimedia applications can be reached, the future of shared
applications, tele-learning, and tel®sking in the general public and prodwetiervironments may

be successful. Da CaPo++ supplies basic tools and a suitailenerent for ivestigating these
issues in closer detail.
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