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Shifting the interests in high-speed DoS prevention
Marcel Waldvogel

Abstract—In early 2000, the Internet world was shocked:
Several resource-rich commercial sites were unreachable for
several hours, probably due to the actions of a single indi-
vidual who previously had gained control over many thou-
sand computers world-wide. This shock resulted in a se-
ries of proposals how to prevent future disasters. Six years
have passed, there is still no consensus on how to improve
the situation. In this paper, we propose a new mechanism
which also shifts the interests: Involve different stakehold-
ers, which might actually be interested in solving the prob-
lem; provide more immediate return-on-investment; focus
on end-to-end mechanisms with minimal network involve-
ment; and the absence of a modifications to a large installed
base of network equipment characterise our new approach.

I. Introduction

In early 2000, the Internet world was shocked: Several
resource-rich commercial sites were unreachable for several
hours, probably due to the actions of a single individual
who previously had gained control over many thousand
computers world-wide [2]. This shock resulted in a series
of proposals how to prevent future disasters. In the past six
years, it was tried to reach consensus on how to improve the
situation, but to no avail [3]. We believe that the reasons
do partly lie in the form of the proposals, as they address
the wrong audience. To set the stage, we first identify five
components of a DDoS attack:

Zombies. The perpetrator starts collecting nodes to use
for his attack, the Zombies, typically hrough a worm,
virus or trojan with a remote control interface.

Start signal. One component to influence or identify the
perpetrator would be to listen into his control network
and/or to inject commands. Our perpetrator thus sets
up a series of intermediate agents, to which the Zom-
bies connect and which can be used to conceal the
source of the commands. Alternatively, the malware
that was injected into the Zombies may include time-
dependent instructions.

Attack. At some later stage, the hosts’ new master is-
sues the attack command, causing the Zombies to send
predefined byte and packet sequences to the attacker,
typically at maximum speed. These sequences are typ-
ically designed such that they cause maximum effect
without being easily identifiable for filtering purposes.

Fake source. To conceal the IP addresses of the Zombies,
many attacks try to spoof their source address.

Abort. The victim will try to abort the attack by identi-
fying sources or packet properties and selectively shut-
ting them down.
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The manifold approaches at DDoS prevention try to hin-
der the first four components or improving the countermea-
sures in the Abort phase. We can classify these approaches
into seven categories:

Anti-spoofing. Each router should be able to verify
whether this source IP address could legitimately
come in on that interface [4]. This also limits sev-
eral legitimate uses of asymmetric routing, from link
sharing to satellite-downlink-modem-uplink scenarios.

Packet information. Routers should include informa-
tion in each passing packet [5, 6, 7]. Besides breaking
fragmentation (or excluding fragments from traceabil-
ity), it has been shown that attackers can more effi-
ciently insert fake traceback paths than the system
can insert real paths, potentially causing a DoS on
the system used to analyse traceback information [8].

Router storage. Routers should store a fingerprint of
each packet for a short period of time, allowing the re-
turn route to be identified when the receiver presents
an unwanted packet to the system [9].

Automatic identification. Potential DoS activities
should be directly identified at routers, potentially
enabling them to directly take measures [10,11].

Manual blocks. Some ISPs reportedly identify their net-
work’s ingress routers which provide a particularly
large part of DDoS traffic to the given victim and
block all traffic from these ingress routers to the vic-
tim in an attempt to minimise DDoS traffic without
shutting off too many legitimate sources.

Peer-to-peer systems. Instead of controlling the prob-
lem, control the reaction: When a resource is in high
demand, create more replicas [12,13]. A close relative
of this proposal is the Google way of throwing enough
resources at the problem to handle any load.

Pricing. Let the market forces decide by increasing the
price for packets to overloaded destinations [14]. Ob-
viously, such a system would charge the owners of the
Zombies, not the attacker. Even though it might be
argued that this will teach the careless Zombie owners
a lesson, an ISP would have a hard time obtaining the
money from such customers or surviving the bad press
the attempt would generate.

Besides technical issues, some of which are outlined
above, there are also market issues: Those who should
invest money in upgrading their equipment and risk more
customer support calls or dropping customer satisfaction,
among other things, are frequently not those that have an
interest in setting up such a system. Typically, the vic-
tim’s business partner is a hosting provider. This provider
can at most do per-attack filtering and has no influence on
the source of the traffic. Furthermore, the large consumer
ISPs frequently offer only limited commercial hosting ser-
vices and rarely have customers who form an attractive
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RarQoS messages: Setup and data

target or who would complain loudly if such an attack oc-
curred; many would not even notice.

Even ISPs which are active in both high-profile hosting
and have a large consumer base may not feel the pressure
or may be unable to force the responsible departments to
team up. The lack of pressure is frequently caused by the
minute minority of the attack traffic coming from the own
network and the availability of tools and processes that can
be used to trace traffic within a single network.

In this paper, we propose a new mechanism which also
shifts the interests: Involve different stakeholders, which
might actually be interested in solving the problem; pro-
vide more immediate return-on-investment; focus on end-
to-end mechanisms with minimal network involvement;
and the absence of a modifications to a large installed base
of network equipment characterise our new approach.

Our lightweight scheme, router-assisted, receiver-driven
QoS (RarQoS), allows the parties with vested interest to
take action and as a result obtain better quality under
heavy load. This not only presents a line of defence against
rare events such as DoS, but at the same time can be used
to improve QoS, a stronger driving force. The change nec-
essary for the network providers is minimal, their role is
essentially limited to only act as a third-party verifier of
the sources’ claims. All the important decisions remain
with the end systems and their users or administrators.
It further allows incremental deployment, where already
a small deployment will show benefits, something which is
generally lacking in other approaches. We believe that this
better reflects the interests, market forces, and end-to-end
design of the Internet.

II. Router-assisted, receiver-driven QoS

The design of RarQoS diverges from the established DoS
prevention path. It was influenced by QoS ideas instead,
noting that preventing DoS is just a special case of han-
dling QoS. But as there is no need to provide QoS guaran-
tees, but just a simple form of differentiating between mul-
tiple classes of best effort service, it does not suffer from
the complexity and state explosion common to many QoS
approaches, such as IntServ [15]. It also does not require
establishing a mapping between different QoS parameters
and contract negotiations, as necessitated by DiffServ [16].

RarQoS uses a simple setup protocol, which requires
only the traffic source to maintain per-connection state
and include it in every outgoing packet. It thus avoids be-
coming the target of DoS attacks, as has happened to other
protocol features as the maintenance of TCP SYN state for

half-open connections or IP fragment reassembly. During
the setup, RarQoS-enabled routers record small snippets
of data in a designated area of the packet, just enough
to be recognised by the same router in later data pack-
ets (Figure 1, “assure route”). If the receiver would like
to grant this sender elevated priority, it then echoes back
these snippets to the source (“echo”). The receiver in-
cludes this data in future packets, which allows the routers
to verify that the receiver is willing to receive these pack-
ets from this source along that path (“packets with verified
route”). This setup process can easily be integrated into
setup handshakes, such as TCP’s three-way handshake.

How are these snippets constructed? Traditionally,
routes have been recorded using the IP “record route” op-
tion, which records the full IP address of all intervening
routers. The probabilistic packet marking schemes [5, 6, 7]
distributed this information over multiple packets, requir-
ing additional information for reassembly of the fragments
by the receiver. RarQoS avoids both the data expansion
and the potential state explosion at the receiver by making
the packet marking a mechanism which is in the interest of
the involved parties to gain better service. This avoids the
need to squeeze data surreptitiously into some hopefully
unused areas of the IP header.

A first step would be to record tuples (hop count, verifier
code) into the designated section of the packet. The veri-
fier code consists of a value derived from flow information
(e.g. the address/port/protocol five-tuple) and a secret
known only to the issuing router. The derivation function
must not be invertible by any other party than the router.
Potential functions include keyed hashes or encrypting the
flow information with the secret. Using 8 bits of verifier
gives each router a 255-in-256 chance to identify forgeries,
weakening the attacker’s effort by a factor of 256.

Assuming both values in the tuple to consist of 8 bits,
this would require 16 bits of information per RarQoS-
enabled router along the path. Today, paths of 20. . . 30
hops are quite common, this encoding would result
in 320. . . 640 bits to be included in each packet, plus
some distinguishing header, clearly an undesirable cost-
performance ratio.

The information can be halved by noting that the hop
count fields do not provide 8 bits of information each.
Options include delta-encoding the hop-count differences
(more effort at the router) or having an index header point-
ing to the next field to use, to be updated at each RarQoS-
step (requiring packet update). As a result, we get down
to 8 + ε bits per step, but making the packet forwarding
process more expensive.

The process can be further strengthened by having
routers set a flag when they recognise a mismatch in the
verifier code, as an alert to routers further down the road,
that this packet has been tampered with and that it should
be forwarded only when there is no congestion (Figure 2,
“misbehavior detected bit”). Then, the efforts of all the
routers are multiplicative, no longer just additive. For r
RarQoS routers using b bits of verifier each, we reduce the
chance of an attacker picking an invalid identifier from 1
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Minimal RarQoS information format

in r × 2b to 1 in 2rb.
This comes at a price: The attacker may now do a

traceroute using the information and see when the “mis-
behaviour detected” bit is set as an indication to the down-
stream routers. One approach would be to prevent packets
containing assurances (verifiers being built) from being re-
turned. This would require including the assurance only
in ICMP error packets, which will not cause further error
messages. This would be a kludge at best, many would
consider this a major abuse of the Internet protocol.

It turns out that this can be avoided by including the
current hop count together with the flow information as an
input to the keyed hash or encryption. For traceroute or
other programs that would like to have packets returned
at controlled locations in the network, it is essential to
modify the time-to-live/hop-count field of the IP header,
breaking the assurance of a packet actually coming from
the designated source.

This multiplicative effort allows us to limit the number
of bits per RarQoS step to one, the impact of an attack
will be reduced by a factor of 2r, with each router using
just a single bit. This allows us to get rid of all counters:
The bit is indexed by the time-to-live/hop-count field of
the IP header, modulo the maximum number of expected
hops, a number which can be determined during the setup
message exchange.

The entities enjoying the greatest benefit from this sys-
tem are now the users/administrators of the systems that
communicate. The ISPs also do not have to fear a mas-
sive surge in support calls, when they enable this feature,
as it will not affect normal operation, only benefit under
high load, such as those caused by DoS attacks. The host-
ing providers will be under the biggest pressure to enable
their routers, as they will be under pressure from both the
DoS load generated and their hosting customers. But also
other ISPs, such as those providing connectivity to home
users will have no disincentive to enable this feature. If it
requires upgrade of the router hardware, this can be done
in the normal router replacement process, as already a few
routers spread throughout the path provide a tangible ben-
efit to all involved parties.

Natural extensions of the basic RarQoS described in-
clude the support for multiple levels of QoS.

III. Conclusions and future work

We described a lightweight scheme where the parties
with vested interest need to take action and then obtain
better quality under heavy load. The change necessary for
the network providers is minimal, their role is essentially

limited to only act as a third-party verifier of the sources’
claims. All the important decisions remain with the end
systems and their users or administrators. It further al-
lows incremental deployment, where already a small de-
ployment will show benefits, something which is generally
lacking in other approaches. We believe that this better
reflects the interests, market forces, and end-to-end design
of the Internet.

Our next steps are to prototypically implement this
scheme and gain experience from it. We will also work on
addressing issues related to network changes, source mo-
bility, managing the time-driven change of secrets, more
compact encoding of the verifier vector, improved revoca-
tion of QoS grants, and other refined features.
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