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Abstract

Recently, the ISO/IEC standardized a data�ow-programming framework called

Recon�gurable Video Coding (RVC) for the speci�cation of video codecs. The

RVC framework aims at providing the speci�cation of a data-driven system

at a high abstraction level so that the functionality (or behavior) of the sys-

tem become independent of the implementation details. The idea is to specify

a system so that only the functionality (or behavior) of the algorithms are

explicitly expressed via their input and output interfaces, and the implemen-

tation choice (conversion of implementation-independent abstract solution to

implementation-dependent solution) can then be made only once speci�c tar-

get platform has been chosen. With this approach, one abstract design can

be used to automatically create implementations towards multiple target plat-

forms. Although RVC was developed with the perspective of video codecs,

it can serve as a general-purpose framework for domains beyond multimedia

codecs. This motivated us to research: 1) if and how RVC can bene�t other do-

mains like secure computing? 2) can applications in other domain help evolve

RVC to make it an even more general and useful solution?

In this thesis, we report our investigations on applying the methodology,

standardized by the MPEG RVC framework, to develop secure computing sys-

tems from the domains of cryptography and multimedia security, leading to the

conclusion that the attractive features of the RVC approach can successfully

be applied to another �eld than multimedia coding.

In order to study if the RVC is a good choice for the development of secure

computing systems, we started our work with the development of a Crypto

Tools Library (CTL) based on RVC, which covers a number of widely used ci-

phers and cryptographic hash functions such as AES, Triple DES, ARC4 and

SHA-2. By combining CTL with video tool library (a standard library de�ned



by the RVC standard), a non-standard RVC-based H.264/AVC encoder and a

non-standard RVC-based JPEG codec, we further demonstrated the bene�ts of

using RVC to develop di�erent kinds of multimedia security applications, which

include joint multimedia encryption-compression schemes, digital watermark-

ing and image steganography in JPEG compressed domain. Moreover, two

security protocols were also implemented and deployed to demonstrate how

one can do hardware/software co-design easily with RVC. Our performance

benchmarking results on the RVC-based AES and SHA-2 implementations

in both C and Java and on the above mentioned multimedia security applica-

tions revealed that the automatically generated implementations can achieve a

comparable performance to some manually-written reference implementations.

Since RVC also naturally supports parallelization of applications on multi-core

systems, we also conducted a comparative study to evaluate the amount of per-

formance gain cryptographic and multimedia security applications can achieve

on multi-core platforms.

In a nutshell, our study has shown that RVC can be used as a general-

purpose implementation-independent development framework for diverse data-

driven applications with di�erent complexities and highlighted some areas

where RVC requires some improvements to become more and more general-

purpose. These areas include 1) investigating better ways to support human

interactions in data�ow programming paradigm (e.g., supporting event han-

dlers by modeling humans as a special functional units), 2) supporting code

generation for many-core systems, 3) enhancement of code generation and sim-

ulation tools to support large-scale RVC systems (with thousands to millions of

components), and 4) enhancement of design space exploitation tools to support

automated parallelization of RVC applications.



Zusammenfassung

Der ISO / IEC standardisierte zuletzt eine Daten�uss-Programmierumgebung,

genannt Recon�gurable Video Coding (RVC), für die Spezi�kation von Video-

Codecs. Die RVC Umgebung zielt darauf ab, die Spezi�kation eines datenge-

triebenen Systems mit einer hohen Abstraktionsebene zur Verfügung zu stellen,

so dass die Funktionalität (oder das Verhalten) des Systems unabhängig von

den Details der Implementierung wird. Die Idee ist es, ein System so zu spe-

zi�zieren, dass nur die Funktionalität (oder das Verhalten) der Algorithmen

explizit über ihre Ein- und Ausgabeschnittstellen ausgedrückt werden, und die

Wahl der Implementierung (Umwandlung von implementierungsunabhängiger

abstrakter Lösung zu implementierungsabhängiger Lösung) dann nur einmal

vorgenommen werden muss, nachdem eine spezi�sche Zielplattform ausgewählt

wurde. Mit diesem Ansatz kann ein abstraktes Design automatisch verwendet

werden, um automatische Implementierungen für mehrere Zielplattformen zu

generieren. Obwohl RVC aus der Perspektive der Video-Codecs entwickelt wur-

de, kann es als eine Allzweck-Umgebung für Bereiche über Multimedia-Codecs

hinaus dienen. Dies motivierte uns zu erforschen: 1) Ob und wie RVC in ande-

ren Bereichen wie Secure Computing nützlich sein kann? 2) Ob Anwendungen

in anderen Bereichen eine Hilfe sein können und RVC weiter zu entwickeln,

um es noch allgemeiner und nützlicher zu machen?

In dieser Arbeit berichten wir über unsere Untersuchungen über die Anwen-

dung der Methodik, die durch die MPEG RVC Umgebung standardisiert wur-

de, sichere Rechensysteme in den Bereichen Kryptographie und Multimedia-

Sicherheit zu entwickeln, was zu dem Schluss führte, dass die attraktiven Merk-

male des RVC Ansatzes erfolgreich auf andere Felder als Multimedia-Codierung

übertragen werden können.



Um zu untersuchen, ob RVC eine gute Wahl für die Entwicklung von siche-

ren Rechensystemen in der RVC Umgebung ist, haben wir mit der Entwick-

lung einer auf RVC basierten Crypto-Tools Library (CTL) begonnen, die eine

Reihe von weit verbreiteten Verschlüsselungen und kryptographischen Hash-

Funktionen wie AES, Triple DES, ARC4 und SHA-2 abdeckt. Durch Kombi-

nieren von CTL mit der Video Tool Bibliothek (einer Standard-Bibliothek, die

durch den RVC Standard de�niert ist), einem nicht-Standard- RVC-basierten

H.264/AVC Kodierer und einem nicht-Standard-RVC-basierten JPEG-Codec,

demonstrierten wir die Vorteile der Verwendung von RVC bei der Entwicklung

verschiedener Arten von Multimedia-Sicherheitsanwendungen, welche ein kom-

biniertes Multimedia Kryptographie- und Kompressiosschema, digitale Was-

serzeichen und Bildsteganographie mit JPEG Komprimierung einschlossen.

Darüber hinaus wurden zwei Sicherheitsprotokolle ebenfalls implementiert und

eingesetzt, um zu demonstrieren, wie man Hardware/Software-Co-Design leicht

mit RVC verwirklichen kann. Unsere Performance Benchmarking-Ergebnisse

auf den RVC-basierten AES und SHA-2-Implementierungen in C und Java und

auf den oben genannten Multimedia-Security-Anwendungen zeigten, dass die

automatisch generierten Implementierungen eine vergleichbare Leistung zu ei-

nigen manuell geschriebenen Referenzimplementierungen erreichen können. Da

RVC auch Parallelisierung von Anwendungen auf Multi-Core-Systemen unter-

stützt, führten wir auch eine vergleichende Studie durch, um den Performance-

Gewinn, der bei Verschlüsselungs- und Multimedia-Security-Anwendungen auf

Multi-Core-Plattformen zu erreichen ist, zu bewerten.

Unsere Studie hat gezeigt, dass RVC als implentierungsunabhängige Allzweck-

Entwicklungsumgebung für verschiedene datengetriebene Anwendungen mit

unterschiedlicher Komplexität verwendet werden kann. Einige Bereiche, in de-

nen RVC Verbesserungen bedarf, um noch allgemeiner einsetzbar zu werden,



wurden beleuchtet. Diese Bereiche umfassen: 1) Untersuchung besserer Mög-

lichkeiten für menschliche Interaktion in eine Daten�uss-Programmierumgebung

(z.B. unterstützung Event-Handler durch Modellierung Menschen als eine be-

sondere speziellen Funktionseinheiten), 2) Unterstützung der Codegenerierung

für Many-Core-Systeme, 3) Verbesserung der Code-Generierung und Simula-

tionswerkzeuge um groÿe RVC-Systeme (mit einigen Tausend oder Millionen

Komponenten) zu unterstützen und 4) Verbesserung der Design Optimierungs-

werkzeuge zur Unterstützung automatisierter Parallelisierung von RVC An-

wendungen.
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Chapter 1

Introduction

Contents

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Main Thesis Contributions . . . . . . . . . . . . . . 4

1.3 Organization . . . . . . . . . . . . . . . . . . . . . . 9

Nowadays we are living in a fully digitized and networked world. The ubiq-

uitous transmission of data over the open network has made security one of

the most important concerns in almost all modern digital systems, being pri-

vacy another. Both security and privacy concerns call for support from applied

cryptography. However, the great diversity of today's computing hardware and

software platforms is creating a big challenge for applied cryptography since we

need building blocks that should ideally be reusable at various platforms with-

out rewriting the code. For instance, a large-scale video surveillance system

(like those we have already been seeing in many big cities) involves many dif-

ferent kinds of hardware and software platforms: scalar sensors, video sensors,

audio sensors, mobile sensors (e.g. mobile phones), sensor motor controller,

storage hub, data sink, cloud storage servers, etc. [1]. Supporting so many

1
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di�erent devices in a single system or cross the boundary of multiple systems

is a very challenging task.

Many cryptographic solutions (discussed in Sec. 2.3.6) have been built over

the years to partly meet this challenge, but most of them are written in a

particular programming language (e.g. C, C++, Java and VHDL) thus their

applications are limited in nature. While it is always possible to port a library

written in one language to the other, the process requires signi�cant human

involvement on reprogramming and/or re-optimization, which may not be less

easier than designing a new library from scratch.

1.1 Background

The data�ow programming paradigm, invented in the 1960s [2], allows pro-

grams to be de�ned as a directed graph in which the nodes correspond to

computational units and the edges represent the direction of the data �ow-

ing among nodes [3, 4]. The modularity, reusability and recon�gurability are

achieved by making each computational unit's functional behavior indepen-

dent of other computational units. In other words, the only interface between

two computational units is the data exchanged. The separation of functional-

ity and interface allows di�erent computational units to run in parallel, thus

easing parallelism exploitation. The data�ow programming paradigm is suited

ideally for applications with a data-driven nature e.g., signal processing sys-

tems, data communication systems etc., and as we show in this thesis also for

secure computing systems.

Recently, ISO/IEC standardized RVC (Recon�gurable Video Coding) [5,

6], which was developed on the principle of data�ow programming paradigm.

Initially, the RVC framework was developed to handle the challenges (similar

to the above-mentioned challenges) incurred in the development of complicated
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video codecs, which are also data�ow systems. But the RVC standard o�ers a

general development framework, which can be used for the development of all

data-driven systems including signal processing systems and secure computing

systems, as structurally they are data-driven in nature.

By following the data�ow programming paradigm, the RVC framework en-

joys a number of distinctive features at the level of programming language,

which are not common in traditional sequential/imperative programming para-

digm. These features are: modularity, reusability, easier recon�gurability, code

transparency and analyzability, and parallelism exploitability. Modularity and

reusability help to simplify the design of complicated programs by having func-

tionally separated and reusable computational blocks; recon�gurability makes

recon�guration of complicated programs easier by o�ering an interface to con-

�gure and replace computational blocks; code transparency and analyzability

allow automatic analysis of both the source code and the functional behavior

of each computational block so that code conversion and program optimization

can be done in a more automatic and systematic manner. This automated code

analysis enables to conduct a fully-/semi-automated design-space exploitation

to �nd critical paths and/or parallel data-�ows, which suggests di�erent opti-

mization refactorings (merging or splitting) of di�erent computational blocks

[7], and/or to achieve concurrency by mapping di�erent computational blocks

to di�erent computing resources [8]. In contrast to the traditional sequential

programming paradigm, the data�ow programming paradigm is ideally suited

for such optimizations thanks to its data-driven nature.
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1.2 Main Thesis Contributions

Initially, when the RVC standard was being devised to solve development prob-

lems with video codecs, the MPEG1 only considered the needs of this particular

type of systems. Later graphics codecs based on the same concept were also

considered by the MPEG as a separate item of standardization called Recon-

�gurable Graphics Coding (RGC) [9]. Recently, the RVC framework was also

extended to develop image and audio codecs [10, 11]. But the RVC standard

was previously never studied beyond multimedia codecs by other researchers

and it remains a question how successfully RVC can be applied to other do-

mains and serve as a general-purpose development framework2.

Just like signal processing systems (e.g., video/image/graphic codecs), most

secure computing systems are also structurally data-driven. Moreover, secure

computing systems can scale from very simple (e.g., cryptographic primitives

with very few computational blocks) to quite complex systems (e.g., security

protocols involving thousands or even more computational blocks). Because

of its data-driven nature and possibility to has applications with two extreme

sizes � the very simple ones and the very complicated ones, the domain of

secure computing serves as a good candidate for investigating to which extent

RVC can serve as a general-purpose development framework. Hence, this thesis

presents our study in applying the RVC framework for the system development

of a new domain � secure computing.

As a very �rst step, we decided to study the development of multimedia

security applications in the RVC framework as the development of multimedia

1The Moving Picture Experts Group (MPEG) is a group of technical experts working
on the development of audio and video codecs. In Chapter 2, we provide a bit more details
about the activities of MPEG.

2In Chapter 2, we present a detailed features comparison between the RVC framework
against some other data�ow programming and cryptographic solutions.
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codecs was already been studied in RVC. But for the development of mul-

timedia security applications, it was also required to implement the needed

security modules in the RVC framework. Since the needed security modules

are further based on a number of cryptographic primitives, quite naturally it

led us towards the development of a Crypto Tools Library (CTL) in the RVC

framework, which contains a number recon�gurable and reusable cryptographic

primitives.

This process of applying the RVC framework towards the development of

CTL and multimedia security applications helped us to evaluate the pros and

cons of applying RVC to another domain beyond multimedia codecs, hence

paved our way to investigate a number of interesting questions related to the

development of secure computing applications (e.g., multimedia security sys-

tems, cryptographic primitives, security protocols/systems etc.). These ques-

tions include: 1) how e�ectively RVC can be applied towards the develop-

ment of applied cryptography (e.g., cryptographic primitives, security pro-

tocols/systems etc.), 2) what are the advantages of building multimedia se-

curity applications in the RVC framework than in imperative languages, 3)

how faster/slower the RVC implementations of secure computing applications

run against their non-RVC (imperative) implementations, 4) how much per-

formance gain/speed-up can be achieved by automated/semi-automated paral-

lelization of RVC solutions on multi-core machines, 5) how e�ectively RVC sup-

ports the development of security systems involving hardware/software code-

sign and/or heterogeneous components, 6) how robust are the RVC tools in

supporting the development and design space exploitation of complex security

protocols (consisting of thousands or even more computational blocks) than

multimedia codecs (consisting of only hundreds of computational blocks)3, and

3At the time of this writing, our work related to this question was not completely �nished,
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so forth.

There are two main goals of this thesis: 1) investigate the above questions

(by applying the RVC framework to the domain of secure computing) and try

to manifest if the RVC framework indeed o�ers a good enough environment for

the development of implementation-independent4 secure computing systems;

2) identify the areas where the RVC framework is not yet up to the mark

and evolve RVC to the next level by suggesting/implementing solutions to

its current limitations so that RVC may be considered as a general-purpose

development framework in other �elds of study.

In pursuit of the goals listed above, main contributions of this thesis are

listed below:

• Crypto Tools Library (CTL): In order to study the development of

secure computing applications in the RVC framework, it was required to

have a library of cryptographic components, which could be used as the

building blocks for the development of secure computing applications. As

part of this study, we developed the Crypto Tools Library (CTL), which

is the �rst (to the best of our knowledge) open and platform-independent

cryptographic library. The availability of these cryptographic primitives

as a library now allows developers and researchers to build various se-

cure computing applications more easily by reusing the CTL components

and concentrating more on the high-level structures of secure computing

systems. CTL is described in detail in Chapter 4 and its benchmarking

results are reported in Chapter 5.

hence we cover this as a future work in Chapter 8.
4In [12], the same concept was described with the term �platform-independent�, where

the word �platform� has a broader meaning in the context of the MPEG RVC framework.
Basically, it denotes any computing environment that can execute/interpret code or compile
code to produce executable programs, which includes both hardware and software platforms
and also hybrid hardware-software systems.
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• Multimedia security applications: In the process of applying the

RVC framework towards the development of multimedia security appli-

cations (by jointly using CTL and video/image codecs), we identi�ed

some challenges being faced by developers while building multimedia se-

curity applications in imperative languages (e.g., C, C++, Java etc.)

and �gured out how those challenges can be addressed by developing

multimedia security applications in the RVC framework. In addition,

we also demonstrated four showcase examples: a joint H.264/AVC video

encryption-encoding system, a joint JPEG image encryption-encoding

system, a compressed-domain JPEG image watermarking system, and

a compressed-domain JPEG image steganographic system [13, 14]. Our

investigations on the development of multimedia security systems are

presented in Chapter 7.

• Run-time performance of RVC on single-core systems: One

straightforward concern of using the RVC framework as a general-purpose

development framework is if the high-level abstract nature of RVC so-

lutions and the automated code generation process will compromise the

overall run-time performance at the platform level. In this thesis, we

clarify this doubt by conducting a number of benchmarking experiments

of RVC-based secure computing applications (some cryptographic prim-

itives and multimedia security applications) against their corresponding

non-RVC solutions manually-written in di�erent target programming

languages, on various single-core systems (two general-purpose PCs, a

resource-constrained embedded device, and Java virtual machines on two

PCs). Our benchmarking results suggest that the run-time performance

of the RVC based solutions is largely comparable to their corresponding

non-RVC solutions. The performance benchmarking results for crypto-
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graphic primitives and multimedia security applications are presented in

Chapter 5 and Chapter 7, respectively. The results of our performance

benchmarking study can play a key role in future, when people from

other �elds will be considering RVC as a general-purpose framework.

• Run-time performance of RVC on multi-core systems: As we will

describe next in Chapter 2, the RVC framework has a natural support

for its applications to run on multi-core systems. That's why, it is also

worth investigating to evaluate the amount of performance gain RVC ap-

plications can achieve while running on multi-core systems. To answer

this question, we also conducted performance benchmarking of a sim-

ple cryptographic application (consists of four parallelizable instances of

same cryptographic primitive) and multimedia security applications on

multi-core systems. These benchmarking results are also presented as

part of Chapter 5 and Chapter 7.

• Heterogeneous security systems: The RVC framework also supports

the development of systems with heterogenous components (involving

software, hardware, and various I/O devices/channels) and the inter-

facing between those heterogenous components can be provided with

the help of �wrappers� [15]5. With the help of two secure protocols in-

volving heterogeneous components, this thesis also evaluates if the RVC

framework provides a good enough environment for the development of

heterogenous systems and what needs to be done to further enhance its

ability to support the development of heterogeneous systems. Our in-

vestigations on the development of heterogeneous security systems are

presented in Chapter 6.

5We describe �wrappers� in Chapter 2 with greater detail.
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• By-products: The aforesaid activities of this thesis has also helped

in providing a new library of cryptosystems, creating a foundation for

new future tools (a framework for the development and automatic design

space exploitation of garbled circuit protocols [16] is in progress and is

described as future work in Chapter 8), and suggesting optimizations

for existing RVC tools (e.g., code generation, simulation, and automated

analysis and design space exploitation). These by-products can be used

by researchers and the end users for further research and development in

the future.

• Evolution of RVC and cryptographic communities: Overall, this

thesis has helped in evolving both RVC and cryptographic communities.

In Chapter 3, we provide a detailed discussion on how this study can be

bene�cial towards the future developments of the RVC standard, RVC

supporting tools and secure computing systems.

1.3 Organization

The rest of the thesis is organized as follows. In Chapter 2 we will give a brief

overview of related work, focusing on the data�ow programming paradigm,

the building blocks of RVC framework, and the comparison between RVC and

other existing data�ow and cryptographic solutions. Chapter 3 discusses the

challenges and bene�ts of using the RVC framework as a general-purpose de-

velopment framework, hence bridging the gap between the state-of-the-art (of

RVC and secure computing domains) and the rest of the chapters of this thesis.

Chapter 4 describes the design principles of CTL, the list of cryptosystems that

are already implemented, and few examples of cryptosystems included in CTL.

In Chapter 5, we give performance benchmarking results of CTL cryptosys-
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tems on a number of single-core machines and a quad-core one. In Chapter 6,

we study the development and deployment of a mutual authentication protocol

(SKID3 [17]) and an hardware token based online banking protection system

(hPIN/hTAN [18]) as examples of secure computing applications with hetero-

geneous components. Chapter 7 studies multimedia security systems in the

RVC framework by addressing the bene�ts of developing multimedia security

applications in the RVC framework with the help of four multimedia security

systems, and the performance benchmarking of multimedia security systems

on a single-core and a quad-core machine. In Chapter 8, we conclude this

thesis and give directions for the future work.
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In this chapter, we provide a brief discussion on di�erent concepts from the

literature, which are required to establish the foundation needed to understand

the work presented in other chapters of the thesis.
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2.1 Imperative Programming Paradigm

The imperative/sequential programming paradigm o�ers a way of de�ning the

programs as a set of statements executed in a sequential order. Although

both procedural and object-oriented programming (de�ne di�erent parts of

their programs as procedure(s)/function(s) and object(s), respectively) helped

imperative programming to enhance the programming experience (by making

parts of the programs to be as much autonomous (modular, reusable and

easily recon�gurable) as possible, imperative programming paradigm still lack

the level of autonomy as provided by data�ow programming paradigm.

While imperative programming paradigm is good in expressing the control-

�ow or control logic of their programs, it is not naturally helpful in visualizing

how the data �ows through the system. As a result, implementing, debugging,

and recon�guring large programs often become di�cult.

In a nutshell, the points we listed in this section are the general areas where

data�ow programming paradigm may o�er better than imperative program-

ming paradigm but it is required to be thoroughly investigated in di�erent

application areas before people plan to execute a paradigm shift for their ap-

plications.

2.2 Data�ow Programming Paradigm

Data�ow programming is a way of modeling a program as a network (i.e., a

directed graph) of nodes in which data objects �ows between various nodes.

Each node of the network is an autonomous functional unit (or a further sub-

network of functional units) that processes the input data object(s)1, performs

its speci�c operation and produces the output data object(s). On the other

1In the RVC's term, the data object(s) exchanged among di�erent functional units are
referred as token(s).
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hand, the connections between di�erent nodes specify global operational logic

of the program as data�ow paths through the network [4]. Figure 2.1 presents

the structure of an typical data�ow program that contains three nodes, where

the directed arrows show how data objects �ow among di�erent nodes.

Input Output

ComputationsComputations 
OR
Transformations

Figure 2.1: The structure of a typical data�ow program.

Since each functional unit is required to be autonomous, meaning that its

behavior can only be in�uenced by the other nodes via input data objects, the

data�ow programming paradigm inherently possesses modularity of functional

units. Two direct consequences of modularity of functional units include: 1)

we can easily reuse each functional unit in di�erent applications without the

need of re-programming; 2) any functional unit can be replaced or recon�g-

ured without the need to touch other functional units as long as the input-

output behavior of replaced/recon�gured functional unit remains the same. In

other words, the data�ow programming paradigm naturally o�er reusability

and recon�gurability of functional units and the whole data�ow applications.

Furthermore, when a program is represented as a data�ow network with au-

tonomous functional units, it becomes much easier to exploit parallelism of

the data�ow network so that di�erent parts can run in parallel, which can also
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be automated by (statically or dynamically) analyzing the input data depen-

dencies of all functional units. This implies that the data�ow programming

paradigm can better support programs with a high level of parallelism that

run on multi-core, many-core or distributed multi-processor systems.

The basic concepts of data�ow can be traced back to the 1960s [2] and the

past half century has witnessed the development of many data�ow model of

computations and development tools (of which some have also been used widely

in industry), but few formal data�ow languages are capable of expressing a

wide range of Model of Computations (MoC). The Model of Computations

(MoC) de�nes the communication semantics of the data channels and pro-

cessing behavior of functional units of any data�ow oriented language. Some

considerable examples of MoCs include Kahn Process Network (KPN) [19],

Synchronous Data Flow (SDF) [4] and Data�ow Process Network (DPN) [20].

In the following, we brie�y cover KPN and DPN as they form the basis of

the MoC used by the Caltrop Actor Language (CAL) [21], which was initially

created as part of the Ptolemy project at UC Berkeley in 2003 [22] and is a

super-set of the RVC-CAL language standardized as part of the RVC frame-

work (to be presented in Sec. 2.3.4). A comprehensive discussion on MoCs is

presented in [23].

2.2.1 Kahn Process Network (KPN)

KPN (originally devised for modeling of distributed systems) is a natural choice

for signal processing applications requiring in�nite streams of data to be trans-

formed by the �processes� (i.e., the nodes of the data�ow graph). The arcs (i.e.,

the data channels) are de�ned as unidirectional FIFOs with in�nite capacity

(can carry in�nite amount of data objects). The reads from the channels are

blocking � if the FIFO to be read is found to be empty or short of data objects,
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whole process gets suspended until the FIFO is �lled with enough data objects.

However, the writes to the FIFO queues are non-blocking � data writes never

create any suspension as FIFOs are in�nite.

2.2.2 Data�ow Process Network (DPN)

Like KPN, DPN models the arcs (i.e., the data channels) of the data�ow

network as FIFO queues with non-blocking writes and blocking reads. Unlike

KPN, capacity of data channels is �nite and the computational blocks (i.e.,

nodes of the data�ow network) are modeled as �actors�.

An actor is an autonomous entity, which de�nes a computational func-

tional and can consists of a number of �ring rules (like sub-functions within

a module), which can read/write from/to the same input/output data chan-

nels. Moreover, an actors is also equipped with a scheduler, which de�nes

the �ring (i.e., execution) pattern of the �ring rules within an actor. Hence,

in each execution/�ring of an actor, only one of its �ring rules (selected by

its scheduler) executes (which may optionally read/write a �nite number of

input/output objects)2. The main advantage of this MoC is that it does not

allow applications to be suspended (and then resumed) caused by blocking

reads and non-blocking writes on �nite data channels.

2.3 Recon�gurable Video Coding

In the rest of this section, we provide more details about di�erent aspects of

the Recon�gurable Video Coding (RVC) framework by covering the MPEG

RVC standard, the application development process, the RVC languages, RVC

supporting tools, a comparison between RVC and other data�ow and crypto-

graphic development frameworks, and timeline history of activities related to

2We will provide more details about actors along with our discussion on RVC-CAL in
Sec. 2.3.4.
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the standardization and evolution process of the RVC framework.

2.3.1 Introduction

As we mentioned above, the modularity, reusability and recon�gurability in

the data�ow programming paradigm are achieved by making each computa-

tional unit's functional behavior independent of other computational units.

As a result, the only interface between two computational units is the data

exchanged via their input/output interfaces. The separation of functionality

allows di�erent computational units to run in parallel, thus enabling the im-

plementation of concurrency. The data�ow programming paradigm is suited

ideally for applications with a data-driven nature such as signal processing

systems, multimedia applications, and as we show in this thesis also for cryp-

tosystems and many other secure computing systems.

Based on the data�ow programming paradigm, the ISO/IEC standardized

the Recon�gurable Video Coding (RVC) framework3 in 2009 [24] after its work-

ing group JTC 1/SG 29/WG 11 (MPEG) had been working on it for around

three years. The main objective of developing and standardizing the RVC

framework was to provide an e�ective solution to the technical challenges in-

curred in developing and maintaining complex video codecs. One of those

was to make the video codecs more recon�gurable, meaning that codecs with

di�erent con�gurations (e.g., di�erent video coding standards, di�erent pro-

�les and/or levels, di�erent system requirements) can be built on the basis

of a uni�ed set of implementation-independent building blocks. In order to

achieve this goal, the RVC standard de�nes a framework that covers di�erent

normative steps for the standard speci�cation of a processing system. In addi-

3In near future, the RVC framework will be renamed to Recon�gurable Media Coding
(RMC). This change was required to highlight the selection of RVC as a development frame-
work for codecs of other media types (e.g., 3-D graphics [9], image [10], audio [11]).
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tion, it also provides the appropriate starting point for all non-normative steps

needed to support the whole system development life-cycle. Some supporting

tools [25, 26, 27] have also been developed to ease the development, simulation

of the applications and code generation towards di�erent target programming

languages. These supporting tools make the RVC framework not only a stan-

dard, but also a real development environment ready to be used for the design

and development of systems.

In essence, the RVC framework allows developers to work with a single

implementation-independent design at a higher level of abstraction while still

being able to generate multiple editions of the same design that target di�erent

platforms (e.g., general-purpose PCs, embedded systems, FPGAs, etc.). It is

deserved mentioning here that RVC can also support platform-dependent ele-

ments in the form of native actors (FUs containing native functions/procedures

[28]) without compromising the platform-independent core of the framework

(i.e. native construct is ignored by the abstract model without in�uencing the

I/O behavior of anything in an FU network). In addition, the RVC framework

also supports heterogeneous systems by enabling the partitioning of any sin-

gle abstract design into di�erent parts running as software and/or hardware

components. But in order to make these heterogeneous components to talk

with each other, a communication interfacing mechanism is required. In [15],

authors proposed to interface the communication channel between any two

heterogeneous components using �wrappers� (see Fig. 2.2). A wrapper is a

channel �driver� sitting between the abstract FU and the platform-dependent

I/O channel. To interface the communication between two heterogeneous com-

ponents connected via a channel, two wrappers are needed, where �rst wrap-

per transforms the data from the format of source component (e.g., a software

module running on a PC) to the format of the communication channel and the
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second wrapper transform the data from the format of channel to the format of

the destination component (a hardware module running on an FPGA). These

wrapper FUs are implemented as �native actors�, meaning that wrappers FUs

have to be implemented separately for each target platform using the speci�cs

(e.g., system calls etc.) available at that target platform. Moreover, the RVC

framework is based on two formal languages (RVC-CAL and FNL � described

later in Sec. 2.3.4) that allow fully automated code analysis to facilitate design-

space exploration. These automated analysis can assist in 1) optimizing (by

suggesting refactorings) RVC applications, and 2) automated parallelization

on multi-core and many-core systems [7, 29, 8, 30]. Hence, any application do-

mains with data-driven nature can take advantage of these distinctive features

of the RVC framework.

Software

A B

w
rapper

[input]

wrapperwrapper

[LAN] [USB]

wrapperwrapper

[ ] [ ]

C
Hardware

Figure 2.2: The structure of a typical heterogeneous system with wrappers.
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2.3.2 The MPEG RVC Standard

The Moving Picture Experts Group (MPEG) is a working group of ISO/IEC in

charge of the development of international standards for compression, decom-

pression, processing, and coded representation of moving pictures, audio and

their combination [31]. The people associated with MPEG meet four times

a year to actively participate in discussions needed to produce new MPEG

standards and/or evolve (amend) existing ones standards. MPEG has con-

tributed towards the development of many standards related to almost all

types of audio/video media, hence categorized their activities as many stan-

dard groups. These standard categories include: MPEG-1 (coding of moving

pictures and associated audio used in MP3 and video CD), MPEG-2 (cod-

ing of moving pictures and associated audio used in digital television, DVD,

and set top boxes), MPEG-4 (coding of audio-visual objects used over the

web), MPEG-7 (description and search of audio/visual content), MPEG-21

(multimedia framework), MPEG-A (multimedia application-speci�c formats),

MPEG-B (collection of Systems speci�c standards), MPEG-C (collection of

video speci�c standards), MPEG-D (collection of audio speci�c standards),

MPEG-DASH (video streaming over the internet), MPEG-E (multimedia mid-

dleware providing support to download and execution of multimedia applica-

tions), MPEG-H (High E�ciency Video Coding), MPEG-M (packaging and

reusability of MPEG technologies), MPEG-U (rich-media user interface), and

MPEG-V (interchange with virtual worlds) [31]. In is deserve mentioning

here that, each of the above mentioned standard categories may have various

sub-categories (known as �Parts�) to target speci�c areas within their main

standard category.

Since the objective of RVC was to provide a framework for the recon�g-
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urable development of video systems, it falls into the category of MPEG-B

and MPEG-C standards. That's why, RVC standard is speci�ed in two parts:

MPEG-B Part 4 [5] and MPEG-C Part 4 [6]. The MPEG-B Part 4 speci-

�es the data�ow framework for designing and recon�guring video codecs, and

the MPEG-C Part 4 de�nes a video tool library (VTL) that contains a num-

ber of Functional Units (FUs) as implementation-independent building blocks

of MPEG standard compliant video codecs [6]. To support the RVC data�ow

framework, MPEG-B Part 4 speci�es three di�erent languages: a data�ow pro-

gramming language called RVC-CAL for describing implementation-independent

FUs, an XML dialect called FNL (FU Network Language) for describing con-

nections between FUs, and another XML dialect called RVC-BSDL for describ-

ing the syntax format of video bitstreams that can help automate the creation

of video syntax parsers.

2.3.3 How does the RVC Framework Work?

Figure 2.3 illustrates how an application is designed and how target implemen-

tations are generated with the RVC framework. At the design stage, di�erent

FUs (if not available in some existing libraries) are �rst written in RVC-CAL

to describe their functional and I/O behavior, and then an FU network is spec-

i�ed to build the functionality of a whole application. The FU network can be

composed by simply connecting all FUs (by selecting from existing libraries

or the newly written FUs) to form a directed graph which is represented as

an XDF �le following the standardized FNL language. The FUs and the FU

network are instantiated to form an abstract model. This abstract model can

be simulated to test its functionality without the need to assume the execution

on any speci�c platform. At the implementation stage, the source code written

in other target programming languages can be automatically generated from
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the abstract model.

Design Stage

Model Instantiation: 
Selection of FUs and 

Parameter Assignment

Tool Library 1
(RVC-CAL Functional 

Units (FUs))

Application Description
(FU Network Description)

Abstract Model
(FNL + RVC-CAL)

Tool Library 2 
(RVC-CAL Functional 

U it FUs)

Implementation Stage

Tool Library 1

Units FUs)

Application Implementation
Automatic code generation to 

C/C++, Java, LLVM, 
VHDL/Verilog etc.

Tool Library 1 
Implementation

Tool Library 2
l i

Input Data Application Solution Output Data

Implementation

Figure 2.3: Process of application implementation generation in the RVC
framework.

Note that, in Fig. 2.3 we show only two libraries to illustrate the concept.

But in principle, users can simultaneously use as many libraries as they need.

For example, the development of multimedia security applications presented

later in Chapter 7, involved the following four libraries: 1) the standard video

tool library (de�ned in the MPEG-C Part 4 [6]) for the H.264/AVC video

decoder, 2) a non-standard tool library for the H.264/AVC video encoder, 3)

a non-standard tool library for the JPEG encoder and decoder, 4) the non-

standard Crypto Tools Library (CTL). For the development of cryptographic

applications, we only used the CTL since no multimedia data are involved.

2.3.4 The RVC Standard Languages

In this subsection, we provide a discussion on the two RVC languages (RVC-

CAL and FNL) being used in the development of secure computing applica-

tions. RVC-BSDL is not used in any secure computing applications, hence it

is not covered in this thesis and will not be mentioned any further.
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RVC-CAL

The real core of the RVC framework is RVC-CAL, a general-purpose data�ow

programming language for specifying implementation-independent FUs for-

mally de�ned in Annex D of MPEG-B Part 4 [5]. In RVC-CAL, FUs are

implemented as actors containing a number of �reable actions and internal

states.

Figure 2.4 shows the internal structure of a RVC-CAL actor in an FU net-

work. Each actor can contain both input and output port(s) that receive in-

put token(s) and produce output token(s), respectively. Each action may �re

depending on four di�erent conditions: 1) input token availability; 2) guard

conditions; 3) �nite-state machine based action scheduling; 4) action priorities.

In RVC-CAL, actors are the basic functional entities that can run in parallel,

but actions in an actor are atomic, meaning that for one actor only one ac-

tion can �re at one time. This structure gives a balance between modularity

and parallelism, and makes automatic analysis for actor optimizations (e.g.,

refactoring) possible.

iActions

State 
Variables

Figure 2.4: The internal structure of a RVC-CAL actor in a data�ow network.
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Structure of RVC-CAL Actors RVC-CAL provides the syntactical con-

structs required to implement the computational behaviors of functional units.

These functional units are then connected with each other to form FU net-

works. Code Sample 1 presents the general structure of an RVC-CAL actor.

The declaration of an actor starts with the keyword actor followed by the

actor's ID FUName. RVC-CAL provides a number of data types, and all input

port(s), output port(s), actor state(s), internal variable(s) and actor parame-

ter(s) have to be declared with one of the supported data types. State vari-

able(s) are used to maintain the internal state of the actor hidden from other

actors, and actor parameter(s) works very similar to preprocessor macros in

C/C++ and are used to recon�gure the behavior of the actor at compile time.

Action declarations start with the keyword action followed by input port(s)

(from which the actor reads input tokens) and output port(s) (on which the

actor produces output tokens) where ==> used as the separator between input

port(s) and output port(s). If an action is not dummy, it should have a set of

statements that execute sequentially upon each �ring of the action. It should

be noted that each action can optionally be labeled with an action tag. For

example, Action1 and Action2 are action tags of the two actions in the ac-

tor shown in Code Sample 1. These action tags are used to refer the actions

inside the �nite state machine (FSM) schedule and the priority blocks, which

de�ne the process of action-selection as a �nite state machine and priorities

among actions, respectively. More details about these constructs are given in

the following paragraphs.

Action-Selection in RVC-CAL Actor As we mentioned above, the ac-

tions in an actor are atomic. This atomic nature of actors is required to

avoid con�icts of access to the actor state(s). Since there are normally more
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actor FUName(<DataType> FUParameter1, <DataType> FUParameter2 .... )

<DataType> InputPort1, <DataType> InputPort2, ... ==>

<DataType> OutputPort1, <DataType> OutputPort2, ... :

// State variables.

<DataType> StateVar1;

<DataType> StateVar2;

...

// Actions.

Action1:

action InputPort1:[a], ... ==> OutputPort1:[a], ...

guard <conditions>

do

<Statements>

...

end

Action2:

action InputPort2:[a], ... ==> OutputPort2:[a], ...

guard <conditions>

do

<Statements>

...

end

// FSM schedule to control the action-selection.

schedule fsm initialState:

initialState (Action1) --> state2;

state2 (Action2) --> state3;

...

end

// Priority block to prioritize actions.

Priority

{

Action1 > Action2 > ...;

}

end

Code Sample 1: The general structure of an actor written in RVC-CAL.
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than one action in an actor, �ring rules have to be de�ned to make it clear

which action should �re under which condition. In order to better control the

action-selection process (i.e. the �ring order of actions), RVC-CAL provides

several constructs that can be explicitly used to associate some �ring rules

and conditions with each action. These constructs include guards, schedules

and priorities. Furthermore, there is another implicit condition of availabil-

ity of input tokens at input ports if an action needs to consume data tokens.

Hence, whenever an actor �res, all actions are checked against both implicit

and explicit conditions of �rability, and one of those �rable actions is selected

for execution. It is possible that more than one action is eligible for �ring

at a speci�c time, then the actor's behavior becomes non-deterministic� while

this non-deterministic behavior of actors can be very powerful but it can also

create serious troubles when used un-appropriately. As a whole, an actor's

action-selection process depends on the following four types of constraints:

• Availability of input tokens: This is the only implicit condition im-

posed by RVC-CAL to evaluate the activation of any action. Hence,

actions are activated for �ring only if the required number of input data

token(s) are available at their input port(s)4.

• Guard conditions: Each action can have some conditions involving

state variable(s), values of input token(s) and values of actor parame-

ters. Therefore, along with checking the availability of input token(s),

the activation decision of each action can be made more complex by

associating the guard conditions with each action.

4In theory, we assume the input and output FIFO(s) are in�nite and they will never
become full. In reality the FIFO(s) are always �nite and can create a con�ict (or deadlock) if
the number of token(s) generated by any given action exceeds the free room in the associated
output FIFO(s). Hence, �rability checking of any action also con�rms if the associated
output FIFO(s) have enough to accommodate new tokens.
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• Schedules: It is very powerful construct used to schedule the �ring order

of actions as a �nite state machine. The schedule starts the actor with

an initial state and each execution of any action under schedule leads to

another schedule state. Hence, while working under schedule, an action

is marked as eligible only if there exists at least one transition with the

action's tag going from schedule's current state to another state. For

instance, in the example given in Code Sample 1, if the scheduler is in

state2, only Action2 will be eligible because there is only one transition

from state2 to another state with its action tag Action2.

• Priorities: During the action-selection process, after the evaluation of

above three tests, it is still possible to have more than one �rable action.

In this case, a priority block can provide further help to prioritize more

urgent actions over less urgent ones. For instance, in the example given

in Code Sample 1, Action1 has a higher priority over Action2.

FU Network Language (FNL)

FU Network Language (FNL) is an XML dialect and is formally speci�ed in

Annex A of MPEG-B Part 4 [5]. FNL is used to specify the codec con�guration

as an FU Network Description (FND), which consists of a list of selected FUs

and three types of connections: connections between the codec inputs and FU

inputs, connections between FU outputs and codec output, and connections

among intermediate FUs. Figure 2.5 shows an example of a small FU network

while its corresponding FNL representation is shown in Code Sample 2.

As we mentioned in a previous subsection, an RVC-CAL actor can have

con�gurable (actor) parameter(s). The con�guration of actor parameter(s) is

supported at the level of FND, and based on their compile time values, the

behavior of an actor is recon�gured. In other words, these actor parameter(s)



2.3. Recon�gurable Video Coding 27

D

E
FU B FFU AA

B

C

Figure 2.5: Example FU Network.

<XDF name="Decoder">

<Instance id="FU A">

<Class name = "Algo_ExamFU_A">

</Instance>

<Instance id="FU B">

<Class name="Algo_ExamFU_B">

</Instance>

<Input src="FU A" src-port="A" />

<Output src="FU B" src-port="F" />

<Connection src="FU A" src-port="B" dst="FU B" dst-port="D" />

<Connection src="FU B" src-port="C" dst="FU B" dst-port="E" />

</XDF>

Code Sample 2: The FNL representation of the FU network in Fig. 2.5.

function very similar to preprocessor macros in C/C++.

Since FNL is a dialect of XML and it is used to describe the data �ow

connections among FUs, FU networks are interchangeably referred to as XML

Data Flow (XDF) networks.

2.3.5 Supporting Tools

In order to get most out of the features of the RVC framework, varying kinds

of RVC supporting tools are needed. They include simulators code generators,

graphical editors, and automated analysis design space exploitation tools. All

the these supporting tools are working as plug-ins of Eclipse IDE, so they can
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be considered as di�erent components of a single RVC supporting environment.

In the rest of this subsection, we give a brief introduction to these supporting

tools.

• Simulators and code generators: Simulators are the tools needed to

validate the input-output functional behavior of application's abstract

model (RVC-CAL and FNL code) in an implementation-independence

environment. Once the abstract model has been functionally validated

by simulator, the code generators can be used to automatically translate

the abstract model into another target programming language that will

be then compiled to create executables for di�erent target platforms.

Currently two tools support the simulation and code generation of RVC

applications: Open RVC-CAL Compiler (ORCC) [26] and Open Data

Flow (OpenDF) [25]. ORCC contains code generation backends for

C, C++, Java, LLVM, Verilog, XLIM, and PROMELA. In addition,

OpenDF also includes a Verilog HDL code generation backend. Both of

these two tools work as an plugin inside Eclipse Environment. ORCC

is currently more widely used in the RVC community and it is also the

choice of our work presented in this thesis.

• Graphical Editor: Graphiti [27] is a graphical graph editor that helps

the RVC developers to create/edit FU networks. It generates the cor-

responding textual description (written in FNL) based on developer's

actions in a graphical interface, thus saving them from manually writing

FNL code. Graphiti supports creation and management of nodes, cre-

ation and management of connections between the FUs, actor parameter

assignments, and management of input and output ports.

• Design Space Exploitation: The provision to conduct automatic anal-
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ysis of source code FUs allows the design space exploitation of RVC so-

lutions. Two analysis tools (CAL Design Suite [7] and TURNUS [30])

(which have dependencies on the intermediate format generated with

ORCC) to provide the design space exploitation of RVC solutions. How-

ever, these tools are focused towards multimedia codecs and still need to

be studied for applications beyond multimedia codecs.

2.3.6 RVC vs. Other Data�ow and Cryptographic Sys-

tems

In order to evaluate if the RVC framework is a good choice for secure comput-

ing, we conducted a review to compare the features set of the RVC framework

and some other data�ow and cryptographic systems. A summary of these

features provided by RVC over other solutions is given in Table 2.1. We em-

phasize that this comparison focuses on the features relevant to achieve the

goals of this thesis, so it should not be considered as an exhaustive overview

of all pros and cons of the evaluated solutions5.

In addition to the data�ow programming and cryptographic development

frameworks listed in Table 2.1, many cryptographic libraries have been de-

veloped over the years (e.g., Crypto++ [51], Cryptlib [52], OpenSSL crypto-

graphic library [53], Qilin [54], Bouncy Castle [55], PureNoise CryptoLib [56],

sphlib [57]), but very few can support multiple programming languages or some

other features we evaluated in Table 2.1. Some libraries do support more than

one programming language, but often in the form of separate sets of source

code and separate programming interfaces/APIs (e.g. [55]) or available as com-

mercial software only (e.g. [47, 48]). There is also a large body of optimized

implementations of cryptosystems in the literature [58, 59, 60, 61, 62, 63, 64],

5This table is a slightly updated edition of Table 1 in [12].



2.3. Recon�gurable Video Coding 30

Table 2.1: Comparison of RVC framework with other candidate solutions.
Candidates with similar characteristics are grouped together. These categories
include 1) high-level speci�cation languages for hardware programming lan-
guages, 2) frameworks for hardware/software co-design, 3) commercial prod-
ucts, and 4) other cryptographic libraries. The columns in the table rep-
resent the following features: A) high-level (abstract) modeling and simula-
tion; B) platform independence; C) code analyzability (i.e., semi-automated
design-space exploitation); D) hardware code generation; E) software code
generation; F) hardware/software co-design; G) supported target languages;
H) open-source or free implementations; I) international standard.

Cat. Candidate A B C D E F G H I

RVC 3 3 3 3 3 3

C, C++, Java, LLVM,
Verilog, VHDL, XLIM,

PROMELA
3 3

1 Handel-C [32] - - - 3 - - VHDL - -

ImpulseC [33] - - - 3 - 3 VHDL - -

Spark [34] - - - 3 - 3 VHDL - -

2 BlueSpec [35] 3 - 3 3 3 - C, Verilog - -

Daedalus [36] 3 3 3 3 3 3 C, C++, VHDL
3

-

Koski [37] 3 3 3 3 3 3 C, XML, VHDL - -

PeaCE [38] 3 3 3 3 3 3 C, C++, VHDL
3

-

3 CoWare [39] 3 3 - 3 3 3 C, VHDL - -

Esterel [40] - 3 - 3 3 - C, VHDL
3

-

LabVIEW [41] 3 3 3 - - - - - -

Matlab [42, 43] 3 3 3 3 3 - C, C++, Verilog, VHDL - -

Synopsys System
Studio [44]

3 3 3 3 3 3
C++, SystemC,
SystemVerilog

- -

4 CAO [45, 46] 3 3 - - 3 -
C, x86-64 assembly,

ARM
- -

Cryptol [47, 48] 3 3 3 3 3 -
C, C++, Haskell,
VHDL, Verilog

- -

Charm [49, 50] 3 - - - - - -
3

-

which normally depend even more on the speci�cs of the target platforms (e.g.,

the processor architecture and/or special instruction sets [65, 59, 60, 66]).

In addition to the fact that the RVC possesses so many distinctive features in
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comparison to other existing alternative solutions, the wide usage of the RVC

framework for di�erent kinds of multimedia (video, audio, image and graph-

ics) codecs [67, 29, 68, 69, 9, 10, 11], also encouraged us to conduct a study

evaluating the degree to which RVC (as a promising new solution) is indeed

bene�cial for the design and development of secure computing applications.

2.3.7 The Timeline of the RVC Framework

In this subsection, we provide a timeline history of the standardization activi-

ties of the MPEG RVC framework.

• March 2004: The work on the RVC framework was started at the 68th

meeting of the MPEG [70].

• April 2006: In the 76th meeting of the MPEG, call for proposals for

the development of the RVC framework was announced [70].

• July 2006: In the 77th meeting of the MPEG, a proposal to build the

RVC framework was accepted and the development work o�cially started

[70].

• December 2009 and January 2010: The ISO/IEC o�cially published

the �rst edition of the RVC standard (MPEG-B Part 4 and MPEG-C

Part 4) as their documents �ISO/IEC 23001-4:2009� [24] and �ISO/IEC

23002-4:2010� [6], respectively. The �rst document de�nes three lan-

guages (RVC-CAL, FNL and RVC-BSDL � a subset of Bit Stream De-

scriptive Language (BSDL) de�ned in �ISO/IEC 23001-5:2008� [71].) and

describes the methods and generalized principals needed for the proper

speci�cation of the codec con�gurations using these languages. The sec-

ond documents de�nes the description of the MPEG video tool library

(VTL), where VTL de�nes the speci�cation of FUs required to build
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MPEG-compliant decoding solutions using the speci�cation methods de-

scribed in ISO/IEC 23001-4.

• July 2011 The ISO/IEC publishes the �rst amendment of ISO/IEC

23002-4:2010 [72], which covers conformance testing and reference soft-

ware of video tool library.

• December 2011 The ISO/IEC publishes the 2nd edition of ISO/IEC

23001-4 [5].

• October 2012 The �nal draft of ISO/IEC 23002-4:201x 2nd Ed. (media

tool library6) was sent to ISO/IEC for publication.

6Unlike VTL which contains the FUs related to video decoders only, the idea is to have
a common FUs library for all types of media (audio, video, graphics, etc.).
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In this chapter, we �rst discuss the motivation behind the idea of secure

computing in the RVC framework. Then, we highlight the key di�erences be-

tween secure computing applications and multimedia codecs. Then, we focus

on identifying how our study can be helpful in evolving the RVC (standard,

tools, etc.) and development in the secure computing domain. In a nutshell,

this chapter bridges the gap between the state-of-the-art (of RVC and se-

cure computing domains) and the contributions being delivered by this thesis

33
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(Chapters 4�8).

3.1 Why Secure Computing with RVC?

As mentioned in Chapter 1, the challenge of re-programming applications

(caused by the diversity of computing hardware/software platforms and com-

munication infrastructures) also a�ects the system design and development

of secure computing applications (i.e., the same secure computing application

have to be re-programmed for di�erent target programming languages). The

practice of re-programming the same algorithms in di�erent programming lan-

guages not only wastes human and computational resources, but also makes

it more di�cult to synchronize di�erent components working under di�erent

platforms thus may potentially reduce the overall performance of the whole

system and increases the maintenance costs.

In addition, most secure computing systems are data-driven (just like signal

processing systems e.g., video/image/graphic codecs), hence very suitable to

be programmed as data�ow systems. Since the RVC framework possesses the

richest features set among existing solutions (see Chapter 2), we decided to

investigate if the RVC framework indeed o�ers a good enough environment for

the development of implementation-independent secure computing systems.

Based on this thesis, we identi�ed the areas where the RVC framework is not

yet up to the mark and helped to evolve RVC by suggesting/implementing

solutions to overcome its limitations.

3.2 Secure Computing Systems vs. Multimedia

Codecs

Although both secure computing systems and multimedia codecs are struc-

turally data-driven in nature, we noticed some important structural di�erences,
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which can be highlighted with the help of a side-by-side comparison of the FU

networks of a SHA-2 (a typical cryptographic hash function we developed)

[73] and MPEG-4 Part-2 Simple-Pro�le decoder [74] as shown in Fig. 3.1a and

Fig. 3.2, respectively. In the following, we list the key di�erences between these

two example applications.
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(a) Flattened (complete) FU network of SHA-
256 hash function.
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Figure 3.1: Two kinds of secure computing applications.

source

O

display

B

WIDTH

HEIGHT

decoder_serialize

BYTE BITS

decoder_Merger420

Y YUV

U

V

decoder_parser_parseheaders

BITS MV

RUN

VALUE

LAST

WIDTH

FCODE

ACCODED

MOTION

ACPRED

FOUR_MV

BTYPE

QP

HEIGHT

ROUND

decoder_parser_mvseq

WIDTH A

MOTION

FOUR_MV

BTYPE

decoder_parser_blkexp

RUN OUT

VALUE

LAST

decoder_parser_mvrecon

MVIN MV

A

WIDTH

FCODE

MOTION

FOUR_MV

BTYPE

decoder_parser_splitter_BTYPE

ACCODED QP_Y

MOTION ACCODED_Y

ACPRED ACPRED_Y

BTYPE BTYPE_Y

QP QP_U

ACCODED_U

ACPRED_U

BTYPE_U

QP_V

ACCODED_V

ACPRED_V

BTYPE_V

MOTION_Y

MOTION_U

MOTION_V

decoder_parser_splitter_MV

MV MV_Y

MOTION MV_U

MV_V

decoder_parser_splitter_420_B

B B_Y

ACCODED B_U

BTYPE B_V

decoder_texture_Y_DCsplit

IN AC

DC

decoder_texture_Y_IS

QFS_AC PQF_AC

AC_PRED_DIR

decoder_texture_Y_IAP

PQF_AC QF_AC

PTR

AC_PRED_DIR

QP

PREV_QP

decoder_texture_Y_IQ

AC OUT

QP

DC

decoder_texture_Y_idct2d

IN OUT

SIGNED

decoder_texture_Y_DCRecontruction_addressing

WIDTH A

BTYPE B

C

decoder_texture_Y_DCRecontruction_invpred

A QUANT

B QF_DC

C PTR

QFS_DC AC_PRED_DIR

QP SIGNED

WIDTH PREV_QUANT

AC_CODED

AC_PRED

BTYPE

decoder_texture_U_DCsplit

IN AC

DC

decoder_texture_U_IS

QFS_AC PQF_AC

AC_PRED_DIR

decoder_texture_U_IAP

PQF_AC QF_AC

PTR

AC_PRED_DIR

QP

PREV_QP

decoder_texture_U_IQ

AC OUT

QP

DC

decoder_texture_U_idct2d

IN OUT

SIGNED

decoder_texture_U_DCRecontruction_addressing

WIDTH A

BTYPE B

C

decoder_texture_U_DCRecontruction_invpred

A SIGNED

B QUANT

C QF_DC

QFS_DC PTR

QP AC_PRED_DIR

WIDTH PREV_QUANT

AC_CODED

AC_PRED

BTYPEdecoder_texture_V_DCsplit

IN AC

DC

decoder_texture_V_IS

QFS_AC PQF_AC

AC_PRED_DIR

decoder_texture_V_IAP

PQF_AC QF_AC

PTR

AC_PRED_DIR

QP

PREV_QP

decoder_texture_V_IQ

AC OUT

QP

DC

decoder_texture_V_idct2d

IN OUT

SIGNED

decoder_texture_V_DCRecontruction_addressing

WIDTH A

BTYPE B

C

decoder_texture_V_DCRecontruction_invpred

A SIGNED

B QUANT

C QF_DC

QFS_DC PTR

QP AC_PRED_DIR

WIDTH PREV_QUANT

AC_CODED

AC_PRED

BTYPE

decoder_motion_Y_interpolation

RD MOT

halfpel

decoder_motion_Y_add

MOT VID

ACCODED

BTYPE

TEX

decoder_motion_Y_FrameBuff

WD RD

MV halfpel

WIDTH

HEIGHT

ROUND

MOT

BTYPE

decoder_motion_U_interpolation

RD MOT

halfpel

decoder_motion_U_add

MOT VID

ACCODED

BTYPE

TEX

decoder_motion_U_FrameBuff

WD RD

MV halfpel

HEIGHT

WIDTH

ROUND

MOT

BTYPE
decoder_motion_V_interpolation

RD MOT

halfpel

decoder_motion_V_add

MOT VID

ACCODED

BTYPE

TEX

decoder_motion_V_FrameBuff

WD RD

MV halfpel

WIDTH

HEIGHT

ROUND

MOT

BTYPE

Figure 3.2: Flattened (complete) FU network of MPEG-4 Part-2 Simple-Pro�le
decoder.

• The most obvious di�erence between these two system is the number
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of FUs. It can be seen that cryptographic primitives are normally very

small like consisting of just a few FUs (we also implemented the same

functionality of SHA-2 within a single FU) whilst multimedia codecs are

often bigger in size (from tens to hundreds of FUs). Moreover, multime-

dia security applications can be slightly bigger than multimedia codecs

as they use both multimedia codecs and security modules constructed

using the basic cryptographic primitives. In addition, there exist some

security protocols (e.g., Garbled Circuit (GC) protocols used in the pri-

vacy preserving applications [16]), which could consist of thousands to

millions or even billions of FUs. The privacy preserving applications

allow un-trusting two parties, Alice and Bob, to jointly evaluate a func-

tion f(a, b) without revealing their inputs to each other. The typical

structure of a privacy preserving application implementing the secure

function f(a, b) as a garbled circuit is shown in Fig. 3.1b. The GC pro-

tocols implement the function f(a, b) as a circuit (or FU network) of

basic logic gates, where the security of the GC protocols lies in com-

puting each logical operation securely via its own dynamically computed

garbled truth table (often computed via cryptographic hash operations)

[16]. Although FUs (or gates) comprising the GC circuit are simpler

(performing simple logical operations based on their garbled truth ta-

bles), the number of FUs needed to implement a given function f(a, b)

can be enormously large and the inter-connections of these FUs make

the overall topology of the circuit very complicated. As a result, these

kinds of systems become far more complicated than multimedia codecs

and provide a new dimension for researchers to study the development

and automated optimization/parallelization of these systems in the RVC

framework (see Chapter 8 for our e�orts in this direction), and poten-
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tially help in evolving the RVC standard and supporting tools to become

more general-purpose. In a nutshell, unlike multimedia codecs secure

computing applications can vary a lot in their sizes, and provide the op-

portunity to apply and evaluate the RVC framework to applications with

two extreme scenarios � the very simple ones and the very complicated

ones.

• FUs in secure computing applications are often simpler and less complex

than most FUs in multimedia codecs, which are comparatively more

complex in terms of number of ports, actions, �nite state machine etc.

• As we mentioned in Chapter 2, the data�ow programming models also

costs some overheads in scheduling of FUs and �ow of tokens through the

data channels between FUs (i.e., FIFOs). Secure computing applications

with simpler and smaller FU networks may be more sensitive to these

overheads than multimedia codecs.

• Except multimedia streaming application and Distributed Video Codecs

(DVC), which are still to be studied in the RVC framework, most multi-

media codecs are not required to be implemented as heterogeneous sys-

tems as both encoder and decoder can work independently of each other1.

On the other hand, security protocols nearly always involve multiple par-

ties and work in a distributed manner, which requires these protocols to

be implemented as heterogeneous systems. The distributed nature of

security protocols may demand some new features to be supported by

the RVC standard and the support tools. For example, the hPIN/hTAN

1Like all other MPEG video coding standards, the RVC standard also focuses only on
video decoders. But the same principles can be applied towards the development of encoders
too.
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system [18]2 requires some build-in features to support the count-down

timers, event handlers, and some other components implementing the

human computer interactions. Although native functions and wrappers

can be helpful to support some of these features, new mechanisms may

be devised to support newly emerging needs of applications.

3.3 How helpful Secure Computing is to RVC?

Although RVC has been successfully used for the development of multimedia

codecs, when applied for the development of secure computing applications,

their slightly di�erent nature from multimedia codecs (as discussed in Sec. 3.2)

poses a number of challenges. In this section, we highlight how those challenges

have given us the opportunities to help in evolving RVC.

3.3.1 Evolution of the RVC Standard

Although the RVC languages (RVC-CAL and FNL) are general-purpose enough

to inspire us to use the RVC framework for the development of secure com-

puting applications, they lacked some features that are required to enhance

its support for RVC applications in general. This gave us an opportunity to

evolve RVC and make it even more general-purpose. Some of the notable con-

tributions, in which we were also involved, are reported in [75, 76, 77, 78].

It deserves mentioning that these contributions were neither solely driven by

us nor targeted any speci�cs of secure computing applications (as the RVC

standard only accepts features, which could also be useful for the development

of multimedia codecs). Rather, these contributions are quite general in na-

ture and can be bene�cial to RVC applications from all domains (multimedia,

secure computing etc.).

2In Chapter 6, we present the hPIN/hTAN system as an example of a heterogeneous
system.
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3.3.2 Evolution of RVC Supporting Tools

Although existing supporting tools of the RVC framework have provided a

ready-to-use environment (for development, automated analysis, design-space

exploitation etc.) for multimedia codecs, similar to the RVC standard these

tools were also developed with only multimedia codecs in mind. Moreover, at

the start of our study these tools were at the initial stage of their development.

This gave us the opportunity to work closely with the developers of these tools3

and we helped in testing and suggesting improvements to these tools from very

beginning. By testing these tools with secure computing applications4, we

were continuously suggesting limitations in their existing components, hence

helped in making the tools as much general-purpose as possible. Some notable

limitations were: 1) previously ORCC did not support large integers and �oat-

ing point numbers but they are needed to implement some secure computing

applications, 2) although they di�erent modules (Graphiti-Editor, backends,

simulator etc.) of ORCC are fully compatible with the RVC standard but

they did not support Garbled Circuit protocols with huge XDF networks (see

Fig. 3.1b) [79]. In addition, we are currently evaluating TURNUS [30] to as-

sist in automated optimization/parallelization of garble circuit protocols (see

Chapter 8 for details). Moreover, our suggestions to the further development

of RVC supporting tools help provide insights to further re�ne the RVC-CAL

languages, which led to several new constructs in the new editions of RVC

standard (e.g., unit, native, import, I/O system actors etc.).

3The ORCC should be mentioned exclusively as it is our main choice for the development
of secure computing applications.

4As highlighted in Sec. 3.2, the nature and complexity of secure computing applications
are slightly di�erent from multimedia codecs.
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3.3.3 Run-time Performance

Although the RVC framework has a number of distinctive and useful features,

one straightforward concern of using it for secure computing is if the high-level

abstract nature of RVC and the automated code generation process will com-

promise the overall run-time performance at the implementation level so much

that the bene�t does not outweighs the costs. Since the target implementa-

tions will be automatically generated from the abstract RVC descriptions, one

may expect that the run-time performance will be worse compared with im-

plementations written directly in the target programming languages. But if

the run-time performance of these target implementations is found to be com-

parable to non-RVC implementations, then the advantages of using the RVC

framework can compensate for the compromise of run-time performance.

Except the MPEG contribution [80] investigating frame decoding rates of

multimedia decoders, there were no studies reporting run-time performance of

RVC applications on single-core and multi-core computing platforms. Hence,

one of the goals of this thesis is to benchmark the run-time performance of

secure computing systems (implemented with the RVC framework) on both

single-core and multi-core platforms. Based on the benchmarking results, it

can be evaluated if the RVC can be acceptable as a really useful general-purpose

development framework. Our performance benchmarking studies on some se-

lected cryptosystems and multimedia security applications are presented in

Chapter 5 and Chapter 7. Some key results of our performance benchmarking

studies were also reported to MPEG in [81, 82, 83] so that the RVC standard

and supporting tools can be evolved (if needed) accordingly.



3.4. How helpful RVC is to secure computing? 41

3.4 How helpful RVC is to secure computing?

In this section, we highlight the bene�ts one can achieve by adapting the RVC

framework for the development of secure computing applications and makes it

a unique environment for them. These bene�ts are listed below:

• Preservation of Structure: Quite often, the very �rst step researchers

or cryptographers take to design a secure computing system is to draw

the system as a �owchart, which visually re�ects how the data �ows

from the input side through all the system components to produce the

output. This is also what we see as schematic �ow diagrams in the

explanation to most ciphers and security protocols (e.g., [84, 85, 86, 73]).

This is not surprising as many secure computing systems are designed

and used for data security and/or integrity, where data are the center

of the whole system. After the �owchart and the I/O behavior of each

component are �nalized, one can start thinking about how to carry out

the programming needed to realize the system. The data-driven nature

of secure computing systems suggests that the data�ow programming

paradigm can better preserve the structure of their original design than

the traditional sequential/imperative programming diagram.

• Fast development/prototyping: Most imperative programming lan-

guages (like C/C++, Java, etc.) are not very helpful in maintaining

modular and reusable components, thus do not help much in recon�gura-

tion and maintenance. By adapting the data�ow programming paradigm

the components of secure computing applications are inherently modular,

reusable, and easily recon�gurable. These properties are key to make the

development/prototyping and recon�guration of secure computing appli-

cations faster, more user-friendly and easier. Moreover, the faster/easier
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recon�guration also makes the maintenance far easier. Therefore, it can

be implied that RVC (as a typical data�ow programming framework)

provides a faster development/prototyping environment than the devel-

opment environments based on imperative programming languages.

• Multiple target languages: The implementation independence of

RVC further allows developer of secure computing systems to concen-

trate on the functional side before targeting an implementation on a

particular platform. Hence, secure computing applications can be pro-

grammed only once, but be automatically translated into source code for

multiple programming languages (C, C++, Java, LLVM, Verilog, VHDL,

XLIM, and PROMELA at the time for this writing5).

• Adequate run-time performance: Since secure computing applica-

tions are highly abstract programs, the run-time performance of auto-

matically synthesized implementations poses a big concern about if the

RVC can be truly adapted as a practically useful general-purpose devel-

opment framework. As we mentioned earlier, one of the goals of this

thesis is to investigate the run-time performance of RVC implementa-

tions against their corresponding non-RVC solutions and our studies have

shown that the run-time performance of RVC implementations is indeed

adequate comparable to non-RVC reference implementations.

• Hardware/Software codesign: As we highlighted in Table 2.1, none

of the evaluated cryptographic solutions (Category 4) supports the de-

velopment of heterogeneous systems (hardware/software codesign). But

because of the distributed nature of many security protocols, the support

for the development for heterogeneous system becomes very important.

5More code generation backends are going to be made in the future, especially OpenCL,
which can be used to support GPUs in RVC.
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The RVC framework is also bene�cial in this regard, as it allows the

development of secure computing applications with heterogenous com-

ponents involving software, hardware, and various I/O devices/channels

[15].

• Automatic code analyzability and optimization: Unlike imper-

ative languages, secure computing applications developed in the RVC

framework can go through (semi-)automated design-space exploitation

at the algorithmic level, which can help to optimize the algorithmic

structure of the secure computing application by refactoring (automati-

cally identi�ed) computational blocks, and/or automatically suggesting

strategies to parallelize di�erent computational blocks of secure comput-

ing applications on multi-/many-core computing resources. Our study

on the automated analysis and optimization of secure computing appli-

cations is currently in progress and is brie�y discussed as future work in

Chapter 8.

3.5 Summary

In this chapter, we have described the motivation behind our study of applying

the RVC framework to secure computing applications, how secure computing

applications are di�erent from multimedia codecs, and how this study has

helped in evolving to the RVC framework, RVC supporting tools and develop-

ment of secure computing applications.
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In this chapter, we presents a detailed discussion on the Crypto Tools Li-

brary (CTL) developed in the RVC framework. More speci�cally, we present

the design principles being followed in the development of CTL, the list of cur-

rently available cryptosystems and utilities, some cryptosystem examples from

the CTL (highlighting how the CTL cryptosystems can bene�t from various

features of the RVC framework (c.f. Chapters 1�3), and the run-time perfor-

mance benchmarking of AES and SHA-256 on multiple single-core machines

45
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(e.g., general-purpose PCs, resource-constrained embedded system etc.) and

a quad-core machine.

4.1 Introduction

Crypto Tools Library is a collection of RVC-CAL actors and FU networks for

various cryptographic primitives such as block ciphers, stream ciphers, cryp-

tographic hash functions, keyed message authentication codes, and PRNGs.

CTL is an open project and we publish the source code and documentation of

CTL at our web page http://www.hooklee.com/default.asp?t=CTL.

As discussed in Chapter 2, most of the existing cryptographic libraries

are developed in a single programming language (mostly C/C++ or Java).

The source code written in that single programming language can hardly

be converted to source codes written in other languages. In contrast, CTL

is an implementation-independent solution, which allows the cryptosystems

to be designed and implemented using the two RVC standard languages:

RVC-CAL and FNL. As a result, the high level abstract implementations of

CTL cryptosystems can be automatically translated into multiple program-

ming languages including C, C++, Java, LLVM, Verilog, VHDL, XLIM, and

PROMELA. In future, more programming languages can be supported by de-

veloping new code generation tools.

4.2 Design Principles

During our development of CTL cryptosystems, we were strictly following the

speci�cations/standards, which de�ne the cryptosystems being implemented.

In addition, when it is possible, we also try to design the CTL cryptosystems

in a way to exploit inherent parallelism in the implemented cryptosystems. For

example, for block ciphers based on multiple rounds, the round number is also

http://www.hooklee.com/default.asp?t=CTL
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transmitted among di�erent FUs so that encryption/decryption of di�erent

blocks can be parallelized.

The naming of the CTL FUs and FU networks follow the normative names

of those cryptosystems in their original speci�cations/standards. When there

is no original speci�cation/standard (like ARC4) we use the most commonly

used name in the community.

The CTL is designed so that di�erent cryptosystems can share common

FUs. We believe that this can better support code reusability and ease recon-

�gurability of the CTL cryptosystems.

Di�erent from VTL, whenever possible CTL is designed to include complete

solutions of the implemented cryptosystems. For instance, for block ciphers,

both enciphers and deciphers are implemented so that a complete security

solution can be built.

To ease validation of the correctness of the CTL cryptosystems, we build

testbeds for all CTL cryptosystems. We try to make the simulation of those

testbeds as simple as possible. The user only needs to add a new ORCC sim-

ulation con�guration and then simply runs it. The basic structure of CTL

testbeds is illustrated in Fig. 4.1. A Source FU is used to generate test vec-

tors, golden responses and the key (if needed) that are fed to the validated

CTL cryptosystem. A Validator FU takes the actual responses from the

validated CTL cryptosystem and the golden responses from the Source FU

and veri�es if the two groups of responses match each other. All test vectors

and golden responses used in the Source FUs are taken from the correspond-

ing standards/speci�cations or well-known third-party implementations of the

validated cryptosystems.

In each RVC-CAL �le of CTL FUs and testbeds, there is a section of header

comments providing detailed information about that RVC-CAL �le: FU name,
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Source

OP1_PT

OP2_KeySize

OP3_Key

OP4_GR

Validator

IP1_Data

IP2_GR

<Cryptosystem>

IP1_Plaintext Ciphertext

IP2_KeySize

IP3_Key

Figure 4.1: The general structure of CTL Testbeds.

FU interface (input ports, output ports, actor parameters), how to use the CAL

�le, reference to corresponding standard document, and so forth. Furthermore,

under each folder there is also a readme �le containing a list of all �les in the

corresponding folder.

4.3 Currently Available Cryptosystems

CTL already contains some standardized and frequently used cryptosystems.

In the following, we list the cryptosystems currently implemented in CTL.

• Block Ciphers:

� AES-128/192/256 [84],

� DES [85] and Triple DES [85, 86],

� Blow�sh [87],

� Modes of operations: CBC, CFB, CTR, OFB.

• Stream Ciphers: ARC4 [88] and Rabbit [89].

• Cryptographic hash functions: SHA-1, SHA-2 (SHA-224, SHA-256) [73].

• Keyed-hash message authentication code (HMAC): SHA-1, SHA-2 (SHA-

224, SHA-256) [90, 91].

• PSNRs: 32-bit and 64-bit LCG and LFSR-based PRNG [88].
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As part of the CTL, we have also implemented some common utility FUs

(e.g., multiplexing/demultiplexing of sequences of tokens, conversion of bytes

to bits and vice versa etc.), which are shared among di�erent CTL cryptosys-

tems and security applications. These utilities can also be used in the develop-

ment of some non-cryptography systems. Below we list currently implemented

utilities.

• XOR_1b and XOR_8b: bitwise and bytewise XOR of two token sequences;

• Mux2 and Mux8: merging 2 and 8 sequences of tokens into a single one;

• Demux2 and Demux8: splitting a token sequence into 2 and 8 sub-sequences;

• Any2Bits: converting n-bit tokens into binary (i.e., 1-bit) tokens;

• Bit2Any: converting binary tokens into n-bit tokens;

• Smaller2Bigger: converting n2/n1 input tokens of bit size n1 into one

output token of bit size n2 > n1;

• Bigger2Smaller: converting each input token of bit size n1 into n1/n2

output tokens of bit size n1 > n2.

4.4 Example Cryptosystems

In this section, we present AES, DES, and Blow�sh block ciphers as examples

of cryptosystems from CTL. The main objectives behind the presentation of

these examples are to 1) give a feel of how CTL cryptosystems look like, and

2) highlight how the key features of the RVC framework can be useful for the

development of cryptosystems. We present the XDF networks for encipher and

decipher along with a brief description about the associated FUs.
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4.4.1 AES

AES is the latest standard for symmetric data encryption made by the NIST

(National Institute of Science and Technology) of the US [84]. AES is a block

cipher with a �xed block size of 128 bits, which means that it always takes

a 128-bit block as a whole and then produces another 128-bit block as the

output. AES supports three di�erent key sizes and thus corresponds to three

variants: AES-128, AES-192 and AES-256.

The AES encipher encrypts a 128-bit plaintext block by r + 1 rounds of

the following four basic operations: AddRoundKey, SubBytes, ShiftRows and

MixColumns. The �rst round involves AddRoundKey only and the last one

skips MixColumns. The value of r is 10, 12 and 14 for AES-128, AES-192

and AES-256, respectively. A key scheduling process expands the key into

r + 1 round keys used in the AddRoundKey step of the r + 1 rounds. AES is

designed to be byte-oriented so its software implementation is very e�cient.

CTL contains two di�erent implementations of AES: 1) one has been im-

plemented by strictly following the AES standard [84] and often used for the

educational/learning purpose; 2) an optimized implementation based on the

look-up-tables (LUTs) approach used in the Rijndael's optimized reference

implementation [92]. In the following two subsections, we present both imple-

mentations.

Standard Implementation

The encipher and decipher FU networks of the standard AES implementation

in the CTL are shown in Fig. 4.2. Both of them have three input ports and one

output tokens, all of type byte. Hence, AES encipher/decipher process always

consumes 16 byte tokens as plaintext/ciphertext and produces 16 byte tokens

as ciphertext/plaintext. Before the actual encryption/decryption process, the
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key size and key are always read and remains the same until they are updated.

The four AES basic operations are implemented as separate RVC-CAL FUs

and the key expansion function (i.e., key scheduler) is implemented as part of

the AddRoundKey FU as it is not used in other three FUs. This autonomous

and modular implementation of AES operations allow the easier recon�gura-

tion of any of these operations without a�ecting the interoperability with other

operations. In addition, from the education/learning viewpoint, it is very easy

to understand that AES encipher and decipher have similar structure. How-

ever, for AES decipher the four basic components are connected in a reversed

order.

(a) AES Encipher (b) AES Decipher

Figure 4.2: AES encipher and decipher in CTL.

As we mentioned in Sec. 4.2, whenever possible we implement CTL cryp-

tosystems in a way to enhance/exploit the parallelism. For example, for this

AES implementation, we make each data block of ciphertext/plaintext have 17

tokens (one round number + 16 data tokens). This additional round number

token represents the state of the associated data blocks, hence makes the data

blocks independent enough to allow the parallel processing of multiple blocks

(in separate threads and/or on multiple CPU cores etc.).

The AES encipher and decipher, presented in Fig. 4.2, are in the sim-

plest Electronic Code Book (ECB) mode. But block ciphers running in ECB

mode have the potential risks of known/chosen plaintext attack and chosen-

ciphertext attack. That's why, block ciphers are often run in other modes of
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operations, which involve either some kind of feedback from ciphertext and/or

counters. In order to allow the block ciphers to run in more secure modes of op-

eration, CTL also provides the following four modes of operations: 1) Cipher

Block Chaining (CBC) mode, 2) Cipher Feedback (CFB) mode, 3) Output

Feedback (OFB) mode, 4) Counter (CTR) mode. Each mode of operation is

implemented as a single RVC-CAL FU, which can be connected with the XDF

network of any block cipher running in ECB mode, thus making it work under

the expected mode of operation.

The AES encipher running in four other modes of operation is shown in

Fig. 4.3, where AES_Cipher FU in each sub-�gure encapsulates AES ECB

encipher of Fig. 4.2a. It should be noted that, changing the mode from ECB

to another required target mode is just a matter of connecting the target

mode's FU with the basic FU network of AES.

(a) CBC (b) 8-bit CFB

(c) OFB (d) CTR

Figure 4.3: AES encipher running at di�erent modes of operation.

Look-up-tables based Optimized Implementation

The main objective for developing this implementation was to evaluate the

run-time performance of AES when it is implemented in a way similar to an

optimized sequential program. As mentioned above, this optimized AES im-

plementation follows the look-up-tables based optimization algorithm used in



4.4. Example Cryptosystems 53

the Rijndael's optimized reference implementation [92]. Both AES-LUT enci-

pher and decipher are implemented as a single FU each and contain three

actions: 1) readKeyInfo � receives the key size; 2) keyExpansion � receives

the key and performs the key scheduling/expansion; 3) encrypt/decrypt �

receives the plaintext/ciphertext, performs encryption/decryption operation

and produces ciphertext/plaintext.

Similar to AES standard implementation, both encipher and decipher FUs

of this optimized AES implementation can also be used with any operational

mode FU without any problem.

4.4.2 DES

DES is the out-dated data encryption standard made by the NIST of the US

in 1970s. Although it has been replaced by AES, the use of DES is still quite

popular in civil applications. DES is also the base of Triple DES, a stronger

cipher still used by the banking sector.

Unlike AES, which operates on bytes, DES works mainly at the bit level

as it was designed more for hardware implementations. In other words, dif-

ferent from AES, DES is more bit-oriented. That's the reason why, our DES

implementation in the CTL has been implemented to work on bit tokens.

The top level FU network of the DES encipher in the CTL is shown in

Fig. 4.4, where the two B2b FUs (instances of Any2Bits) are used to transform

byte tokens into bit tokens and the b2B FU (instance of Bits2Any) are used

to transform bit tokens into byte tokens. The round keys are generated by the

KS FU and the Core implements the core of DES encipher.

The internal structure of the Core FU network is shown in Fig. 4.5. It

consists of an initial permutation (IP) FU, a Feistel cipher network, an inverse

permutation (InvIP) FU and the round function (f) FU network.
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Figure 4.4: Top level FU network of DES encipher in CTL.
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IP2_R

IP3_RN

Figure 4.5: The core FU network of DES encipher in CTL.

The Fesitel cipher network is a general structure of block ciphers and the

core of many block ciphers (see Fig. 4.6a). For our DES implementation, the

Feistel network is shown in Fig. 4.6b, where the Manager FU controls the

data�ow inside the Feistel network in di�erent rounds and the f FU network

implements the core round function that processes half of the data block in

each round. The Demux FU splits the block (as 64 bit tokens) into two halves

and the Mux FU merges the two encrypted halves into a single block.

The core f FU network in the DES Feistel network is further composed of

some sub-components as shown in Fig. 4.7. The E actor is used to expand the

input 32-bit block into a 48-bit block. The S FU network (shown in Fig. 4.8)

further composed of a demuxer FU, eight parallel 6×4-bit S-boxes and a muxer

FU. The P FU is a bit permutation component.

Since DES is a Feistel cipher that has an identical structure for the encipher

and the decipher (except the key scheduler), the top level network of the

DES decipher in CTL is the same as the DES encipher except that KS FU
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(a) Typical Feistel Network

(b) The Feistel network in CTL.

Figure 4.6: Typical Feistel Network vs. Feistel network in CTL.

Figure 4.7: The core f FU network of DES encipher in the CTL.

is recon�gured to send keys in a reversed order. In order to use the same

KS FU to work with both DES encipher and decipher, we de�ned an actor

parameter IS_ENCIPHER for KS FU which can have two values: true or false.

Hence, based on the value of this actor parameter KS FU sends the keys in

the intended order. As a matter of fact, this highlights how easy it was to get

DES decipher by simply reusing DES encipher implementation.

The top level FU network of Fig. 4.4 shows DES encipher and decipher
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Figure 4.8: The eight S-boxes in the core f FU network of DES encipher in
CTL.

running in ECB mode. Just like AES, changing the operational mode of DES

from ECB to another required target mode is just a matter of connecting the

target mode's FU with the basic FU network of DES. Yet again, this shows the

CTL cryptosystems can have the inherent bene�ts of modularity, reusability

and recon�gurability.

4.4.3 Blow�sh

After a relatively small 56-bit key size of DES made it vulnerable to brute-

force attack, people started questioning the security of DES based systems.

In the view of this limitation, Blow�sh block cipher was developed with the

aim to provide an alternative solution to the community [87], which can allow

users to select di�erent key sizes to achieve needed levels of security. Blow�sh

operates on 64-bit data block size and the key size can vary between 32 bits

and 448 bits. Like DES, Blow�sh is another Feistel cipher but with a di�erent

round function f.

The top level FU network of the Blow�sh encipher from the CTL is shown

in Fig. 4.9. It can be seen that, we have reused the Feistel network of Fig. 4.6b,

which was also previously used to implement the DES block cipher. In order to
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keep the design a bit simpler, the processes of building the Blow�sh sub-keys

and the S-boxes are grouped with the implementation of the round operation

in f FU.

Like DES, Blow�sh also has 16 iterations through the Feistel network. After

these 16 iterations, the data block goes through the Final_XOR FU, which

XORs last two sub-keys with the data block to generate the ciphertext.

Similar to our DES implementation, Blow�sh encipher and decipher also

have an identical structure. The f FU is recon�gured to encipher or decipher

mode with the help of an actor parameter, hence uses the sub-keys in either

sequential order (for encipher) or reversed order (for decipher).

Plaintext

Key

Ciphertext

Feistel

Input Output

Rin Rout

Lin Round

f

IP1_Key OP1_L

IP2_Text OP2_R

IP3_RN OP3_P

B2b_PT

IP OP

b2B

IP OP

Final_XOR

IP1_Text OP

IP2_P

Figure 4.9: Blow�sh encipher implementation in CTL.

4.5 Summary

In this chapter, we presented the Crypto Tools Library (CTL), which imple-

ments a number of cryptographic primitives. As we will show in the following

chapters, these components in CTL can be used as the building blocks in the

development of secure computing applications in the RVC framework.
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In [67], it has been demonstrated that the system design development of

moderately complex and parallelizable systems (such as video codecs) can be

better performed in the RVC framework than sequential programming lan-

59
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guages. However, it remained unclear if the high-level abstract nature of

RVC based solutions and their automated code generation (or synthesis) can

compromise the overall run-time performance of these solutions at the target

platform level. Moreover, it is required to be investigated how the overhead

time (depleted in scheduling of actors and management of FIFOs in the RVC

data�ow programming framework) can a�ect the run-time performance of RVC

applications, especially when the RVC applications are quite smaller in size.

In order to clarify these doubts, a detailed performance benchmarking study

is required, which can evaluate 1) the run-time performance of RVC based

solutions against some non-RVC solutions single-core machines, and 2) the

amount of performance gain RVC based solutions can achieved on multi-core

machines.

In this chapter, we �rst present the performance benchmarking results of

AES and SHA-256 against some reference implementations on varying single-

core platforms (two general-purpose PCs, a resource-constrained embedded

device, and Java virtual machines on two PCs). Then, with the help of an RVC

application (which consists of parallelizable SHA-256 instances), we highlight

how the RVC framework has a natural support for parallel computing and

the amount of performance gain (or execution speed-up) our candidate RVC

application achieves on a quad-core machine.

5.1 Performance Benchmarking on Single-Core

Machines

For our performance benchmarking study on single-core machines, we selected

the following two primitives from the CTL � AES and SHA-256. We selected

AES because 1) it is the latest national standard for data encryption made by
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the NIST and is quite commonly used these days, and 2) the speed optimization

of AES implementations is among one of the hot topics of the community

[58, 59, 60, 61, 62, 63, 64]. On the other hand, we selected SHA-256 so that

we can also highlight the performance gain of an RVC applications consisting

of parallelizable SHA-256 FUs.

5.1.1 Benchmarking of AES

In this subsection, we �rst give the details of our experimental setup required

to reproduce our results. Then, we present the performance benchmarking

results.

Tested AES implementations

As we mentioned above in Sec. 4.4.1, currently CTL contains two di�erent im-

plementations of AES targeting two di�erent objectives. The �rst one was cre-

ated for educational/understanding viewpoint and was implemented by strictly

following the AES standard [84]. The second implementation was created to

achieve better run-time performance and was implemented by following the

look-up-tables based optimized algorithm used in the Rijndael's optimized ref-

erence implementation [92]. In this thesis, we present the performance bench-

marking results for both AES implementations. For the rest of this thesis, we

will respectively use the acronyms �CTL-STD� and �CTL-LUT� as the short

names for these two AES implementations.

For this benchmarking study, along with AES ECB encipher and decipher,

we also included AES running in CTR mode (shown in Fig. 4.3d) because the

CTR mode has the bene�t of being able to encrypt multiple blocks in parallel,

so it can be considered as a better candidate for benchmarking cryptosys-

tems implemented in RVC-CAL. Moreover, as part of the ECRYPT's eStream

Project, AES CTR was also benchmarked with other eStream candidates [93].
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Hence, in our study we benchmarked the following three CTL implementations

of AES:

• AES-128 CTR Cipher

• AES-128 ECB Encipher

• AES-128 ECB Decipher

Reference implementations

We used ORCC [26] to automatically generate C and Java implementations

from CTL implementations of AES-128 ciphers. In order to benchmark the

performance of these AES-128 ciphers against their corresponding non-RVC

references implementations in C and Java, we also needed some reference im-

plementations to whom we could compare the benchmarking results of CTL

implementations.

For the benchmarking of C implementations, the following three C imple-

mentations are selected as reference implementations:

• Rijndael reference implementation ver. 2.2 [94]

• Rijndael optimized reference implementation ver. 3.0 [92]

• AES implementation available at www.X-N2O.com [95]

For the rest of this thesis, we refer these three reference implementations

with their short names �Ref. 2.2�, �Ref. 3.0� and �X-N2O�, respectively. Note

that not all of these three implementations originally had support CTR mode,

so we had to manually modify the code to add the support for CTR mode.

One may ask why we selected these three reference implementations, when

there are already many more optimized implementations reported in the lit-

erature [58, 59, 60, 61, 62, 63, 64]. For the sake of achieving the reported

www.X-N2O.com
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superior run-time performance, most of these optimized implementations fol-

low various sophisticated hardware/software tricks or optimizations, resulting

in di�erent implementation styles. However, to make our performance bench-

marking study judicial, the selected reference implementations were required

follow the same implementation style and optimizations as our CTL implemen-

tations. Since Ref.2.2 and X-N2O implementations are similar to our CTL-

STD implementation (because they do not contain any optimization and were

implemented by following the AES standard) and Ref. 3.0 implementation is

similar to our CTL-LUT implementation (as both were optimized by using pre-

computed look-up tables), these three implementations match well to serve as

reference implementations to our CTL-STD and CTL-LUT implementations.

Moreover, we also benchmarked the ORCC generated Java code of CTL-

STD and CTL-LUT implementations against the AES implementation avail-

able as part of the Java Cryptography Architecture (JCA) [96].

Test Machines

We ran our experiments on two general-purpose PCs and one embedded sys-

tem. These two PCs represent typical con�gurations of computers being used

by most users today: one new desktop machine (M1) and one old laptop ma-

chine (M2). For embedded systems, we selected a resource constrained wireless

sensor mote (M3). The concrete con�gurations of these platforms are given

in Table 5.11. For M1 and M2, the performance benchmarking was conducted

under both Windows and Linux operating systems, while for M3, the perfor-

mance benchmarking was conducted on its imote2-Linux OS (a stripped-down

version of Linux operating system).
Since M1 has a dual-core CPU, the performance benchmarking is vulnerable

to be less accurate due to the internal scheduling of CPU instructions. In order

1This table also contains the con�gurations of Machine 4, which will be referenced later
in this chapter.
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Table 5.1: Con�gurations of Testing Platforms.

Platform Hardware and Operating System Details

Machine 1 (M1): � Model: HP Compaq 8000 Elite Convertible Minitower

Desktop PC � CPU: Intel Pentium Dual-Core CPU E5400 2.70GHz

� Memory: 2GB RAM

� OS1: Windows 7 Professional (32-bit Edition)

� OS2: Linux Debian Live (rescue image kernel version
2.6.26-2-686)

� Windows 7 Java(TM) SE Runtime Environment: build
1.6.0_26-b03

Machine 2 (M2): � Model: Samsung Q25

Laptop PC � CPU: Intel Pentium M 1.3GHz

� Memory: 504MB RAM

� OS1: Windows XP Professional SP 2

� OS2: Linux Debian Live (rescue image kernel version
2.6.26-2-686)

� Windows XP Java(TM) SE Runtime Environment:
build 1.6.0_27-b07

Machine 3 (M3): � Model: Imote2 Wireless Sensor Mote [97]

Embedded � CPU: Intel ARM XScale PXA271 CPU 415.33MHZ [98]

System � Memory: 32MB SRAM

� OS1: Imote2-Linux (Kernel version 2.6.29.1)

Machine 4 (M4): � Model: HP Centurion

Quad-core � CPU: Intel(R) Core(TM)2 Quad CPU Q9550 2.83GHz

Desktop PC � Memory: 8GB RAM

� OS1: Windows Vista Business with Service Pack 2 (64-
bit Edition)

� OS2: Ubuntu Linux (Kernel version: 2.6.27.11)

to negate this vulnerability, we switched o� the dual-core support o� from

BIOS setup and then conducted our experiments. Moreover, the multi-task

nature of today's most operating systems may also in�uence the benchmarking

results. To minimize such e�ects, we ran all our experiments under their Safe

Mode shell.

For M1 and M2, we selected Microsoft Visual Studio 2008 as the C compiler

for Windows XP/7, and GCC 4.3.2 for Linux Debian Live. For Imote2-Linux

on M3, we used arm-linux-gcc 3.4.1 toolchain as the C compiler. For Java
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programs, Eclipse SDK 3.6.1 was used.

Run-time performance metric

For any operating system, our experiments performed on a continuous encryp-

tion/decryption process over the same test vector of 4096 bytes. The total

number of CPU cycles consumed for the whole encryption/decryption process

were measured using target speci�c CPU instructions. We divided the total

CPU cycles by the size of the data stream (i.e., 4096) to get the run-time

performance in cycles/byte2. In addition, our benchmarking results do not

include the CPU cycles depleted in initial inputs and �nal output of encryp-

tion/decryption process as we only wanted to benchmark the core part of the

encipher/decipher process.

On general-purpose PCs (M1 and M2), we measured the CPU cycles using

RDTSC and CPUID instructions of Intel processors [99], where The RDTSC reads

data from Time Stamp Counter (TSC) register and CPUID instruction (which

gives the ID of the current CPU) is used collectively with RDTSC to make sure

every call of RDTSC register load fresh data into the EAX/EBX registers. For

embedded system (M3), the CPU cycles were measured using the Cycle CouNT

(CCNT) register available in Intel ARM XScale processors [98]. The operating

system of imote2 does not o�er any built-in instruction to provide a user-mode

access to CCNT register. That's why, we were required to write our own system

call (to get access to this register in user-mode) and added this to its operating

system. Hence, we devised a new instruction to access CCNT pro�ling register

and used it to benchmark programs on imote2 platform without any problem.

It should be mentioned here that the execution of the same encryption/decryption

2Since most of the literature work targeting the speed optimizations of AES (e.g., [58, 59,
60, 61, 62, 63, 64]) has used cycles/byte as a metric to report their benchmarking results,
we also reported the performance benchmarking results of AES as cycles/byte. In this way,
our performance benchmarking results can also be easily compared with previously reported
work.
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process does not always result in the same number of CPU cycles/byte. This

can be explained by the availability (hit or miss) of needed data/instructions

in the data/instruction cache and can make the measured CPU cycles vary to

some extent. We handled this problem by running each executable con�gura-

tion 100 times with random input data and used the averaged value of CPU

cycles/byte as the �nal measurement [99].

Benchmarking Results

In this subsection, we present the results of our performance benchmarking

study on the CTL implementations of AES-128 and the corresponding refer-

ence implementations on all three machines (M1, M2 and M3).

AES-128 CTR Cipher In order to evaluate if variations caused by the

data/instruction caches can be handled by the solution suggested in the last

subsection, we �rst present the results of running each executable con�guration

100 times. Figure 5.1 presents the results obtained under Windows and Linux

operating systems on M1 and M3, respectively.
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(b) On embedded system � M3.

Figure 5.1: Separate Runs of AES-128 CTR cipher under Windows and Linux
OS.

These results con�rmed that there can be some abrupt �uctuations in the

performance curves, but these �uctuations do not occur very frequently and
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mostly the CPU cycles counting remains consistent. Based on these results,

we can also drive that the CPU counting we used is stable enough as a metric

of the run-time performance for the evaluated implementations.

Tables 5.2a and 5.2b present the performance benchmarking results for all

implementations on PCs (M1 and M2) and embedded system (M3). We can

observe that, under both Windows 7/XP and Linux operating systems, the

CTL-STD and CTL-LUT implementations have a performance comparable to

Ref. 2.2 and X-N2O, and Ref. 3.0, respectively.

It should also be noticed that all implementations run comparatively faster

on M1 than M2 or M3. This can be easily explained by the more powerful

CPU and larger memory available on M1. On the contrary, all implementations

consume higher number of CPU cycles on M3 (because of it has limited CPU

and memory resources).

AES-128 ECB Encipher The performance benchmarking results of AES-

128 ECB encipher are also included in Tables 5.2a and 5.2b. We can observe

that the benchmarking results of CTL-STD implementation in ECB mode are

similar to the corresponding CTL-STD implementation in CTR mode. How-

ever, unlike from CTR mode, the performance benchmarking results of CTL-

LUT encipher implementation in ECB mode and Ref.3.0 implementation are

quite close. This sudden performance gain in the ECB mode can be explained

by the design of ECB and CTR ciphers in the RVC framework. In CTR mode

(see Fig. 4.3d), the encryption process was jointly performed by CTR and AES

Cipher FUs and at any given time only one of these two FUs processes data

while the other one waits for the data (i.e., when the CTR FU processes data,

AES Cipher waits for the data and vice versa). But in ECB mode, the whole

encryption process is encapsulated within a single FU, which results in saving
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Table 5.2: Benchmarking results of AES on single-core platforms.

(a) Averaged performance benchmarking of AES-128 C implementations on PCs.

CTR
Cipher

M1 M2

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

Win
XP/7

555.6 488.4 326.4 50.5 19.8 637.2 1292.0 393.7 65.4 24.4

Linux 3979.6 1632.4 353.1 71.6 37.0 4711.8 1991.3 581.7 77.3 41.5

ECB
Encipher

M1 M2

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

Win
XP/7

418.8 484.5 296.3 21.8 18.8 472.2 1296.2 374.1 27.2 23.5

Linux 3088.1 1599.4 1439.6 36.3 34.7 4205.2 1948.3 1558.1 41.7 37.8

ECB
Decipher

M1 M2

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

CTL-
STD

Ref.
2.2

X-
N2O

CTL-
LUT

Ref.
3.0

Win
XP/7

719.1 668.9 544.4 21.8 19.3 1769.9 1899.9 1572.1 26.6 23.8

Linux 4333.6 2229.4 1761.8 37.9 35.2 5630.2 1463.7 2641.2 42.0 37.9

(b) Averaged performance benchmarking of AES-128 C implementations on an embedded
system.

CTL-STD Ref.2.2 X-N2O CTL-LUT Ref.3.0

CTR Cipher 2639.8 2161.8 1366.1 311.1 135.0

ECB Encipher 2058.1 2167.6 1364.2 147.6 132.1

ECB Decipher 4706.4 4231.9 2982.7 147.7 129.3

(c) Averaged performance benchmarking of AES-128 Java implementations on PCs.

M1 M2

CTL-LUT JCA CTL-LUT JCA

CTR Cipher 3926.5 1391.8 4632 1581.2

ECB Encipher 2820.3 2820.3 3731.5 1362

ECB Decipher 2791.2 779.5 3798.1 850.6

a signi�cant amount of CPU cycles that could be depleted in waiting for the

data�ows from other FUs.
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Based on these benchmarking results, we can safely establish the follow-

ing: 1) the run-time performance similar to reference implementations can be

achieved if the needed optimization are implemented within the same FU; 2)

on single-core machines, the introduction of data�ow networks between FUs

a�ects the run-time performance. In other words, these results suggest that

the run-time performance of the RVC applications on single-core machines

is inversely related to the number of intermediate FUs (and FIFOs). How-

ever, unlike cryptosystems not too many data�ow applications/systems can

be implemented within a single FU as with the increase in the algorithmic

complexity of applications, it become di�cult to implement them as fewer

FUs. Hence, it becomes inevitable to address the implementation of algorith-

mic complexity as larger number of FUs. On the positive side, this in a way

also provides an opportunity to achieve better run-time performance for these

complex applications by parallelizing the FUs on multi-core machines. In the

next section, this point is further highlighted while presenting the performance

benchmarking study on a quad-core machine.

AES-128 ECB Decipher The Tables 5.2a and 5.2b also give the perfor-

mance benchmarking results on AES-128 ECB decipher. Similar to bench-

marking results of AES-128 ECB encipher, CTL-STD's decipher implementa-

tion also has a performance similar to Ref. 2.2 and X-N2O deciphers. More-

over, the results we obtained for CTL-LUT's decipher implementation are also

comparable to the results of AES-128 ECB encipher.

Benchmarking of AES Java Implementations As we have shown above,

the benchmarking results for C implementations of CTL-LUT achieved a rea-

sonable or comparable performance. This motivated us to also conduct the

performance benchmarking for Java implementation of CTL-LUT and evalu-

ate the current status of Java backend. As a reference implementation we used
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AES's Java implementation available as part of the Java Cryptography Archi-

tecture (JCA) [96]. The benchmarking was conducted under the Windows

7/XP Java run-time environment of M1 and M2 and the benchmarking results

are presented in Tables 5.2c. Unlike benchmarking results for C implementa-

tions, we can observe that run-time performance of AES's Java implementation

from CTL are not very comparable to the AES's JCA implementation. This

di�erence in the benchmarking results may become better explainable if we

�nd out the algorithm and the optimization techniques (if any) being used

by AES's JCA implementation. But these results at least con�rms that the

ORCC Java backend does not generate very e�cient code at this moment and

requires a lot of improvements to become comparable to JCA implementations.

These �nding has been communicated to the ORCC team and we hope that

run-time performance of automatically generated Java implementations gets

improved in future.

5.1.2 Benchmarking of SHA-256

In the previous subsection, we present the benchmarking results of AES's RVC

implementations in C and Java on several single-core machines. In this sub-

section, we present a similar benchmarking study on a single SHA-256 FU

(implements the complete operation of SHA-256 of Fig. 3.1a in a single FU)

against some non-RVC reference implementations in C (OpenSSL [53], OGay

[100], and sphlib [57]) and Java (Java Cryptography Architecture (JCA) [96]).

The main objective to revisit this performance benchmarking study with SHA-

256 is to give us a reference of performance numbers for SHA-256, which can

be later used in conducting our performance benchmarking study of an RVC

application (consisting of four parallelizable SHA-256 FUs) on a quad-core ma-

chine. This application and the performance benchmarking results on quad-
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core machine are presented in the next section.

Experimental Setup

Like our benchmarking study of AES, our experiments were conducted on both

Microsoft Windows and Linux of Machine 4 (see Table 5.1 for details) and for

the same reasons mentioned in Sec. 5.1.1 all experiments were conducted while

M4 was con�gured to running only on one of its CPU cores and underlying op-

erating system was running in safe mode. Similarly, we used Microsoft Visual

Studio 2008 and GCC 4.3.2 as C compilers for the Windows and the Linux

operating systems, respectively. Both compilers were con�gured to maximize

the speed of generated executables. For Java programs, we used Eclipse SDK

3.6.1 and Java(TM) SE Runtime Environment (build 1.6.0_12-b04).

Unlike our benchmarking study of AES (where we measured the CPU cycles

using RDTSC and CPUID instructions), we used high resolution timer as a metric

for our benchmarking study of SHA-256 on M4 (both as a single-core machine

and as a quad-core machine) and report all results in time units. Both oper-

ating systems have the support for high resolution timers, which allowed us to

measure time with nanoseconds resolution. More speci�cally, on Windows we

used the QueryPerformanceCounter() and QueryPerformanceFrequency()

functions (available from Windows API). On our quad-core machine (M4),

the QueryPerformanceFrequency() function measured performance counter

frequency to be 14.3 MHZ. This gives us the approximate time resolution of

70ns. Under Linux we used the clock_gettime() and clock_getres() func-

tions with CLOCK_MONOTONIC clock. These two functions are based on High-

Resolution Timer [101] package (available as part of most Linux distributions).

On M4, the clock_getres() function measured the clock resolution to be 1ns.

Moreover, the caching problem (we mentioned in Sec. 5.1.1) is handled by
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Figure 5.2: Benchmarking of CTL's SHA-256 implementation.

conducting 100 independent runs (with random input data) of each experi-

ment and the �nal performance metric is calculated by averaging their 100

independent performance values.

Benchmarking Results

The benchmarking results of running C and Java implementations of SHA-

256 on M4 (as a single-core machine) are shown in Figure 5.2. Similar to

our �ndings of performance benchmarking of AES, we can see that the run-

time performance of CTL's C implementation is better than OpenSSL but

inferior to carefully optimized implementations (OGay and sphlib). Unlike

AES, the CTL's Java implementation of SHA-256 seems to comparable to its

JCA implementation (i.e., it is just 50-100% slower). These results once again

indicate that the CTL's C implementation can achieve a performance similar

to reference implementations and the ORCC Java backend is requires some

improvements to generate more e�cient code in future.
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5.2 Performance Benchmarking on a Quad-Core

Machine

Among the various salient features of the RVC framework, its natural support

for easier parallelization of RVC applications is of vital importance. For exam-

ple, on a platform with multiple CPU cores, the modular nature of RVC-CAL

FUs allows us to map di�erent parts of an FU network to di�erent CPU cores

so that the overall run-time performance of the application can be improved.

The C backend of the RVC supporting tool ORCC [26] allows multi-core map-

ping without any change to the RVC-CAL and FNL code, so we can easily

allocate di�erent FUs or FU sub-networks to di�erent CPU cores.

However, it is still unknown how much performance gain can be achieved by

this automated parallelization of RVC applications. This motivated us to de-

vise a very simple RVC application called HashTree (consisting of parallelizable

SHA-256 FUs), which was benchmarked on a quad-core machine to evaluate

the amount of performance gain this application can achieve with reference

to its execution on a single-core machine. This benchmarking study on a

quad-core machine allows us to manifest and understand the degree of perfor-

mance bene�ts such automatically parallelized RVC applications can achieve

on multi-core platforms.

5.2.1 HashTree Application

The FU network of the HashTree application is shown in Fig. 5.3. HashTree

implements the following functionality using �ve hash operations: given an

input signal x = x1 ‖ x2 ‖ x3 ‖ x4 consisting of four blocks xi of the same

size, hash each block hi = H(xi) and then output H(h1 ‖ h2 ‖ h3 ‖ h4).

In our implementation of HashTree, H was instantiated with SHA-256. In
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other words, this application consists of �ve SHA-256 instances, for which

we have already shown in Sec. 5.1.2 that it has a fairly comparable run-time

performance in comparison to some non-RVC reference implementations.
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Figure 5.3: HashTree Application.

5.2.2 Experimental Setup

We benchmarked the HashTree application on our quad-core machine � M4

(described in Table 5.1) to evaluate the amount of performance gain achieved

by partitioning the whole FU network into several parts and mapping them to

di�erent CPU cores. The partitioning and mapping of HashTree application

was done using the ORCC �Mapping� tab shown in Fig. 5.4. But for large

RVC applications, this partitioning and mapping process can be automated

thanks to the code analyzability of RVC-CAL.

In order to show the e�ect of the multi-core mapping more clearly, in our

study we benchmarked the following three con�gurations of the HashTree ap-

plication.

• HashTree with one thread: In this con�guration of HashTree, all

�ve SHA-256 instances were bounded to run in a single thread on a
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Figure 5.4: Mapping of FUs to di�erent CPU cores.

designated CPU core of the quad core machine.

• HashTree with �ve threads: In this con�guration of HashTree, all of

the �ve SHA-256 instances are programmatically con�gured to run as

�ve independent threads and are mapped to the four CPU cores of our

quad-core machine as follows: each of the �rst four threads is mapped

to a di�erent CPU core. In other words, all the four CPU cores �rst

executes one of the �rst four threads (or SHA-256 instances). The 5th

thread (which runs the merger FU and the �fth SHA-256 FU) is mapped

to the �rst CPU core but it is only launched (or starts its execution)

after the other four are �nished with their execution.

• HashTree with Single SHA-256: In this con�guration, we use a single

SHA-256 FU to compute exactly the same operation (i.e., H(H(x1) ‖

H(x2) ‖ H(x3) ‖ H(x4))) as of HashTree application, while single SHA-

256 FU was running on a single CPU core. This con�guration is used
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as a reference point to evaluate the performance gain of the above two

con�gurations of the HashTree application.

We should also mention that the thread creation and CPU core mapping

also consume some CPU time, which is the cost one has to pay to achieve

concurrency. Hence, to make the study judicial, we also count the times spent

on thread creation and thread mapping.

5.2.3 Benchmarking Results

Figure. 5.5 shows the benchmarking results we obtained under Windows and

Linux operating systems. We can see that our HashTree application can achieve

a performance gain between 200% to 400% on quad-core machine.
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Figure 5.5: The performance gain obtained from the benchmarked con�gura-
tions of the HashTree application.

5.3 Summary

In this chapter, we presented the performance benchmarking results of AES

and SHA-256 against some reference implementations on several single-core

platforms (two general-purpose PCs, a resource-constrained embedded device,

and two Java virtual machines) and a quad-core one. Our benchmarking re-

sults showed that the automatically generated RVC implementations in C and
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Java can both achieve a comparable run-time performance to these non-RVC

reference implementations. Our benchmarking results on a quad-core machine

show that our HashTree application can achieve a performance gain between

200% to 400%.
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Heterogeneous systems become ubiquitous in today's digital world because

of the use of many di�erent hardware devices and software systems working on
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di�erent platforms. As we reported in Sec. 2.3.6, there are number of develop-

ment frameworks in the literature, which allows the development of heteroge-

neous (hardware/software co-design) systems. But not all of these evaluated

frameworks allow the development (modeling and simulation) of these systems

at a higher level of abstraction and provide platform independence (compare

Columns A, B and F of Table 2.1). Although most of them do support auto-

mated code generation in both hardware and software programming language

(see Columns D and F of Table 2.1), they only support very few programming

languages (Column G of Table 2.1).

Apart from having so many other advantages, the RVC framework provides

a platform-independent environment for the development (modeling and sim-

ulation) of heterogeneous (hardware/software co-design) systems at a higher

level of abstraction. In addition, the heterogeneous systems developed in the

RVC framework can be easily ported to many di�erent target platforms (since

RVC tools allows to generate the implementations in many di�erent target

languages). Hence, it makes the RVC development framework superior over

other environments designated speci�cally for the development of heteroge-

neous (hardware/software co-design) systems.

As mentioned in Chapter 2, an RVC speci�cation can be considered as

implementation-independent and the code generation step can normally gen-

erate code for di�erent components of the application in di�erent programming

languages (allowing these components to operate on di�erent hardware/software

platforms) but other mechanisms are needed to bridge the communication be-

tween di�erent components of the same heterogeneous system.

To this end, the concept of �wrapper� [15] has been proposed to bridge

implementation-independent FUs in the RVC framework with physical I/O

devices/interfaces/channels (e.g., a device attached to USB port, a host con-
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nected via LAN/WLAN, a web server, etc.). This opens the door for parti-

tioning an RVC application into di�erent components for di�erent platforms

and then linking them to form a heterogeneous system.

In this chapter, our focus is to highlight how the RVC framework makes it

easier to model and simulate heterogeneous systems while working in highly

abstract platform-independent environment. For our study, we showcase the

development of two security applications: 1) the SKID3, a mutual authentica-

tion protocol [17], consists of two parties/components � client and server, which

can be implemented in hardware and/or software; 2) the hPIN/hTAN, a secu-

rity protocol for e-banking systems [18], consists of three parties/components

� a trusted USB token, an untrusted computer, and an e-banking server.

6.1 Application 1: SKID3 � A Mutual Authen-

tication Protocol

SKID3 is a generalized edition of the unilateral authentication protocol de�ned

in ISO/IEC 9798-4 [17] and used to establish the authentication between any

two untrusting parties. Normally one party runs as a server (S) and the other

runs as a client (C). The protocol works as follows:

• Step 1: C → S: (CID, rC),

• Step 2:

a) S → C: (rS, H1 = HMAC(KC , rS||rC ||SID)),

b) C checks if the receivedH1 is equal toH
′
1 = HMAC(KC , rS||rC ||SID).

If it does, then the server authentication is done.

• Step 3:

a) C → S: H2 = HMAC(KC , rC ||rS||CID)),
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b) S checks if the receivedH2 is equal toH
′
2 = HMAC(KC , rC ||rS||CID).

If it does, then the client authentication is done.

In this protocol, KC is the key for HMAC operations, CID and SID are

the identi�cation names (IDs) of C and S, respectively. Similarly, rC and rS

are the nonces (random numbers) generated by C and S, respectively. The ||

symbol is used to represent concatenation operations.

6.1.1 SKID3 as an RVC Application

Since C and S have to be implemented as heterogeneous components (i.e., C

is implemented as part of an hardware device and S as a program running

on a computer), they need to work together to provide the needed authen-

tication. In addition, some other security protocols may need a completely

di�erent con�guration (e.g., C as software and S as software, or both C and

S as hardware etc.). This ask for the need to implement such heterogeneous

systems in an environment that should not restrict some components to be

always implemented for a speci�c platform. Rather, the development envi-

ronment should allow the components to be implemented in a way so that it

become easier to get the needed implementation in the required target plat-

form. As we highlighted earlier, the RVC framework provides all the features

needed to 1) implement such heterogeneous systems at higher level of abstrac-

tion, 2) generate implementations of di�erent components towards di�erent

target platforms, and 3) (with the help of the wrappers) provide the needed

communication interfaces to the components in di�erent platforms.

Figure 6.1 presents our implementation of the SKID3 protocol as an RVC

application. It presents the designs of both parties (the client and the server)

in the SKID3 protocol. It should be noted that the designs of both parties

are exactly the same except the receiver and the sender FUs. The random
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numbers or nonces are generated via the ARC4_PRG stream cipher. The HMAC_-

SHA_256 FU performs the SHA-256 based HMAC, and the DWords2Bytes FU

(an instance of Bigger2Smaller utility) is used to convert the HMAC output

generated as double words into a stream of bytes. Since the SKID3 protocol

involves two HMAC operations, the DuplicateKey FU is used to forward two

copies of the same key.

Both ARC4_PRG and HMAC_SHA_256 cryptographic primitives and Bigger2Smaller

utility are reused directly from CTL.
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Figure 6.1: The designs of the SKID3 client and server.

The client and server FUs implements the SKID3 protocol as follows:

Client: The Receiver FU receives data from the server (rS and H1) via the

communication channel and forwards these data to Sender. It also prepares

data for HMAC operations (H ′1 and H2). The Sender FU and also the HMACs

H ′1 and H2), authenticates the server by comparing H ′1 and H1 and sends H2

to the server.
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Server: The Receiver FU receives the data from the client (CID, rC and

H2) via the communication channel and forwards these data to Sender. It also

prepares data for HMAC operations (H1 and H ′2). The Sender FU authenti-

cates the client by comparing H ′2 and H2.

6.1.2 Hardware/Sofware Co-design and Interfacing

Figure 6.2 presents how the communication between the client and serve

components of the SKID3 protocol can be realized with the help of TCP_-

Interface_Client and TCP_Interface_Server, respectively. We can see

that, both client and server components send/receive data to/from their TCP

interfaces, which implements the standard TCP/IP protocol. Since these TCP

interfacing FUs are implemented by following the concepts of �native� and

�wrappers� (described earlier in Chapter 2), these two FUs are dependent on

the TCP/IP system calls available on the target platforms where client and

server are eventually deployed.

Client

Channel_IN Channel_Out

Server

Channel_IN Channel_Out

TCP_Intferface_Server

iStream oStream

TCP_Interface_Client

iStream oStream

Figure 6.2: The interfacing between SKID3's client and server via their
TCP/IP protocol.

As we mentioned above, in di�erent security application scenarios, the

SKID3 parties can be running either as software or hardware modules. Consid-
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ering this, we evaluated the following two con�gurations of the SKID3 protocol:

1. the server running as an HW module and the client running an SW

module;

2. the server running as an SW module and the client running an HW

module.

The hardware components in both con�gurations were evaluated on the fol-

lowing two di�erent hardware devices: Xilinx's Virtex-5 XC5VLX110T FPGA

[102] (with Xilinx's XUPV5 LX110T board [103]), and Texas Instrument's

TMS320C6678 DSP [104] (with TMDSEVM6678LE board [105]).

For the FPGA, the Verilog backend of ORCC [26] was used to generate

the Verilog code of the SKID3's client and server. Hence, we evaluated both

aforementioned deployment con�gurations by hosting the server and the client

on the FPGA device, respectively. The communication between the server and

the client was provided via the TCP protocol between Ethernet interfaces of

the two devices. Inside the FPGA, the TCP protocol (from the Lightweight

IP (lwIP) library [106]) was implemented by a MicroBlazeTM processor [107].

Similarly, for the DSP device, C backend of ORCC [26] was used to gen-

erate the C code of the SKID3's client and server and deployed them on the

DSP device to evaluate both of the aforesaid mentioned con�gurations. The

communication between the server and the client was provided via the TCP

protocol between Ethernet interfaces of the two devices. The TCP protocol

was implemented with a standard TCP/IP networking stack library.
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6.2 Application 2: hPIN/hTAN � A security

protocol for e-Banking Systems

The second application we implemented is hPIN/hTAN, a security procedure

to secure e-banking systems against completely malicious and untrusted client's

computer. The hPIN/hTAN was proposed in 2011 [18] as recently e-banking

has become quite popular and preferable choice of people to better manage

their �nancial resources [108]. For most of these users (more than 90% ac-

cording to a recent survey made in Germany [109]), security of their �nancial

resources is also vitally important. Hence, it is important for users to use the

services of �nancial institutions, who can provide e-banking systems with sat-

isfactory security. Hence, in order to attract the users and provide the needed

protection to users' data and transactions, �nancial institutions are facing a

bigger challenge in guaranteeing the security of their e-banking systems.

Many e-banking systems were engineered in past and most of them have

evolved after they have been found vulnerable to di�erent types of attacks.

These attacks are: phishing attack [110], man-in-the-middle (MitM) attacks

[110], man-in-the-browser (MitB) attacks [111] � malware assisted man-in-

the-middle (MitM) attacks, and man-in-the-computer (MitC) attacks. Some

of these e-banking solutions are PIN/TAN1 [112], PIN/iTAN [113, 114], and

PIN/mTAN [115, 116]. For a comprehensive discussion of all these systems

and potentially applicable attacks to each of these systems, the readers are

referred to [18].

Recently, some �nancial institutions have started introducing e-banking so-

lutions involving hardware devices such as general-purpose personal computing

devices (smart phones or PDAs), smart card readers or USB-tokens. Although

1TAN is the acronym of Transaction Authentication Numbers.
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most of these solutions work well in practice, they still have some nontrivial

drawbacks e.g., relatively high implementation/maintenance costs, dependence

on an external network/server, low usability, doubtful security, and so forth.

In [18], it was summarized that all hardware-based solutions involve at least

one of the following four components: second trusted channel, secure keypad,

trusted third-party, and encryption.

Among all the existing hardware based e-banking systems, hPIN/hTAN (to

the best of our knowledge) is the �rst hardware-based solution, which is not

vulnerable to any of the attacks mentioned above and also does not depend

on any of the following components: second trusted channel, secure keyboard,

trusted third-party, and encryption [18].

The main design goal of the hPIN/hTAN system is to achieve a better

tradeo� between security and usability with a low-cost and easy-to-use USB-

token. Figure 6.3 shows the system model of the hPIN/hTAN system. The

hPIN/hTAN system involves the following parties: a trusted USB-token T �

issued by the �nancial institution to the user, an untrusted terminal computer

C � may be a�ected by malware that can launch MitC attacks, the remote

e-banking server S, and the user U � who interacts with the systems via the

interfaces of computer C and USB-Token T to perform a transaction with her

e-banking server S. Since the USB-token T is a trusted device issued by the

�nancial institution, the MitC attacker does not has access to any data stored

inside T. In a typical scenario, hPIN/hTAN works as follows: the user U plugs

the USB-token T into the untrusted computer C, tries to access the remote

e-banking server S via the interfaces of USB-token T and untrusted computer

C, and then makes some online transactions.

The core of the hPIN/hTAN system is a secure and easy user-computer-

token interface. The security is guaranteed by the user-computer-token inter-
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Figure 6.3: The system model of the hPIN/hTAN system.

face and two underlying security protocols for user/server/transaction authen-

tication. It should be noted that the hPIN/hTAN system is designed as an

open framework so that any of the underlying authentication protocols can

be easily recon�gured to use di�erent components as long as they ful�ll the

functional and security requirements.

The hPIN/hTAN system consists of two protocols � hPIN and hTAN. The

hPIN protocol is used to control the login process, while the hTAN protocol is

used to authenticate online transactions. The hPIN protocol also protects the

hTAN protocol by only enabling the hTAN protocol after the user successfully

completes the hPIN process. In Table 6.1, we present the information stored

in T and S and the notations used in the following subsections to describe the

hPIN and the hTAN protocols.

In order to keep our discussion focused towards system development of het-

erogenous systems in the RVC framework, in the following, we do not present

all the details related to hPIN/hTAN system. Rather, we �rst brie�y discuss

the working of hPIN and hTAN protocols followed by the implementation of

hPIN/hTAN system as an RVC application and its simulation. Readers inter-

ested in more details about the hPIN/hTAN protocol (e.g., security, usability,

and deployment aspects) are referred to [18].
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Table 6.1: Symbols and notations for the hPIN/hTAN based e-banking sys-
tems.

IDU User ID.

KT Secret key shared between T and S.

PIN n-character PIN shared between U and T.

PIN(i) The i-th character of PIN.

s Salt used to be hashed together with PIN.

STD Sensitive transaction data that are authenticated.

NSTD Non-sensitive transaction data that are not authenticated.

h(·) m-bit cryptographic hash function.

HMAC(KT , ·) HMAC constructed based on h(·).
a ‖ b Concatenation of a and b.

K∗T = KT ⊕ h(PIN ‖ s) (stored in T).

PIN∗ = h(PIN ‖ KT ‖ s) (stored in T).

Fi : X→ Y Random code mapping PIN(i) ∈ X to a printable character in
Y.

CT, CS Two counters stored in T and S.

VT, VS Maximal numbers of consecutive failures allowed by T and S.

6.2.1 The hPIN Protocol

The hPIN protocol controls the login process via the following two components:

1) authentication of the user to the USB-token T and 2) mutual authentication

between the USB-token T and the e-banking server S. Although any compli-

cated mutual authentication protocol can be used to implement the mutual

authentication, for the sake of simplicity, in [18] it is suggested to use the

SKID3 protocol [17] (presented in Sec. 6.1). Figure 6.4 shows the interactions

and data exchanges made as part of the hPIN protocol. Below we list all the

steps of the hPIN protocol.

Step 1: U connects T to C, and presses the �OK� button on T.

Step 2: U enters IDU on the untrusted keyboard and sends it to T via C.

Step 3: For i = 1, . . . , n, T and U perform the following interactive protocol:
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Figure 6.4: The hPIN protocol, where solid lines denote real interac-
tions/communications and dashed lines denote information display (the same
hereinafter). The thick solid lines highlight the recon�gurable mutual authen-
tication protocol.

a) T randomly generates a one-time code Fi : X→ Y, shows all code-

words {Fi(x)|x ∈ X} to U via its display;

b) U enters Fi(PIN(i)) with the untrusted keyboard of C;

c) T decodes Fi(PIN(i)) and performs i = i+ 1.

Step 4: T veri�es if PIN∗ = HMAC(K∗T ⊕ h(PIN ‖ s),PIN ‖ s). If so, then

T recovers the secret key as KT = K∗T ⊕ h(PIN ‖ s), stores h(KT ) in its

volatile memory for future use, shows a �PIN correct� message to the user

U via its display, and goes to Step 5; otherwise T performs CT = CT+1,

shows an alert to U and stops. If CT > VT, T locks itself.

Step 5: T and S authenticate each other by following a mutual authentication

protocol. When the SKID3 protocol is used, the mutual authentication

process works as follows:

T→ S: (UID,rT),

S→ T: (rS, H1 = HMAC(h(KT ), rS ‖ rT ‖ S)),
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T→ S: H2 = HMAC(h(KT ), rT ‖ rS ‖ T),

where rS and rT are nonces generated by S and T, respectively.

Step 6: T shows a message on its display to inform U about the result of the

mutual authentication protocol in Step 5.

6.2.2 The hTAN Protocol

After the user U has successfully completes the hPIN process, she is asked to

input the sensitive transaction data (e.g., the amount to be transferred and

the account number of the receipt etc.) and some non-sensitive transaction

data (e.g., a textual description of the transaction). The hTAN protocol is

responsible to take the user's input in a secure manner and makes sure to

perform a secure online transactions with the e-banking server S, hence protects

the transactions from MitC (and other man-in-middle) attacks oriented to alter

the sensitive transactional data.

The hTAN protocol performs the secure transaction via the following three

components: 1) a human-computer-token interactive protocol that allows the

user U to input sensitive transaction data from the untrusted keyboard of C

and ensures that T receives the sensitive data of the user without any change;

2) a transaction authentication protocol, which sends the real transaction

data (both sensitive and non-sensitive data) to the server and ensures that

the data processed by S was not altered on its way to the S; 3) a con�rma-

tion/veri�cation of the transaction via the trusted display of the USB-token T

and an acknowledgement back to the S. Figure 6.5 presents all the interactions

and data exchanges made as part of the hTAN protocol. Below we list all the

steps of the hTAN protocol.

Step 1: U clicks a button on the e-banking web page to inform T about the

start of a new online transaction attempt. Then, she inputs each STD
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Figure 6.5: The hTAN protocol. The thick solid lines highlight the recon�g-
urable transaction/message authentication protocol.

item one after another on the untrusted keyboard of C by repeating

Steps 1�4.

To embed STD veri�cation into the input process, each character in

the STD is shown like passwords (e.g., as a number of asterisks) on the

untrusted monitor of C, but in clear on the trusted display of T. This can

naturally force U to verify the STD simultaneously while she is entering

the STD. If U presses �Backspace� key, T shows an eye-catching warning

message to inform the user for a few seconds and then the previously

entered character is deleted.

Step 2: Upon completion of one STD item, U presses the �OK� button on T.

Step 3: T highlights the current STD item for a few seconds, and prompts U

to press the �OK� button again if the current STD item was not changed

by C after Step 2.

Step 4: U presses the �OK� button again to approve the current STD item.

Step 5: U inputs NSTD to T by �lling a blank on the web page in clear.
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Step 6: T sends STD and NSTD to S by running a transaction/message au-

thentication protocol. Here, we use HMAC to build the following proto-

col:

T → S: (IDU, STD, NSTD, r∗
T
),

S → T: (r∗
S
, H3 = HMAC(h(KT ), r

∗
S
‖ r∗

T
‖ STD)),

T → S: (IDU, H4 = HMAC(h(KT ), r
∗
T
‖ r∗

S
‖ STD)),

where r∗
T
and r∗

S
are two new nonces generated by T and S, respectively.

Step 7: S checks if H4 = HMAC(h(KT ), r
∗
T
‖ r∗

S
‖ STD). If so, S executes the

requested transaction and sets M =�success�, otherwise sets M =�error�.

Then, S sends H5 = HMAC(h(KT ), r
∗
S
‖ r∗

T
‖M ‖ STD) to T.

Step 8: T checks if H5 = HMAC(h(KT ), r
∗
S
‖ r∗

T
‖ �success� ‖ STD). If

so, it shows �transaction executed�, otherwise �transaction failed�, on its

display.

6.2.3 The hPIN/hTAN as an RVC System

As we highlighted above, the hPIN/hTAN system involves three non-human

components/parties: an untrusted computer C, a trusted USB-token T, and

an e-banking server S. All of these three components are required to be imple-

mented in di�erent target platforms � the user interface in C and the interac-

tions between C and T are implemented as software such as a browser plugin,

the client parts of both the hPIN and the hTAN protocols as �rmware of the

T, and the server parts of the both the hPIN and hTAN protocols are to be

implemented as software in S. Hence, the heterogenous nature of these three

components of the hPIN/hTAN system, provides us another very suitable ap-

plication for demonstration of system development of heterogenous systems in

the RVC framework.
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The top level network of the hPIN/hTAN system is presented in Fig. 6.6.

The Source FU sends the key for the pseudo-random generators (PRG) and the

size of the hash function being used in the HMAC operations. PRG key is used

to generate the nonces (or random numbers) needed for the proper operation of

hPIN and hTAN protocols. The FUs Computer, Token, and Server represent

C, T, and S, respectively.

Token
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PRG_Key S_TC_Out

Hash_Size
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Server
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Figure 6.6: The top network of hPIN/hTAN implementation in the RVC frame-
work.

In the following, we present the C, T, and S components in the RVC frame-

work. The functional behaviours of these components will become more evi-
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dent after we will present the simulation of hPIN/hTAN system in Sec. 6.2.4.

The Computer

All the interaction of U with C are implemented as a single Computer FU. It

receives the status codes for success or failure (corresponding to di�erent steps

encountered in the hPIN and hTAN protocols) from Token on its input port,

execute the task corresponding to the received status code (e.g., show a user

message, instruct the user to input some data etc.). Moreover, after U inputs

either the PIN, the STD data or the NSTD data, these data are sent to Token

via its NC and/or TC output ports2.

The Token

As shown in Fig. 6.6, the Token FU network serves as the central hub of the

hPIN/hTAN system as it communicates with both Computer and Server FUs3.

It communicates with the Computer FU to receive PIN, sensitive (STD) and

non-sensitive (NSTD) data and sends status codes to drive the current state of

the component running inside C. Moreover, it also exchanges a lot of data with

the Server FU needed to execute both the hPIN and the hTAN protocols.

Figure 6.7 shows the internal structure of the Token FU network in Fig. 6.6.

The Token_Controller FU serves as the controller of the USB-token T and op-

erates all the other FUs of the network. The User_Interface FU implements

the interface needed by the user U to interact with the USB-Token T. Note that

in current implementation of the hPIN/hTAN system, the functions related

2In current RVC implementation of the hPIN/hTAN system, the numeric and textual
data are not processed via a single data channel. Rather, they are processed via their
designated channels/ports. In order to highlight the type of the channel/port, we use the
acronyms �NC� and �TC� to represent �Numeric Channel� and �Textual Channel�, respec-
tively. We provide more details on this aspect in Sec. 6.2.5.

3This is slightly di�erent from the description of the hPIN/hTAN protocol in [18], which
describes C as the hub of the whole system and the communication between T and S happens
through C. In order to make our current implementation to remain simple, we made T
and S talk directly to each other because this can be acceptable as a virtualization of the
communication channel between T and S(via C)
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Figure 6.7: The FU network implementing the USB-token T.

to USB-Token's �Display� screen and �OK� button are supported by a console

window equipped with a text �eld, where window serves as the �Display� screen

and text �eld is used to take �OK� input. In future, the User_Interface FU

can be recon�gured to have a better implementation without a�ecting the rest

of the system. The ARC4_PRG FU generates the pseudo-random one-time codes

Fi : X→ Y and displays them on the trusted display of T. U sees these random

code-words to input her PIN via the keyboard of the untrusted computer C.

The hPIN and the hTAN FU networks implement the client side components

of the hPIN and the hTAN protocols, respectively. These client side compo-

nents of the hPIN and hTAN protocols communicate with their corresponding

server side components implemented as part of the Server FU network, which

is covered in the next section.

Figure 6.8 shows the FU network implementing the client side of the hPIN
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protocol. It reuses two cryptographic primitives (SHA-256 and HMAC) and

two instances of Bigger2Smaller utility (to convert double words tokens into

bytes tokens) directly from CTL, and the client side of the SKID3 protocol

(shown in Fig. 6.1a).
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Figure 6.8: The FU network for the client side component of the hPIN protocol.

As described in Step 4 of Sec. 6.2.1, the SHA-256 and HMAC are used to

validate the PIN and recover the key KT from its encrypted form stored in the

non-volatile memory of T. As required by the protocol, our implementation

ensures that the KT can only be recovered after a successful validation of

the PIN. Then, the KT can be used in the rest of the hPIN (i.e., mutual

authentication implemented via the SKID3 protocol) and the hTAN protocols

between T and S.

Figure 6.9 shows the FU network implementing the client side of the hTAN

protocol. The structure of this client side component of the hTAN protocol

is very similar to the structure of the SKID3 authentication protocol. Their
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similarities are very easily observable from their FU networks shown in Fig-

ures 6.1a and 6.9. But there are still some di�erences between the two, which

are given as follows. 1) There are two new input ports to receive the STD

and NSTD data from the Token_Controller; 2) Instead of one output data

channel, there are two data channels � to send numeric and textual data to S;

3) The transaction authentication requires more than two HMAC operations

on each side of the hTAN protocol. But this di�erence is not visible from the

structure of the FU network as these details can only be observed by reviewing

the RVC-CAL code of Receiver and Sender FUs.

PRG_Key

HMAC_Key
Hash_Size

STD_IN

NSTD_IN

Channel_IN

Numeric_Channel_Out

Text_Channel_Out

Status_Out

HMAC_SHA_256

IP1_Key MAC

IP2_MessageSize

IP3_Message

IP4_Hash_Size

ARC4_PRG

Key OP

Receiver

IP1_PRG OP1_Message_Size

IP2_Hash_Size OP2_Message

IP3_Numeric_Data OP3_Hash_Size

IP4_Text_Data OP4_Numeric_Link

IP5_Channel OP5_Text_Link

Sender

IP1_PRG OP1_Numeric_Channel

IP2_Hash_Size OP2_Text_Channel

IP3_HMAC OP3_Status

IP4_Numeric_Link

IP5_Text_Link

DWords2Bytes

IP OP

DuplicateKey

IP_Key OP_Key

Figure 6.9: The FU network for the client side component of the hTAN pro-
tocol.

Note that, the client component of neither hPIN nor hTAN receives/sends

any data directly from/to S. Rather, the communication of the data are always

tunneled through the Token_Controller FU. In addition, both of these two

client components and the Console FU communicate their internal states (or

status) to the Token_Controller FU. In other words, the Token_Controller

FU administers all the activities happening inside T.

The Server

Figure 6.10 shows the internal structure of the Server FU network in Fig. 6.6.

The Server_Controller FU serves as the controller of the server S and admin-

isters all the other FUs of the network. The hPIN and the hTAN FUs implement

the server side components of the hPIN and the hTAN protocols, respectively.
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Figure 6.10: The FU network implementing the server S.

For the server side component of the hPIN protocol, we simply reused

the server side of the SKID3 protocol (which has already been presented in

Fig. 6.1b) without any modi�cation.

Moreover, the server side of the hTAN protocol was required to be imple-

mented and is shown in Fig. 6.11. Like the client side component of the hTAN

protocol, the structure of the server side component of the hTAN protocol is

also very similar to the structure of its server side component of the SKID3

protocol. Unlike the client side component, the server side component have

two input data channels � to receive numeric and textual data from T and only

one output data channel � to send numeric data to T. Moreover, the Receiver

and Sender FUs also have some di�erences required to implement server side

activities of transaction authentication.

6.2.4 Simulation and Testing

Section 6.1.2 shows how we partitioned the client and server sides of the SKID3

protocol and performed the needed interfacing to run them as two heterogenous

components. For the hPIN/hTAN system, which is far more complex than the

SKID3 protocol, in this subsection we only present the simulation of the system
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Figure 6.11: The FU network for the server side component of the hTAN
protocol.

in the ORCC simulator4.

Figure 6.12 shows the ORCC simulation of the RVC implementation of the

hPIN/hTAN system running in the Eclipse environment. We performed the

simulation with test data. Two console windows represent the user interfaces

for the untrusted computer C and the trusted USB-token T, respectively. These

two windows not only show the activity log of the test transaction, but also

allow the user to input via the text �eld at the bottom of the console windows.

The activity performed by the server can be seen inside the Eclipse output

window.

6.2.5 Limitations

Our RVC implementation of the hPIN/hTAN system has some limitations with

reference to the original speci�cation of the system described in [18]. These

limitations are listed below5.

• In [18], it is described to lock the USB-token T after an interactive idle

time of the user U. This feature was not implemented because of unavail-

ability of timeout functions in the RVC speci�cations.

4The actual deployment and interfacing of the hPIN/hTAN system on the target plat-
forms requires some new modi�cations/improvments to the ORCC. That's why, the deploy-
ing/interfacing of the hPIN/hTAN system is delayed until ORCC does not support needed
features (human interactions, event handlers, timers etc.).

5Note that not all of these listed limitations are that important as the goal of this example
was to show how one may implement such a system with RVC.
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Figure 6.12: Simulation of the RVC implementation of the hPIN/hTAN sys-
tem.

• In [18], it is described that T should also monitor if the U uses �Backspace�

key while entering the PIN and if she uses the �Backspace� key then the

pseudo-randomly generated one-time mapping table (i.e., Fi : X → Y)

should also be updated. This is not supported yet as the RVC speci�ca-

tions do not provide how to de�ne event listeners and then trigger some

actions.

• The implementation of TCP interface (used in the SKID3 interfacing)

only supports communication of numeric data. But the hPIN/hTAN

requires to communicate both textual and numeric data among its parties

C, T, and S. For the time being, both numeric and textual data are
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supported as two separate channels for these two data types. But in

practice these two types of data are required to be merged to a single

data channel and then make the recipient to �lter the data (as numeric

or textual) after they are received. We plan to remove this limitation in

the next version of the hPIN/hTAN system.

• According to the speci�cation of the hPIN/hTAN protocol [18], all com-

munication between Tand Sshould be tunneled via C. In our current

implementation of the hPIN/hTAN protocol, we made T and S to talk

directly with each other as a virtualization of the communication channel

via C. In the next version, we plan to remove this limitation.

• At this moment, only one STD and one NSTD �elds are supported. But

with few minor tweaks to current implementation, more STD and NSTD

�elds can also be supported.

• The [18] also describes a procedure to change the PIN. In order to keep

the implementation simpler, this feature has not been implemented yet.

6.3 Summary

In this chapter, we have highlighted how the RVC framework facilitates the de-

sign, development, simulation and testing for heterogenous systems. Once the

high-level abstract implementation has been tested and �nalized, the needed

code generation backends can be used to deploy di�erent components towards

di�erent platforms and then with the help of needed interfacing modules (i.e.,

wrappers) these components can be linked to form a heterogeneous system.
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Before the advent of the RVC framework, multimedia security applica-

tions were traditionally developed in imperative languages (C/C++, Java etc.)

mainly because the implementations of required multimedia codecs were only
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available in the imperative languages. Moreover, these imperative languages

are not known to be able to provide easily recon�gurable, implementation-

independent and strictly modular applications.

As we mentioned in Chapter 2, the RVC framework was developed with the

objective of providing modular and concurrent speci�cations of complex video

codecs. Hence, the availability of RVC implementations of the multimedia

codecs also provides a better starting point for the development of all sorts

of applications, which (some how or the other) are dependent on multimedia

codecs (e.g., multimedia security applications).

Although RVC framework was developed to handle many technical chal-

lenges incurred in the speci�cation and development of multimedia codecs,

aside from those technical challenges inherited from multimedia codecs, the

development and benchmarking of multimedia security applications also face

a number of other challenges, which are only speci�c to them.

In this chapter, we highlight how the RVC framework can be used to e�-

ciently overcome these technical challenges better than existing imperative lan-

guages. In addition, we demonstrate how the RVC framework can be used to

quickly develop multimedia security applications by presenting a good range of

example applications � a joint H.264/AVC video encryption-encoding system,

a joint JPEG image encryption-encoding system, a compressed-domain JPEG

image watermarking system, and a compressed-domain JPEG image stegano-

graphic system. Moreover, we also present the performance-benchmarking

results for H.264/AVC codec, JPEG codec, and these four multimedia secu-

rity systems on a dual-core machine with its single-core mode and the normal

dual-core mode.
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7.1 Challenges for Multimedia Security Appli-

cations

The development and benchmarking of multimedia security applications using

imperative languages (like C/C++, Java etc.) posses a number of unique

challenges. In this section, we highlight some of these challenges and evaluate

how they can be more easily handled by using the RVC framework.

• Locating insertion points for security module: As we know, the

syntactical structure of most imperative languages does not allow having

very strictly modular components. But the insertion of security module

requires the developers to locate proper points to insert security-related

code in the source code of an existing multimedia codec. But because

of less strictly modular nature of imperative languages, it is often very

time consuming to locate the proper points and then insert the security

module. Moreover, for some codec implementations and multimedia se-

curity algorithms, it is often necessary to insert the security module at

multiple places, which further complicates the problem.

The RVC framework can be helpful in solving this issue as the FUs in

the RVC framework are strictly modular. Since the FUs have constant

and well-de�ned I/O interfaces (FUs encapsulate their own states and

communicate with the outside world only via tokens), the insertion of

security FUs does not require developers to look into the inside code of

codec FUs. Rather, it is only a matter of visually reviewing the graphical

network of the codec, locating the candidate FUs (e.g., zig-zag ordering

and entropy coding in Fig. 7.2) that produce tokens of our interests and

tunneling the data channels to pass through the added security FUs.
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• Distortion of codec implementations: Adding the security mod-

ule to actual implementations of the codecs in imperative languages

introduces distortions in the source code of codecs, hence a�ecting its

reusability. Moreover, this mixing of security modules in the codec im-

plementations may also introduce some side e�ects, e.g. it may disturb

the synchronization of di�erent modules of the codecs. This results in

further work for the developers to also study those potential side e�ects

and �nd solutions for them.

While working in the RVC framework, the addition of security FUs does

not require to change any FUs of the RVC codec implementations. Hence,

developing multimedia security applications in the RVC framework pre-

serves the generic codec FUs and does not compromise their reusability.

• Platform dependence: Multimedia security applications developed in

any imperative language can only be running on the platforms support-

ing those languages. If any multimedia security application is required

to be implemented in di�erent hardware and software platforms, the

same application has to be developed in di�erent programming languages

supported by those platforms. Moreover, the development of the same

codec in di�erent programming languages generally follow di�erent im-

plementation styles � as they are dependent on the features provided by

programming languages and expertise of the codec developer. Hence, it

becomes a very laborious task to implement the same multimedia secu-

rity application for di�erent platforms.

As we mentioned in the proceeding chapters, the RVC framework is

an implementation-independent framework. Hence, the development of

multimedia security applications in the RVC framework allows us to im-
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plement only once and generate the implementations targeted towards

di�erent platforms via an automated code generation process. Hence, the

RVC framework provides the liberty to have implementation-independent

representations, which allows the application developers to save tremen-

dous amount of their time and guarantee easier maintenance of the source

code.

• Non-judicial performance benchmarking: In order to conduct a

judicial performance benchmarking study for some competing multime-

dia security algorithms, it is required that the underlying multimedia

codecs should be implemented in the same language and from the same

set of source code functions or libraries. However, it is unlikely to get

all the needed multimedia codecs available in the same imperative lan-

guage and/or implemented based on the same set of codec functions or

libraries. Hence, it becomes extremely di�cult to incorporate competing

multimedia security applications (implemented based on varying mul-

timedia codecs) into a single benchmarking system and still guarantee

that the performance benchmarking remain closer to judicial. Moreover,

there will be even further troubles, if the benchmarking system has to

cover di�erent hardware/software platforms.

While working in the RVC framework, di�erent multimedia security al-

gorithms can be built by reusing exactly the same video codec. This

allows the performance benchmarking to be more judicial and to be con-

ducted for many target platforms without re-programming. As high-

lighted in Chapter 2, video codecs built in the RVC framework can reuse

many FUs from the VTL. For scenarios where we need to benchmark the

same multimedia security algorithms over di�erent multimedia codecs,
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the reusability of the same VTL FUs makes the overall performance

benchmarking to remain closer to judicial.

7.2 System Design Examples

In this section, we showcase four multimedia security applications developed

in the RVC framework. These four applications are: 1) joint encryption-

encoding system for H.264/AVC videos, 2) joint encryption-encoding system

for JPEG images, 3) compressed-domain JPEG image watermarking system,

4) compressed-domain JPEG image steganographic system. We present these

four example applications in the following four subsections, respectively.

7.2.1 Joint H.264/AVC Encryption-Encoding

As our �rst example application, we present sign bit encryption and decryp-

tion of H.264/AVC videos [117]. In order to encrypt the sign bits, we used

ARC4 stream cipher [118] as the underlying cryptosystem. The sign bit en-

cryption system is designed to maintain format compliance of the encrypted

video bitstreams. We used the RVC implementations of baseline pro�le en-

coder [69, 29] and decoder [6]. Moreover, we veri�ed the functional correctness

of the H.264/AVC sign bit encryption/decryption system via the reference

implementation of H.264/AVC [119] and a commercial tool called Vega H.264

Analyzer [120] andperformed the conformance tests of the generated encrypted

bitstreams.

The Sign Bits Flipper

The key component of our joint video encryption-encoding system is the sign

bits �ipper module. The sign bits �ipper module we developed is based on

the ARC4 stream cipher, which �ips the sign bits of all DCT coe�cients. The

FU network of our sign bits �ipper module is presented in Fig. 7.1. The key
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FUs of this sign bits �ipper module are: 1) the Extract_Sign_Bits FU, which

extracts the sign bits of all DCT coe�cients, merges each eight consecutive bits

to form one byte, and then sends each byte to the ARC4 FU; 2) the ARC4 FU

encrypts each input byte and sends the output byte to the Change_Sign_Bits

FU; 3) the Change_Sign_Bits FU breaks each byte into eight encrypted sign

bits and then assigns them back to the corresponding DCT coe�cients.

Since both the ARC4 stream cipher and the sign bit encryption processes

are totally symmetric, we can use the same sign bit �ipper FU module as the

encipher and the decipher in encoder and decoder, respectively.
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Figure 7.1: The FU network of the sign bits �ipper module.

Joint Video Encryption-Encoding (JVEE)

We evaluated that the sign bits encryption of all DCT coe�cients can be best

performed if we insert the sign bits �ipper module just before the entropy

coding stage (the Context Adaptive Variable Length Coding (CAVLC) in our

case). Figure 7.2 shows a partial view of the XDF network of the sign bit en-

cryption system. It can be seen that the sign bits �ipper FU network is inserted

between the CAVLC_ZigZagSorter FU (which performs the zig-zag ordering of

DCT coe�cients) and CAVLC_Reverser FU (which is �rst FU implementing

the core functionality of the CAVLC). All DCT coe�cients tunnel through the

RC4_Sign_Bits_Flipper FU of Fig. 7.1 (highlighted by a red frame box; the

same hereinafter) to get encrypted before they go through the other FUs of

CAVLC. This clearly highlights how easy it is to insert the encipher module into
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the encoder as a recon�gurable add-on. It should be emphasized that no other

changes were done to the original encoder except inserting the encipher. In

this chapter, this point will be repeatedly shown in other examples.
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Figure 7.2: The ARC4 based sign bits encryption-encoding for H.264/AVC
videos.

Joint Video Decryption-Decoding (JVDD)

In order to correctly decrypt the sign bits of all DCT coe�cients at the de-

coder side, which were encrypted just before the CAVLC encoder, the sign bits

�ipper FU network should be inserted just after entropy decoding process. A

partial view of the XDF network of the sign bit decryption system is shown

in Fig. 7.3. The RC4_Sign_Bits_Flipper FU is inserted between the Algo_-

BlockExpand_AVC and Algo_BlockSplit_AVC FUs (which are standardized

FUs in VTL [6]). All DCT coe�cients tunnel through the RC4_Sign_Bits_-

Flipper FU to get decrypted before they go through the Algo_BlockSplit_-

AVC FU and travel to the remainder of the decoder. Once again, we show it is

easier to locate the decipher's insertion point and to insert the decipher into

the decoder.
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Figure 7.3: The ARC4 based sign bits decryption-decoding for H.264/AVC
videos.

7.2.2 Joint JPEG Encryption-Encoding

As our second example application, we present DC encryption and decryption

of JPEG images [121]. Our DC encryption system was designed to maintain

format compliance of the encrypted image bitstreams. Like the sign bits �ip-

per module of Fig. 7.1, the encryption and decryption of DC coe�cients is

performed using the ARC4 stream cipher. We used the RVC implementation

of JPEG codec, which is available in the Open RVC-CAL Applications project

[10].

The DC Encipher

The DC encipher module is one of the key components of our joint JPEG image

encryption-encoding system and the FU network of this module is shown in

Fig. 7.4. In order to retain the compression e�ciency, we chose to only encrypt

the �xed-length coded additional bits after the Hu�man category codeword of

each DC coe�cient. This DC encipher module was developed to scan the

bitstream generated by the JPEG encoder's Hu�man encoding FU to locate

the codeword and �xed-length additional bits corresponding to each DC coef-

�cient. Then only the �x-length additional bits are encrypted using the ARC4

stream cipher. In order to keep the encipher simple, we used the quantized DC

coe�cients to skip the category code without decoding it. Alternatively, this
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can also be done by building the Hu�man tables of the category coding inside

the encipher. But this will make the encipher more complex. Another input

of the DC_Encipher FU, IP3_Count, informs the DC_Encipher FU about the

number of bits in each block and is used to skip AC coe�cients in each block

without decoding them. The Extract_Bits FU extracts the �xed-length ad-

ditional bits from the encoded bitstream, and sends them to the ARC4 stream

cipher FU for further processing. The ARC4 FU encrypts those additional bits

and sends the output bits to the Change_Bits FU, which replaces the original

additional bits by the encrypted ones.
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Figure 7.4: The FU network of the DC encipher module.

Joint Image Encryption-Encoding (JIEE)

In order to encrypt the DC coe�cients (i.e., the �xed-length bits of the DC

coe�cients), the encryption process can only be performed after the Hu�man

coding stage. Figure 7.5 shows a partial view of the FU network of our DC

encryption system. One can see that the DC encipher module is inserted

between the Huffman and the Stuffing FUs. Hence, the bitstream generated

by the Huffman FU tunnel through the DC_Encipher FU network of Fig. 7.4,

where it gets encrypted, and then travels to the Stuffing FU and the rest of

the encoder.
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Figure 7.5: The ARC4 based DC encryption-encoding for JPEG images.

The DC Decipher

In order to decrypt the encrypted DC coe�cients, encrypted via the DC en-

cipher module, an DC decipher module is required. Like the DC encipher

module, the DC decipher is also based on the ARC4 stream cipher. The

main task of this module is to scans the encrypted bitstream and decrypts

the �xed-length coded additional bits of each DC coe�cient. Unlike the DC

encipher module, where we successfully avoided building the Hu�man tables,

the decryption process requires the decoding of Hu�man tables as the original

DC coe�cients are not available before Hu�man decoding happens. Note that

this is di�erent from the encoder side, where the original DCT coe�cients were

available before the Hu�man encoding stage. That's why the DC coe�cients

were also sent to the DC encipher on one of its input ports. Hence, this re-

quirement, of partially performing the Hu�man decoding to correctly decode

the DC coe�cients, makes the DC decipher module more complex than the

DC encipher module.

The FU network of the DC decipher module is shown in Fig. 7.6. The

Extract_Bits FU is responsible for performing the following tasks: 1) building

of decoding Hu�man tables (i.e., partially performing the Hu�man decoding),
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2) scanning the input bitstream to extract the encrypted �xed-length coded

additional bits of the DC coe�cients, and 3) sending the extracted �xed-length

additional bits to the ARC4 stream cipher for decryption. The ARC4 FU decrypts

those additional bits and sends the output bits to the Change_Bits FU, which

replaces the encrypted �xed-length additional bits by the decrypted (original)

ones.
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Figure 7.6: The FU network of the DC decipher module.

Joint Image Decryption-Decoding (JIDD)

Since the encryption of DC coe�cients at the encoder side was performed after

the Hu�man encoding stage, the decryption should be performed before the

Hu�man decoder. A partial view of the FU network of the DC decryption

system is shown in Fig. 7.7. The bitstream and the Hu�man table de�nitions

generated by the Parser FU tunnel through the DC_Decipher FU network of

Fig. 7.6, where they get encrypted and forwarded to the Hu�man decoding

FU and the rest of the decoder.

7.2.3 Compressed-Domain JPEG Image Watermarking

In this subsection, we present the third example, an image watermarking

scheme working in JPEG compressed-domain. The watermarking algorithm

we chose for this example application was originally proposed in [122] as a
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Figure 7.7: The ARC4 based DC decryption-decoding for JPEG images.

watermarking scheme for H.264/AVC videos. We ported this watermarking

scheme to work with the JPEG images in the compressed domain. In this

watermarking scheme, a number of macroblocks are randomly selected for

watermark embedding and in each selected macroblock one watermark bit is

embedded in exactly one quantized AC coe�cient. The random paths at the

macroblock level and the AC coe�cient level are both driven by a stream ci-

pher, so an attacker does not have any knowledge about the locations where

the watermark bits are embedded. Similarly, the random path at the AC co-

e�cient level is derived from a content-dependent sequence [122] encrypted by

the stream cipher.

We implemented both the watermark embedder and detector modules of

this scheme in the RVC framework so that they can work with the RVC JPEG

codec available in the ORCC Applications project [10]. The FU networks
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of the watermarking embedder and detector modules are shown in Figures 7.8

and 7.9, respectively. The KPi_Extractor FU (available in both the embedder

and the detector) generates a content-dependent sequence, which is then sent

to the ARC4 FU for encryption. The resultant encrypted sequence is then

used to select an AC coe�cient from the current macroblock for watermark

embedding/detection.
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Figure 7.8: The watermarking embedder FU network.

IP2_COEFF

IP1_SOI
OP_COEFF

Key_Source

OP_Key

KPi_Extractor

IP1_WSIZE OP1_Kpi

IP2_INDICES OP2_COEFF

IP3_SOI

IP4_COEFF

ARC4

IP1_Key OP

IP2_Text

Detector

IP1_W OP_COEFF

IP2_WSIZE

IP3_INDICES

IP4_SOI

IP5_Kpi

IP6_COEFF

Watermark_Source

OP1_W

OP2_SIZE

Random_Path_Generator

IP1_WSIZE OP_MB_Indices

IP2_SOI

Figure 7.9: The watermarking detector FU network.

The random path generator for the selection of macroblocks was imple-

mented as an FU subnetwork, which is shown in Fig. 7.10. It consists of two

key FUs: Prepare_Indices and Swap_Indices. The Prepare_Indices FU
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reads the size of the image as input and based on the size of the image it

prepares the list of possible macroblock indices. All the macroblock indices

are then sent to the ARC4 stream cipher, which then encrypts those indices

to produce a number of random indices. The Swap_Indices FU keeps an in-

ternal list of indices for all macroblocks, and for the i-th random index I(i)

from the ARC4 FU it swaps the i-th internal index with the I(i)-th one. These

swapping operations result in a shu�ed list of macroblock indices, and any W

continuous indices can be used as the random path for watermarking purpose,

where W is the number of watermark bits embedded/detected.
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Figure 7.10: The random path generator FU subnetwork.

JPEG Image Watermark Embedder (JIWE)

Figure 7.11 shows a partial view of the watermark embedder FU network incor-

porated into the RVC JPEG encoder. Since this watermarking scheme works

on quantized AC coe�cients, the watermark embedder module was inserted

after DCT coe�cients are quantized, but before they are sent to the Hu�man

encoder.

Hence, the watermark embedder module takes quantized DC coe�cients as

input, selects a number of macroblocks and then embeds one bit into one AC

coe�cient in each selected macroblock. The embedding operation is performed

by replacing the least signi�cant bit of the selected AC coe�cient with the wa-

termark bit. After the embedding of the watermark bit, the whole macroblock
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Figure 7.11: The watermark embedder working with the RVC JPEG encoder.

is forwarded to the rest of the encoder.

JPEG Image Watermark Detector (JIWD)

As we mentioned above, the watermark detector module works very similar to

the watermark embedder module. In Fig. 7.12, we show the watermark detec-

tor module incorporated in the RVC JPEG decoder. Similar to the watermark

embedder module, the detector module has been placed so that the quantized

DCT coe�cients tunnel through the detector module before they go through

the de-quantization step. The detector module reconstructs the same random

path to select a number of macroblocks, then selects the same AC coe�cient

in each selected macroblock, and �nally reads the least signi�cant bit of the

selected AC coe�cient to extract one watermark bit. After the watermark bit

is detected, the whole macroblock is forwarded to the rest of the decoder.

7.2.4 Compressed-Domain JPEG Image Steganography

In this subsection, we present an image steganography scheme working in

JPEG compressed-domain called F5 [123]. In this scheme, the secret message

is embedded only into the non-zero coe�cients of the whole image using a

matrix embedding scheme. Before the matrix embedding operation, the non-
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Figure 7.12: The watermark detector working with the RVC JPEG decoder.

zero AC coe�cients are permuted using some pseudo random generator so that

the attacker cannot �nd the sequence in which the AC coe�cients were used

by the underlying matrix embedding scheme. In [123], the matrix embedding

scheme used in F5 is based on the (1, n, k) Hamming distance code, where

n = 2k − 1. Hence, to embed every k bits of the message, the embedding

scheme changes at most one element in each set of n non-zero AC coe�cients.

The parameters k and n for each steganographic operation are computed as a

function of the size of the secret message being embedded and the number of

non-zero AC coe�cients such that the message just �ts into the carrier image.

We implemented the steganographic embedder and detector FU networks

of this scheme, which work with the RVC JPEG codec available in the ORCC

Applications project [10]. Figures 7.13a and 7.13b show our implementations of

the steganographic embedder and detector FU networks, where the Permute_-

AC_Coefficients FU permutes the indices of the AC coe�cients using the

pseudo random generator of ARC4. The permuted sequence of AC coe�cients is

sent to the embedder/detector, which perform its matrix embedding/detection

operation on the non-zero AC coe�cients.

It is worth mentioning that nsF5 [124], an improved version of F5, sug-

gests using a matrix embedding scheme based on either the wet paper codes
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(WPC) or syndrome trellis codes (STC). Hence, our implementation of F5

can be easily recon�gured to nsF5 by only implementing WPC or STC based

matrix embedder and detector schemes for the FUs Embedder and Detector,

respectively.
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Figure 7.13: The F5 steganographic embedder and detector FU networks.

JPEG Image Steganographic Embedder (JISE)

Figure 7.14a shows the F5 steganographic embedder FU network incorporated

into the RVC JPEG encoder. Since this steganographic scheme works on quan-

tized AC coe�cients, we inserted the steganographic embedder FU network af-

ter DCT coe�cients are quantized, but before they are Hu�man coded. Hence,

after the message is embedded, the whole DCT stego image is forwarded to

the remainder of the encoder.
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Figure 7.14: The F5 steganographic embedder and detector with the RVC
JPEG decoder.

JPEG Image Steganographic Detector (JIDE)

Figure 7.14b shows the F5 steganographic detector FU network incorporated in

the RVC JPEG decoder. Similar to the steganographic embedder FU network,

the detector FU network has been placed so that it can scan the quantized DCT

coe�cients before they go through the de-quantization step. The detector FU

network works very similarly to the embedder FU network: it reconstructs

the same permutation of the AC coe�cients and performs the reverse of the

matrix embedding operation to detect the message bits. After extracting the

message bits, the whole DCT image is forwarded to the rest of the decoder.
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7.3 Performance Benchmarking

In this chapter, we have shown that the development of multimedia security

applications in the RVC framework can have a number of advantages. But the

concerns related to the run-time performance of the automatically generated

implementations from the RVC implementations require evaluating their run-

time performance as one of the goals of this study is to investigate if the RVC

framework can be e�ectively used to develop practical applications that can

run e�ciently on di�erent target platforms.

In our performance benchmarking study presented in Chapter 5, we were

only focusing on cryptographic primitives AES and SHA-256 and a small

HashTree application, which are quite simple in their structures and consist

of only a few number of FUs. However, multimedia codecs and multimedia

security applications are comparatively more complex in their structures and

consist of a much larger number of FUs. This suggests us to investigate if

the conclusions of our previous performance benchmarking study in Chap-

ter 5 can be generalized to complex RVC applications e.g., multimedia codecs

and multimedia security applications. It deserves mentioning that except one

MPEG contribution [80], which investigates frame decoding rates of multime-

dia decoders, there are no other studies giving the run-time performance of

RVC codecs on single-core and multi-core computing platforms. Hence, in this

section we present the performance benchmarking results of RVC's C imple-

mentations for H.264/AVC codec, JPEG codec and four multimedia security

applications (presented in Sec. 7.2) on a single-core machine and a dual-core

one.

For our benchmarking on the single-core machine, we evaluated our candi-

date RVC applications against non-RVC reference implementations. We devel-
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oped these non-RVC reference implementations based on the JM's H.264/AVC

[119] codec and IJG's JPEG codec [125] implementations. For our benchmark-

ing on the dual-core machine, we evaluate the amount of performance gain (or

execution speed-up) our candidate RVC applications can achieve.

7.3.1 Experimental Setup

For all evaluated RVC applications, we generated C source code using ORCC

[26] and used the Microsoft Visual Studio 2008 as the C compiler to generate

executables that can run on Windows platforms. As a test machine for this

benchmarking study, we used M1 (speci�cations are provided in Table 5.1) and

conducted all experiments under safe-mode command prompt of Windows 7.

For experiments on the single-core machine, we con�gured M1 (via its BIOS)

to run only one of its CPU cores. For experiments on the dual-core machine,

the performance gain of all the evaluated applications is measured with refer-

ence to the performance achieved while they were running on M1 as a single-

core machine. Moreover, all the FUs of any given application are categorized

into two partitions1. These two partitions run as independent threads with

each thread running on its designated CPU-core of the system. For the results

reported in this section, we manually evaluated the relationships among FUs

for any given applications and then partitioned the FUs into two by the fol-

lowing criteria: 1) whenever possible we kept closely dependent FUs to be in

the same partition, 2) maximize the performance by making the partitions to

share the workload as equally as possible2.

For applications based on the H.264/AVC codec, we report the run-time

performance for encoding and decoding of only �rst 99 frames of three test

1In order to keep our discussion focused towards benchmarking results, partitions of
evaluated applications are not presented here. Rather, they are presented in Appendix A.

2In future, we plan to use design space exploitation tools to automatically suggest us
more intelligent partitioning of FUs.
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videos � foreman, highway and suzie (all with QCIF resolution). All videos

were encoded with QP = 20. For applications based on JPEG codec, we report

the run-time performance for encoding and decoding of three test images �

airplane (with 512 × 512 resolution), Lena (with 512 × 512 resolution) and

yacht (with 512 × 480 resolution). All images were encoded with the default

quantization table of JPEG [121, Table K.1] and the quality factor 80.

7.3.2 Benchmarking on Single-Core Machine

In this subsection, we present the performance benchmarking results for H.264/

AVC and JPEG applications developed in the RVC framework against their

corresponding non-RVC reference implementations.

H.264/AVC Applications

Figures 7.15 and 7.16 show the performance benchmarking results for H.264/

AVC codec and encryption-encoding system based on both RVC and JM im-

plementations. We can observe that the run-time performance of current im-

plementations of RVC based Intra encoder and JVEE system are quite (at

least 100%) faster than their corresponding JM based implementations. This

is may be due to the fact that the current edition of RVC's H.264/AVC encoder

implementation is still not complex � as it does not yet support all encoding

options (e.g., pro�les, levels, Inter encoding of P and B frames etc.). More-

over, the run-time performance of both RVC and JM based decoder and JVDD

system are quite adjacent and comparable to each other.

It should be noted that, the sign-bit �ipper module added to H.264/AVC

JVEE and JVDD systems (for encryption and decryption, respectively) makes

them to consume some extra time to run than simpler encoder and decoder.

In order to give an idea of how much overhead JVEE and JVDD systems have

to be bear, Table 7.1 shows the percentage of the total time consumed by the
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Figure 7.15: Benchmarking results for H.264/AVC video encoding and
encryption-encoding applications.

Table 7.1: The percentage of the time consumed by the added sign-bit �ipper
module in H.264/AVC JVEE and JVDD systems.

Test
Videos

JM-JVEE JM-JVDD
RVC-
JVEE

RVC-
JVDD

foreman 0.16% 2.77% 6.01% 6.73%

highway 0.18% 2.41% 1.98% 6.55%

suzie 0.17% 2.54% 2.25% 6.97%

sign-bit �ipper module for both JM and RVC based implementations of JVEE

and JVDD systems.

Our results show that, the time overheads caused by RVC's sign bits encryp-

tion and decryption are always below 7.0%. Note that, the time overheads for

the sign bits encryption of highway and suzie are even further smaller (1.98%

and 2.25% respectively). On the other hand, the time overheads caused by

JM's sign bits encryption and decryption are very small (less than 0.20% and
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Figure 7.16: Benchmarking results for H.264/AVC video decoding and
decryption-decoding applications.

3.0%, respectively). Note that, the magnitude of the time overhead for JM's

sign bit encryption and decryption are much di�erent. Since JM encoder is

generally quite complex (see Fig. 7.15), which makes the overhead time to be

very small percentage of the total time for sign bits encryption. Overall, we can

observe that, even in terms of the overhead time for sign bits encryption and

decryption, the cost incurred by RVC based implementations are comparable

to the JM based implementations.

JPEG Applications

Figures 7.17 and 7.18 show the performance benchmarking results for JPEG

applications based on RVC and IJG implementations. For all applications,

one can observe that the run-time performance of RVC encoder applications

are quite (at least 200%) slower than their corresponding IJG based encoder
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applications. This is due to the fact that the current edition of RVC's JPEG

encoder implementation is not that optimized as the IJG one (which has been

carefully implemented and optimized from many years). However, the run-time

performance of both RVC and IJG based decoder applications are comparable

to each other. This suggests that the JPEG's RVC decoder implementation is

already good enough and may not require too much further optimization.
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Figure 7.17: Benchmarking results for JPEG image encoder, encryption-
encoder, watermark-embedder and steganographic-embedder applications.

Like Table 7.1, in Table 7.2 we show the percentage of the total time con-

sumed by the added security module to both IJG and RVC based imple-

mentations of JPEG image encryption encoder/decoder, watermarking em-

bedder/detector and steganographic embedder/detector systems.

The time overheads caused by RVC based JPEG DC encryption and decryp-

tion are less than 7.02% and 21.59%, respectively. Similarly, the time overheads

for RVC based JPEG image watermark embedder and detector are less than
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Figure 7.18: Benchmarking results for JPEG image decoder, decryption-
decoder, watermark-detector and steganographic-detector applications.

Table 7.2: The percentage of the time consumed by the added security module
in JPEG image encryption encoder/decoder, watermarking embedder/detector
and steganographic embedder/detector systems.

(a) RVC

Test
Images

JIEE JIDD JIWE JIWD JISE JISD

airplane 7.02% 20.13% 13.67% 15.73% 26.46% 44.11%

Lenna 6.06% 20.00% 5.60% 15.13% 24.50% 43.85%

peppers 6.00% 21.59% 4.91% 14.09% 22.52% 43.52%

(b) IJG

Test
Images

JIEE JIDD JIWE JIWD JISE JISD

airplane 11.25% 11.55% 15.84% 18.50% 26.08% 31.12%

Lenna 9.28% 12.50% 14.80% 17.66% 23.52% 30.11%

peppers 11.13% 15.01% 16.85% 21.98% 27.77% 34.39%

6.00% (with airplane consuming comparatively odd amount of 13.67%) and

15.73%, respectively. Moreover, both RVC based JPEG image steganographic
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embedder and detector have exceptionally quite higher overhead time: 22%

to 27% and 43% to 45%, respectively. This can be explained by the fact that

the steganographic technique being evaluated requires bu�ering the whole im-

age in order to pseudo randomly permute the whole image and then perform

the matrix embedding operation to actually embed the secret message into

the carrier image. This activity results in consuming an exceptionally higher

amount of overhead time.

The time overheads caused by the IJG based implementations generally

follow the trends observed for RVC based implementations (except for JPEG

DC encryption and decryption, which consumes higher overhead time than

the corresponding RVC implementations). Similarly, JPEG steganographic

embedder and detector scheme also consume higher amount of overhead time

because of the same reasons reported above.

E�ect on Compression E�ciency

We also evaluated the in�uence of the added security operations on the com-

pression e�ciency of the H.264/AVC and JPEG codecs. As expected, all the

four multimedia security applications have no or only a negligible in�uence on

the compression e�ciency.

7.3.3 Benchmarking on Dual-Core Machine

As discussed in the proceeding chapters, the RVC framework possesses natu-

ral support to allow RVC applications to run on multi-core (and many-core)

system without any changes to the actual RVC implementations and com-

piled executables. That's why, in contrast to applications built in imperative

languages, RVC applications can easily achieve better run-time performance

without any real e�orts. All we need is a mapping �le, which de�nes the map-

pings of all FUs of an RVC application to di�erent CPU-cores of the system.
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ORCC C backend allows to manually map the FUs to di�erent CPU-cores, and

then automatically generate a mapping �le to be usable with the compiled ex-

ecutables. We have presented one such example in Fig. 5.4 for the HashTree

application.

In Chapter 5, we presented the performance benchmarking of the HashTree

application consisting of four parallelizable SHA-256 FUs. But the multimedia

codecs and multimedia security applications (presented in this chapter) are

more complex (consists of 10s to 100s of FUs) and provide more potential to

explore further performance gain. In this subsection, we present our e�orts

in conducting a performance benchmarking study for RVC implementations

of H.264/AVC and JPEG codecs, and four multimedia security applications

on a dual-core machine and then evaluate how much performance gain can be

obtained.

H.264/AVC Applications

Figure 7.19 shows the performance gain we achieved for RVC H.264/AVC

codec, and sign bits encryption applications. One can observe that both of

the encoding applications achieve always achieve a performance gain between

159% and 173%. In addition, the performance gain achieved by both of the

decoding applications is lower � between 110% to 119%.

These results lead to the following two interesting observations. 1) Even

though both JVEE and JVDD applications includes an added sign bits �ipper

module but the performance gains achieved by both of these two application

are better than the simpler encoder and decoder, respectively; 2) Moreover, we

know that the H.264/AVC decoder is not as complex as H.264/AVC encoder

(i.e., decoder consists of lesser number of FUs than the encoder) but still

the performance gains achieved by the decoder applications is far lower than
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the performance gains achieved by the encoder applications. Based on these

two observations, one may hypothesize that, the encoder applications have

more parallelizable components/FUs than the decoder applications and the

increase in the complexity of an RVC applications provides an opportunity

to design/recon�gure the application in a way to exploit more parallelism.

More insights about these aspects can be determined by conducting a low-level

pro�ling of these RVC encoder and decoder applications. In addition, the low-

level pro�ling may also be helpful in acquiring the best possible load-balancing

of the parallelizable components and may improve the overall performance

gain. In future, we plan to study these aspects in more details.
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Figure 7.19: Performance gain we achieved for RVC H.264/AVC codec, en-
cryption applications on a dual-core machine.

JPEG Applications

Figure 7.19 shows the performance gain we achieved for RVC JPEG codec,

encryption, watermarking and steganographic applications. The performance
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gains achieved by the steganographic applications are quite low (for JISD it

is even less than 100%). This can be explained by the algorithmic details of

steganographic technique being evaluated � the embedding and detection of the

secret message requires to bu�er the whole image. Hence, the steganographic

modules become the bottleneck and (almost) freeze the data�ow in all other

FUs of the system, and as a result this severe performance drop is created.

With steganographic application as an exception, the performance gains

achieved by the encoding applications are comparatively higher (between 142%

and 164%) than the gains achieved by the decoding applications (between

127% to 148%). This matches to the results we obtained for the H.264/AVC

applications reported above and con�rms our understanding.
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Figure 7.20: Performance gain we achieved for RVC JPEG codec, encryption,
watermarking and steganographic applications.
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7.4 Summary

In this chapter, with the help of four multimedia security applications, we

have demonstrated how the RVC framework can facilitates the design and

development of multimedia security systems and better address the techni-

cal challenges they face when developed in imperative languages. In addi-

tion, we also benchmarked the run-time performance RVC implementations

of H.264/AVC codec, JPEG codec and these four multimedia security appli-

cations against their corresponding non-RVC reference implementations on a

single-core machine and a dual-core one. Similar to our conclusions of Chap-

ter 5, our benchmarking results showed that the automatically generated RVC

implementations in C can achieve a comparable run-time performance to their

non-RVC reference implementations and performance gain of up to 173% on

a dual-core machine.
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Chapter 8

Conclusion and Future Work

In this thesis, we studied the development of secure computing applications

with the MPEG RVC data�ow programming framework and evaluate the pros

and cons of this newer approach. We have shown how the RVC framework

can be bene�cial for the development of secure computing applications, which

was previously not possible with other development environments. These ben-

e�ts include: 1) the secure computing applications (from cryptographic prim-

itives to complete security systems/protocols) can now be developed in an

implementation-independent environment and implementations can be auto-

matically generated towards di�erent target platforms (general-purpose PCs,

resource-constrained embedded devices, FPGAs etc.); 2) the security sys-

tems/protocols involving heterogeneous systems (i.e., hardware/software co-

design) can also be developed as implementation-independent systems; 3) we

have shown that a number of technical challenges, incurred in the development

and benchmarking of multimedia security systems, can now be addressed with

the RVC framework, hence RVC allows signi�cantly faster and easier develop-

ment, enhanced modularity, recon�gurability and reusability, easier code main-

tenance, and more judicial benchmarking; 4) our performance Benchmarking
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of secure computing applications (for both cryptographic primitives and mul-

timedia security systems) on single-core and multi-core platforms has shown

that secure computing applications obtain an adequate run-time performance

and performance gains, respectively.

Apart from these bene�ts, we feel there are also some areas, where RVC is

still limited. Three main areas of concern are: 1) RVC code generation and

simulation tools are not yet fully adaptive enough to support very large-scale

RVC systems (with thousands to millions of FUs); 2) Similarly, design space

exploitation tools also requires some improvement to support very large-scale

RVC systems; 3) Except some basic input and out mechanisms, RVC does not

yet support any mechanism to implement very rich human interactions in the

data�ow programming paradigm (e.g., supporting event handlers by modeling

humans as a special functional units) as these humans interactions are sub-

tly important to attract people to use RVC as general-purpose development

framework.

On the side note, our study of secure computing with the RVC framework

showed that the RVC framework can be used for the application domains out

of the scope of multimedia codecs. Moreover, during the course of this thesis,

we worked closely with the people in the RVC community and suggested many

di�erent optimizations and improvements, which helped in the evolution of

both the RVC framework and the RVC tools.

In our future work, we plan to continue our research in the following direc-

tions.

Privacy-Preserving Applications As mentioned in Sec. 2.3, the RVC

framework supports the design-space exploitation, which allows automated de-

sign optimizations (e.g., refactoring) and parallelization of FUs in RVC based

solutions [7, 30].
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But at the time of this writing, these features have only been evaluated for

video codecs [7, 30], which have only up to few hundred FUs. But there are

still some doubts about if these features can be extended towards far more

complex applications (e.g., systems involving many thousands or even more

FUs).

The design-space exploitation features of the RVC framework can also be

helpful to some secure computing applications. We believe that privacy pre-

serving applications can be a good candidate to study these features as they in-

volve some cryptographic protocols (e.g., garbled circuit protocols [16]), which

are quite complex in nature (e.g., can have up to billions of garbled gates or

FUs [126]). Moreover, the run-time performance and circuit-oriented optimiza-

tions (e.g., simpli�cation of circuit's topology, refactoring of selected FUs) of

the garbled circuit protocols have become very hot topics within the crypto-

graphic research community and some frameworks have already been proposed

[127, 128, 129]. Among the most recent frameworks, the �Might Be Evil� [127]

dramatically improves over previous frameworks (TASTY [128] and Fairplay

[129]) in terms of run-time performance, circuit-oriented optimizations and

the ease of development. However, all of these frameworks only allow the gar-

bled circuit protocols to be implemented towards a single implementation and

they do not o�er any support for automatic parallelization of complex garbled

circuits.

Currently, we are working to use the RVC framework to design and develop

a new framework for implementation-independent and parallelizable garbled

circuits. Although our work on this front is not completed yet, we are using the

concepts and techniques used in previous frameworks and extending them to

include the support for multiple programming languages and automated par-

allelization (using design-space exploitation) targeted towards multi-core and
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many-core (e.g., GPUs, FPGAs) systems. On one side, this activity will give

the cryptographic community another new (and hopefully also much better)

framework providing implementation-independent and parallelizable garbled

circuits. On the other hand, we are also collaborating with other people in

the RVC community to evaluate and improve the RVC algorithms so that the

design-space exploitation tools like TURNUS [30] can also support complex

systems (e.g., the garbled circuit protocols) beyond video codecs.

Enrich Better Human Interactions As mentioned earlier, RVC does not

yet support any mechanism to implement very rich human interactions as

data�ow paradigm does not naturally support them (e.g., automated timers,

event listeners etc.). Although some of the basic human interactions are al-

ready supported, some new mechanisms are required to be researched to work

with the RVC data�ow programming framework.

Applying RVC to Other Application Domains In [130], we presented

a method to recover DC coe�cients from AC coe�cients of DCT-transformed

images. Our method was an improved edition of the method presented in [131].

In [132], the problem of recovering missing DCT coe�cient was modeled as

an optimization problem and resulted in a method which allows to recover all

missing DCT coe�cients via linear programming.

As we know the discrete optimization algorithms can also be quite com-

plex in nature and optimization problems are often highly parallelizable due

to their large-scale structure and repeated patterns. We feel that, the RVC

framework can also be applied to study discrete optimization algorithms so

that they can work faster on multi-core and many-core systems. As a result,

the RVC framework can also be used to implemented even more sophisticated

multimedia security techniques involving discrete optimization algorithms.
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Heterogeneous Security Protocols In Chapter 6, we showcased the RVC

implementation of the hPIN/hTAN � a security protocol for e-banking sys-

tems [18]. In future, we plan to cover the following directions related to the

hPIN/hTAN based e-banking systems: 1) deploy the RVC hPIN/hTAN system

(i.e., three heterogeneous components) on di�erent target platforms by imple-

menting the needed wrappers and the modi�cations/improvments needed in

ORCC; 2) deploy the RVC component USB-Token T on mobile phone so that

the hPIN/hTAN system can get more attention from the �nancial institution

and adapt this framework as a security system for their e-banking system; 3)

benchmark the performance of the RVC implementation of the hPIN/hTAN

system against the existing system developed in C/C++ [18]; 4) instead of us-

ing a screen on the USB-Token T (to show the status messages and Fi : X→ Y

mapping), the hPIN/hTAN system can be extended to use the audios � note

that audios would require an audio decoding system (like mp3 player etc.),

thus this would also provide us an opportunity to work towards the audio

codecs in the RVC framework.

Moreover, we may also study the development of some further complicated

heterogeneous security systems, which may lead us to improve the RVC frame-

work and associated tools and make them more and more general-purpose.

More Cryptographic Primitives In this thesis, we developed Crypto

Tools Library (CTL) with the most commonly used cryptographic primitives

and then paid more focus to cover other aspects (e.g., performance benchmark-

ing, heterogeneous systems, multimedia security systems etc.).

Therefore, one potential future direction is to enrich the CTL by including

more cryptographic primitives (especially public-key cryptography), which will

allow creation of more complicated secure computing applications. Another

direction is to develop optimized versions of CTL cryptosystems. For instance,



Chapter 8. Conclusion and Future Work 140

bit slicing can be used to optimize parallelism in many block ciphers [59, 66].



Appendix A

Partitioning of FUs for

Multimedia Security Applications

In Sec. 7.3.3, we presented the performance benchmarking of multimedia se-

curity applications on a dual-core machine. In order to achieve parallelism,

the FUs of the evaluated applications were required to categorized into two

partitions, so that each of these two partitions can be mapped to run on a

designated CPU core.

In order to keep our discussion focused towards benchmarking results, the

partitions (i.e., the list of FUs within each partition) of evaluated applications

were not presented in Sec. 7.3.3. In this appendix, present their partitions.

A.1 The partitioning of AVC-Encoder and AVC-

JVEE applications

In our experiments, we partitioned the AVC-Encoder and AVC-JVEE applica-

tions into two as highlighted by their top-level FU network in Fig. A.1. Note

that Y_Intra_Prediction and Bitstream_Gen FUs are linked to their cor-

responding FU sub-networks.For AVC-JVEE application, the security module
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also runs on Core 2 as it is inserted inside the FU network of CAVLC (as shown

in Fig. 7.2), which is part of the Bitstream_Gen's FU network.
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Figure A.1: The top-level network of RVC implementation of H.264/AVC
encoder applications.
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Figure A.2: The top-level network of RVC implementation of H.264/AVC
decoder applications.

A.2 The partitioning of AVC-Decoder and AVC-

JVDD applications

In our experiments, we partitioned the AVC-Decoder and AVC-JVDD appli-

cations into two as highlighted by their top-level FU network in Fig. A.2. As

the �gure suggests, the partitioning point lies inside the FU sub-network of

the AVCDecoder. Figures A.3 and A.4 present two partitions of AVCDecoder's

FU-network, which run on Core 1 and 2, respectively. The display FU is not
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Figure A.3: The partition of AVCDecoder running on CPU Core 1.

included in any of these two partitions as it was programmatically excluded

for benchmarking experiments.

For AVC-JVDD application, the security module also runs on Core 2 as it is

inserted inside the FU network of CavlcExpand (as shown in Fig. 7.3), which

is part of the AVCDecoder's FU-network running on Core 2.
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Figure A.4: The partition of AVCDecoder running on CPU Core 2.

A.3 The partitioning of JPEG-Encoder applica-

tions

In our experiments, we partitioned the JPEG-Encoder and its applications

(JPEG-JIEE, JPEG-JIWE, and JPEG-JISE) into two as highlighted by their

top-level FU network in Fig. A.5. As the �gure suggests, the partitioning point

lies inside the FU sub-network of the Encoder. For all four JPEG encoder

applications, Figures A.6a-A.6d present two partitions of the sub-network of

Encoder, which run on Core 1 and 2, respectively.
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A.4 The partitioning of JPEG-Decoder applica-

tions

In our experiments, we partitioned the JPEG-Decoder and its applications

(JPEG-JIDD, JPEG-JIWD, and JPEG-JISD) into two as highlighted by their

top-level FU network in Fig. A.7. As the �gure suggests, the partitioning point

lies inside the FU sub-network of the Decoder. For all four JPEG decoder

applications, Figures A.8a-A.8d present two partitions of the sub-network of

Decoder, which run on Core 1 and 2, respectively.
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Figure A.7: The top level network of RVC implementation of JPEG decoder
applications.
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